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Command Syntax Conventions

The conventions used to present command syntax in this book are the same conventions
used in the IOS Command Reference. The Command Reference describes these conven-
tions as follows:

Boldface indicates commands and keywords that are entered literally as shown.
In actual configuration examples and output (not general command syntax),
boldface indicates commands that are manually input by the user (such as a
show command).

Italic indicates arguments for which you supply actual values.
Vertical bars (|) separate alternative, mutually exclusive elements.
Square brackets ([ ]) indicate an optional element.

Braces ({ }) indicate a required choice.

Braces within brackets ([{ }]) indicate a required choice within an optional
element.
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Introduction

Today’s networks have evolved into a system without well-defined borders/perimeters
that contain data access from both trusted and untrusted devices. Cisco broadly calls this
trend borderless networking. The Cisco Secure Unified Access Architecture and Cisco
Identity Services Engine (ISE) were developed to provide organizations with a solu-

tion to secure and regain control of borderless networks in a Bring Your Own Device
(BYOD) world.

A few basic truths become apparent when trying to secure a borderless network. First,
you can no longer trust internal data traffic. There are just too many ingress points into
the network and too many untrusted devices/users inside the network to be able to trust
it implicitly. Second, given the lack of internal trust, it becomes necessary to authenti-
cate and authorize all users into the network regardless of their connection type—wired,
wireless, or VPN. Third, because of the proliferation of untrusted and unmanaged devic-
es connecting to your internal network, device control and posture assessment become
critical. Each device must be checked for security compliance before it is allowed access
to your network resources. These checks vary according to your security policy, but usu-
ally involve the device type, location, management status, operating-system patch level,
and ensuring anti-malware software is running and up to date.

This book addresses the complete lifecycle of protecting a modern borderless network
using Cisco Secure Unified Access and ISE solutions. Secure Access and ISE design,
implementation, and troubleshooting are covered in depth. This book explains the many
details of the solution and how it can be used to secure borderless networks. At its heart,
this solution allows organizations to identify and apply network security policies based
on user identity, device type, device behavior, and other attributes, such as security
posture. Technologies such as 802.1X, profiling, guest access, network admission con-
trol, RADIUS, and Security Group Access are covered in depth.

The goal is to boil down and simplify the architectural details and present them in one
reference without trying to replace the existing design, installation, and configuration
guides already available from Cisco.

Objectives of This Book

This book helps the reader understand, design, and deploy the next-generation of
Network Access Control: Cisco’s Secure Unified Access system. This system combines
802.1X, profiling, posture assessments, device onboarding, and Guest Lifecycle manage-
ment. Cisco ISE for Secure Unified Access teaches readers about the business cases that
an identity solution can help solve. It examines identifying users, devices, security policy
compliance (posture), and the technologies that make all this possible. This book details
the Secure Unified Access solution and how to plan and design a network for this next
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generation of access control, and all it can offer a customer environment, from device
isolation to protocol-independent network segmentation. This book gives readers a sin-
gle reference to find the complete configuration for an integrated identity solution. All
sections of this book use both best practices and real-world examples.

Who Should Read This Book?

The book is targeted primarily to a technical audience involved in architecting, deploy-
ing, and delivering secure networks and enabling mobile services. It can help them make
informed choices, and enable them to have an engaging discussion with their organiza-
tion, on how they can achieve their security and availability goals, while reaping the ben-
efits of a secure access solution.

This book is helpful to those looking to deploy Cisco’s ISE and 802.1X, as well as Bring
Your Own Device (BYOD) or Choose Your Own Device (CYOD) information-technolo-
gy models.

How This Book Is Organized

This book is organized into 30 chapters distributed across 7 sections. Although it can be
read cover to cover, readers can move between chapters and sections, covering only the
content that interests them. The seven sections on the book are

Section I, “The Evolution of Identity-Enabled Networks”: Examines the evolution of
identity-enabled networks. It provides an overview of security issues facing today’s net-
works and what has been the history of trying to combat this problem. This section cov-
ers 802.1X, NAC framework, NAC appliance, the evolution into Secure Unified Access,
and the creation of the ISE. It discusses the issues faced with the consumerization of
information technology, the mass influx of personal devices, ensuring only the correct
users, correct devices, with the correct software are allowed to access the corporate net-
work unfettered.

Section II, “The Blueprint, Designing an ISE-Enabled Network”: Covers the high-level
design phase of a Secure Unified Access project. Solution diagrams are included. This
section covers the different functions available on the ISE, how to distribute these
functions, and the rollout phases of the solution: Monitor Mode, Low-Impact Mode,
and Closed Mode. Additionally, the solution taxonomy is explained. It discusses the
enforcement devices that are part of this solution and ones that are not. Change of
Authorization (CoA) is introduced. All these concepts are clarified and reinforced
throughout the other sections.

Section III, “The Foundation, Building a Context-Aware Security Policy”: Describes
how to create a context-aware security policy for the network and devices. This is often
the hardest part of a secure access project. This section covers the departments that need
to be involved, the policies to be considered, and best practices. Coverage includes some
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lessons learned and landmines to watch out for. Screenshots and flow diagrams

are included in this section to aid in the readers’ understanding of the process, how
communication occurs and in what order, as well as how to configure the miscellaneous
device supplicants.

Section IV, “Configuration”: Details the step-by-step configuration of the ISE, the net-
work access devices, and supplicants. The goal of this section is to have the entire infra-
structure and policy management configured and ready to begin the actual deployment
in Section V.

Section V, “Deployment Best Practices”: Walks readers through a phased deploy-
ment. It starts by explaining the different phases of deployment and how to ensure zero
downtime. This section begins with a description followed by the actual step-by-step
deployment guides, how to use the monitoring tools to build out the correct policies
and profiling tuning, and how to move from phase to phase. This section provides the
reader with insight into the best practices, caveats, common mistakes, deployment les-
sons learned, tricks of the trade, and rules to live by.

Section VI, “Advanced Secure Unified Access Features”: Details some of the more
advanced solution features that truly differentiate Secure Unified Access as a system.

Section VII, “Monitoring, Maintenance, and Troubleshooting”: Examines the mainte-
nance of ISE, backups, and upgrades. It covers how to troubleshoot not only ISE, but
the entire Secure Unified Access system, and how to use the tools provided in the ISE
solution. Common monitoring and maintenance tasks, as well as troubleshooting tools,
are explained from a help-desk support technician’s point of view.

Here is an overview of each of the 30 chapters:

m Chapter 1, “Regain Control of Your IT Security”: Introduces the concepts that
brought us to the current evolutionary stage of network access security. It dis-
cusses the explosion of mobility, virtualization, social networking, and ubiquitous
network access coupled with the consumerization of information technology.

m Chapter 2, “Introducing Cisco Identity Services Engine”: Cisco ISE makes up
the backbone of Cisco’s next-generation context-aware identity-based security
policy solution. This chapter introduces this revolutionary new product and pro-
vides an overview of its functions and capabilities.

m Chapter 3: “The Building Blocks in an Identity Services Engine Design”: This
chapter covers the components of the Secure Unified Access solution, including
ISE personas, licensing model, and the policy structure.

m Chapter 4: “Making Sense of All the ISE Deployment Design Options”: This
chapter examines all the available personas in ISE and design options with the
combination of those personas.

m Chapter 5: “Following a Phased Deployment”: Implementing secure access
with a phased approach to deployment is critical to the success of the project.
Cisco provided three modes to assist with this phased approach: Monitor Mode,



Low-Impact Mode, and Closed Mode. This chapter briefly summarizes the
importance of following this phased approach to deployment.

Chapter 6: “Building a Cisco ISE Network Access Security Policy”: In order
for any network-centric security solution to be successful, a solid network
access security policy (NASP) must first be in place. Once a policy is in place,
ISE enforces that policy network-wide. This chapter focuses on the creation of
that NASP.

Chapter 7: “Building a Device Security Policy”: This chapter explores Host
Security Posture Assessment and Device Profiling features in some detail in

order to disclose the different ways in which ISE identifies device types and
determines their security posture.

Chapter 8: “Building an ISE Accounting and Auditing Policy”: This chapter
delves into the creation of accounting and audit policies, including administrator
configuration changes, ISE system health, processing of ISE rules, and full log-
ging of authentication and authorization activities.

Chapter 9: “The Basics: Principal Configuration Tasks for Cisco ISE”: This
chapter provides a high-level overview of the ISE personas, walks the reader
through the initial configuration (called bootstrapping) of ISE itself, and role-
based access control (RBAC).

Chapter 10: “Profiling Basics”: This chapter introduces the concepts of profil-
ing and configuration choices needed to create a foundation to build upon. It
examines the different profiling mechanisms and the pros and cons related to
each, discussing best practices and configuration details.

Chapter 11: “Bootstrapping Network Access Devices”: This key chapter exam-
ines the configuration of the network access devices (NAD) themselves and
focuses on best practices to ensure a successful ongoing deployment.

Chapter 12: “Authorization Policy Elements”: This chapter examines the logi-
cal roles within an organization and how to create authorization results to assign
the correct level of access based on that role.

Chapter 13: “Authentication and Authorization Policies”: This chapter
explains the distinct and important difference between Authentication and
Authorization Policies, the pieces that make up the policy, and provides exam-
ples of how to create a policy in ISE that enforces the logical policies created
out of Chapter 12.

Chapter 14: “Guest Lifecycle Management”: Guest access has become an
expected resource at companies in today’s world. This chapter explains the full
secure guest lifecycle management, from Web Authentication (WebAuth) to
sponsored guest access and self-registration options.

Chapter 15: “Device Posture Assessments”: This chapter examines endpoint
posture assessment and remediation actions, the configuration of the extensive
checks and requirements, and how to tie them into an Authorization Policy.

XXIX
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m Chapter 16: “Supplicant Configuration™: This chapter looks at configuration
examples of the most popular supplicants.

m Chapter 17: “BYOD: Self-Service Onboarding and Registration”: This critical
chapter goes through a detailed examination of Bring Your Own Device (BYOD)
concepts, policies, and flows. Both the user and administrative experiences are
detailed, as well as introducing the new integration between ISE and third-party
MDM vendors.

m Chapter 18: “Setting Up a Distributed Deployment”: Cisco ISE can be
deployed in a scalable distributed model as well as a standalone device. This
chapter examines the way ISE may be deployed in this distributed model, and
the caveats associated, as well as detailing high availability (HA) with technolo-
gies such as load balancing.

m Chapter 19: “Inline Posture Node”: This chapter overviews the Inline Posture
Node and its deployment into a network.

m Chapter 20: “Deployment Phases”: This key chapter builds on Chapter 5, going
into more detail and beginning the foundational configuration for a phased
deployment approach.

m Chapter 21: “Monitor Mode”: This chapter details the configuration and the
flow during the Monitor Mode phase of deployment to ensure zero downtime
for the end users.

m Chapter 22: “Low-Impact Mode”: This chapter examines the configuration and
the flow for the Low-Impact Mode end-state of deployment.

m Chapter 23: “Closed Mode”: This chapter details the configuration and the
flow for the Low-Impact Mode end-state of deployment.

m Chapter 24: “Advanced Profiling Configuration”: This chapter builds on what
was learned and configured in Chapter 10, examining how to profile unknown
endpoints and looking deeper into the profiling policies themselves.

m Chapter 25: “Security Group Access”: This chapter introduces the next-gen-
eration tagging enforcement solution, examining classification, transport, and
enforcement.

m Chapter 26: “MACSec and NDAC”: This chapter covers the layering of Layer
2 encryption on top of the deployment to secure the traffic flows and the
Security Group Tags from Chapter 25. It also examines the network device
admission control features that provide access control for network devices and
forms domains of trusted network devices.

m Chapter 27: “Network Edge Access Topology”: This chapter discusses the
concept and configuration of this unique capability for extending secure access
networks beyond the wiring closet.

m Chapter 28: “Understanding Monitoring and Alerting”: This chapter explains



the extensive and redesigned monitoring, reporting, and alerting mechanisms
built into the ISE solution.

Chapter 29: “Troubleshooting”: This chapter aids the reader when having to
troubleshoot the Secure Unified Access system and its many moving parts.

Chapter 30: “Backup, Patching, and Upgrading”: Provides a detailed discussion
and procedural walk-through on the available backup, restore, patching, and
upgrading of ISE.

Appendix A: Sample User Community Deployment Messaging Material
Appendix B: Sample ISE Deployment Questionnaire

Appendix C: Configuring the Microsoft CA for BYOD

Appendix D: Using a Cisco 10S Certificate Authority for BYOD Onboarding

Appendix E: Sample Switch Configurations
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Chapter 1

Regain Control of Your [T

Security

The explosion of mobility, virtualization, social networking, and ubiquitous network
access coupled with the consumerization of Information Technology brings new security
challenges to organizations, including:

m Insufficient security controls for non-corporate-owned devices, especially consum-
er-class devices such as the iPhone and iPad. This is known as the Bring Your Own
Device (BYOD) phenomenon.

m An increased potential for the loss of sensitive data, which can cause an array of
problems for your business, customers, and partners.

m Dissolution of network security boundaries (borderless networks), resulting in an
increased number of entry points to your network and, therefore, an increased risk
to your business.

m Increased complexity in maintaining compliance with security and privacy regula-
tions, laws, and other enforced standards such as Payment Card Industry (PCI).

IT network and security policies, budgets, and resources are not keeping pace with

the rapid innovations happening in our business models, workplace, and technology.
With today’s security challenges and threats growing more sophisticated and broad,
traditional network security approaches are no longer sufficient without augmentation.
Organizations require security systems that can provide more actionable intelligence,
that are pervasively deployed, and that are more tightly integrated with other installed
networking and security tools than they have been in the past. The purpose of this
chapter is to define the major focus areas that will need to be considered in order to take
back and continue to maintain control of your IT security. This must be accomplished
in the face of the recent technology trends while still enabling businesses to function
efficiently. The secret lies in centralized, pervasive security policy control.
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Security: A Weakest-Link Problem with Ever More
Links

The bad guys are always looking for the path of least resistance to their targets. Why
waste effort attacking a hardened target system directly when you can get there by quick-
ly compromising something weaker and using its privileges to exploit your target? This is
the basic principle of the weakest-link problem. The information you are trying to protect
is only as secure as the weakest entry point (link) to that information. This has always
been true in IT security. The big change is in the increase of the sum total of “links” that
must be dealt with.

Never before have networks and their data been more accessible by external untrusted
individuals. Also, the number of devices in today’s typical network has grown dramatical-
ly over time with the addition of network capable nodes such as IP phones, IP videocon-
ferencing systems, and mobile devices such as cell phones and tablets. Today’s networks
allow access from literally anywhere on the globe via a combination of wireless, wired,
virtual private networks (VPN), guest portals, consumer devices, mobile devices, B2B
connections...and the list goes on.

Prior to the expansion of cost-effective mobile computing and networkable handheld
devices, networks were composed of stationary corporate-owned desktop PCs, each of
which often had only one employee assigned to it for dedicated usage. Now employees
have several network-attached devices each, most or all of which are highly mobile. For
example, one of this book’s authors has an iPhone, an iPad, a Windows 7 PC, a MacBook
Pro, a Verizon MiFi device, a Wi-Fi corporate IP Phone, and a desk IP Phone, some of
which are personal devices (for example, the iPad and iPhone), while others are corporate-
owned assets. Those are just the mobile devices the author uses that can store and share
information; add to this the online “cloud” services, and the security scope explodes!

Very few organizations today are closed entities with well-defined network security
perimeters. This leads us to the concepts of ubiquitous access and borderless networks.
Gone are the days of a nicely defined network security perimeter made up of a firewall
that guards against unauthorized access from the “outside.” Security architecture is
changing from a point defense perimeter approach to a defense-in-depth network design
that is security policy driven.

So what happens to security now that networks are borderless and full of mobile devic-
es? Here are some fundamental shifts:

®m You can no longer simply trust the packets on your internal networks.

m The network must become identity and context aware at all ingress points (internal
and external).

m Security policies must become identity and context aware.

m Security policies need to be application, Layer 7, aware. Traditional 5-tuple ACL
match alone is no longer sufficient.
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m Security controls need to be policy based, context aware, identity aware, and con-
trolled centrally by a single source of truth.

Today, networks are most secure at their traditional network perimeter, namely the
Internet-facing access points. However, the security of the internal networks, especially
wired networks, behind those impressive perimeter fortress walls is sorely lacking. By and
large, once a user gains access to the internal networks, they are given free and unrestrict-
ed network access. In addition, the pervasiveness of mobility has thrown the concept

of internal vs. external out the window. Mobile devices roam between both internal and
external networks while sometimes connecting to both simultaneously. Never before has
the average employee been so connected in so many ways in so many places. Effectively
dealing with the security risks that spring forth from this new networking reality by
using the Cisco Identity Services Engine (ISE) and Cisco Secure Unified Access are the
focus of this book.

Cisco Identity Services Engine
Cisco describes its Identity Services Engine solution in this way:

The Cisco Identity Services Engine is a next-generation identity and access control
policy platform that enables enterprises to facilitate new business services, enhance
infrastructure security, enforce compliance, and streamline service operations. Its
unique architecture allows enterprises to gather real-time contextual information
from networks, users, and devices to make proactive governance decisions by enforc-
ing policy across the network infrastructure—wired, wireless, and remote.

As noted in the “Cisco Identity Services Engine (ISE) Data Sheet” (http://tinyurl.com/
amugy4x), to policy enable your network and devices, the Cisco ISE and Secure Unified
Access solution provides the following services:

m Network identity awareness.
m Network and device context awareness.

m A common security policy across wired, wireless, and VPN access for simpler cor-
porate governance.

m Centralized guest access management that is common across wired and wireless
access methods.

m System-wide visibility into who, where, and what is on a network.

m Authentication, authorization, and accounting (AAA), device profiling, device pos-
ture, mobile device onboarding, and guest services into a single solution to simplify
deployments and cut operational costs via ISE.

m Automated device profiling/identification using ISE-based traffic probes, Cisco 10S
device sensors included in Cisco switches, and active endpoint scanning.

m Simplified BYOD onboarding through self-service device registration and
provisioning.
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m Identity- and context-aware Secure Unified Access tagging of data frames as they
enter the Secure Unified Access—capable network. These packet tags can then be
used by any tag-aware device to enforce differentiated policy on the network.

To summarize, the Cisco ISE solution allows you to connect any user on any device to
any segment of your network more easily, reliably, and securely. The rich policy-based
nature of the ISE solution provides you with identity- and context-based access differen-
tiation.

Sources for Providing Identity and Context Awareness

Having identity awareness in the network simply means that you are able to determine
and authenticate the individuality of the user or group of users trying to gain access to
your network. To establish individuality, combine both a username (or equivalent) and
any other available user attributes. For example, Jamey Heary successfully authenticated
onto the network using his Active Directory account JHeary. JHeary is a member of both
the Users and Contractors groups. There is now an identity for the user JHeary that can
be utilized to determine which network policy ISE should assign to the network.

ISE can obtain identity information and validate its authenticity using several sources,
including its own local database. Here are the most common ways ISE will gather identity
information:

m 802.1X: 802.1X is an IEEE standard for Layer 2 access control to wired and wire-
less networks. As an example, WPA2 Enterprise uses 802.1X plus Extensible
Authentication Protocol (EAP) for authentication. 802.1X can use either user iden-
tity or machine identity, or it can use both. 802.1X offers the capability to permit or
deny Layer 2 network connectivity, assign a VLAN, and apply various other traffic-
and network-related policies.

m MAC address authentication: ISE uses the machine’s hardware MAC address of its
network interface card to gain access to the network. Because of the ease of MAC
forgery, it is recommended to use additional device-profiling context information to
ensure authenticity.

m Web redirect to portal: A user’s web browser is automatically redirected to a user
authentication web page (in other words, a web portal) where they can input their
identity via a customized web form.

m Guest access: Users are identified as guest users in various ways. Most typically
this happens when the user does not have valid credentials to log in to any restricted
network. Guest access can also be defined based on connection information. For
example, anyone who connects to the public-net wireless service set identifier (SSID)
is considered a guest user.

m VPN authentication: Users enter their credentials before a VPN tunnel or a Secure
Sockets Layer (SSL) VPN is allowed to pass traffic.
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Now that identity awareness has been established, you need to gather real-time contextu-
al information from networks, users, and devices. The Cisco Identity Services Engine has
several ways of collecting and using contextual information. Here are some of the more
common context sources:

m User authorization attributes from identity sources such as Lightweight Directory
Access Protocol (LDAP), Active Directory, RADIUS, or the internal ISE user data-
base.

®m An integrated device profiling engine that will actively and/or passively scan a device
or monitor its network behavior to determine what kind of device it is. For example,
if a device has a MAC address owned by Apple and its browser user-agent string
includes the words “Apple iPad,” then the profiling engine will classify it as an Apple
iPad.

m Location information such as physical location, network access type (wired, wireless,
VPN), GPS location, and switch port location.

m Device Posture which gathers posture information from the host. Posture informa-
tion can include OS type and version, service pack, security software, application
inventory, running processes, registry keys, digital certificates, and many others.

Unleash the Power of Centralized Policy

The final step is putting identity and context information to work via ISE’s policy frame-
work. Cisco ISE provides a centralized view from which you can administrate the policy
of up to 250,000 endpoints enterprise wide regardless of their network access type—
wired, wireless, or VPN. The policies you create will monitor and enforce users’ compli-
ance with any written security policy and other corporate governance regulations your
organization has in place. The Cisco Identity Services Engine is capable of performing
simple or complex, yet elegant, policy rules that are both identity and context aware.
Once a policy rule is matched, its permissions are applied to the network and/or device. It
is in this way that ISE’s centralized policy structure is able to greatly simplify and restore
your control and governance of the network.

The kinds of permissions that ISE can grant once a policy match is obtained are exten-
sive. Here are a few of the popular ones:

m Deny any network access
m Permit all network access

m Restrict network access by downloading an access control list (ACL) to the access
device (switch, wireless controller, VPN headend)

m Assign a VLAN to a switch or wireless controller

m Redirect client for web authentication
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m Provision the device’s 802.1X supplicant or client
m Assign a Security Group Tag (SGT) to all data frames

m Execute an Auto Smartports macro on a Cisco switch

Figure 1-1 depicts some of the permissions that are available using Cisco ISE. In the pro-
ceeding chapters of this book, we will explore permissions and the other topics of this
chapter in more detail.

Add New Standard Profile x

Authorization Profile

*Name | example

Description | Permissions 4

* Access Type | ACCESS_ACCEPT Fl

¥ Common Tasks

@ DACL Name [Employee_Access Fl

& vLAN TagID 1 [ Edit Tag_| ID/Name [ Employee-vian

# Voice Domain Permission

[C] Web Authentication

@ Auto Smart Port macro-priority-QoS

[ Filter-ID

» Advanced Attributes Settings

» Attributes Detalls

Figure 1-1 Cisco ISE Permission Authorization Profile Example

Summary

This chapter examined the increasing security risks and corporate governance challenges
being faced in our borderless networks that are filled with highly mobile corporate-owned
and personally owned devices, such as iPhones and iPads. This chapter focused on net-
work security as a weakest-link problem in an environment where the number of “links”

is exponentially expanding due to mobility, virtualization, and the consumerization of IT.
Cisco Identity Services Engine and Cisco Secure Unified Access were introduced to help
alleviate these risks and challenges. The secret to efficiently tackling these tasks is perva-
sive and centralized policy control of all devices and network access methods. This chap-
ter discussed the policy structure and options provided by Cisco ISE and gave examples
of ways to provide identity- and context-aware differentiated network access. In the ensu-
ing chapters of this book, we will explore the topics of this chapter in more detail.



Chapter 2

Introducing Cisco ldentity

Services Engine

The Cisco Identity Services Engine (ISE) makes up the backbone of Cisco’s next-
generation, context-aware, identity-based security policy solution. To give you some
historical context, ISE will be providing the next-generation functionality that was
formally accomplished by both the Cisco Network Admission Control (NAC) Appliance
Suite and Cisco Access Control Server (ACS) RADIUS-only product functions.

Systems Approach to Centralized Network Security
Policy

A bit of history is required to understand how the NAC and AAA server markets have
evolved to date. This will set the stage for a discussion of the systems approach that the
Cisco Identity Services Engine now implements. Prior to 2004, Cisco developed a NAC
solution called Cisco NAC Framework. It was heavily based on 802.1X and integration
with network services. Unfortunately, it was ahead of its time and never widely deployed.
It can be argued that it was the right approach to security, but back then, the clients,
devices, switches, operating systems, and just about everything else in the network
weren’t capable or ready for an 802.1X-based integrated solution.

In response to the slow adoption of the NAC Framework, Cisco acquired Perfigo, and
released the Cisco NAC Appliance solution that was based on the Perfigo technology in
2004. Cisco NAC Appliance provided an overlay NAC solution that did not require, nor
use, 802.1X or a systems approach. It was a pure overlay technology using SNMP and
inline NAC appliances to get the job done. Over the years, this solution gained traction
and quickly became the most deployed and highest rated NAC solution on the market.
As the maturation and proliferation of support for 802.1X has grown over the years, it
became clear to Cisco that it was time to reintroduce a next-generation NAC solution
that was based on 802.1X and embraced a systems approach instead of an overlay design.
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In 2011, Cisco released the Cisco Identity Services Engine to provide its customers with
an 802.1X-based NAC solution. ISE is a new, built from the ground up, security policy
control system. But Cisco didn’t stop there. As shown in Figure 2-1, ISE drastically reduc-
es the number of appliances needed.
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Now Built-in to Cisco ISE

Cisco Identity ﬁ
Services Engine @

New Features
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(SGA)

Figure 2-1 Cisco ISE Centralized Policy Control Functionality

Figure 2-1 depicts the previously separate functionality along with the new functional-
ity that is now integrated into the ISE solution. What used to require up to five separate
appliances and up to four separate administrative interfaces to configure is now available
within a single appliance and administrative interface. Let’s examine what this integrated
functionality actually means in more detail:

m Cisco ACS: ISE is able to perform all of the RADIUS functionality currently found
on the Cisco AAA server. As of this writing, Cisco ISE does not yet support the
ACS TACACS+ functionality.

m Cisco NAC Guest Server: Cisco ISE provides full guest user lifecycle management.
Both authenticated guest and unauthenticated guest access is supported.

m Cisco NAC Profiler: Cisco ISE provides greatly enhanced profiling functionality
over the previous offering. ISE ships with predefined device profiles for hundreds of
endpoints, such as IP phones, printers, IP cameras, smartphones, network devices,
and tablets. The predefined profile templates are automatically updated and revised
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via an Internet update feed from Cisco. Custom profiles can also be created. These
profiles can be used to deterministically detect, classify, and associate policy to end-
points in real time as they connect to the network. Cisco ISE collects endpoint attri-
bute data via passive network telemetry, by querying the actual endpoints, and from
the device sensors embedded in Cisco Catalyst switches.

m Cisco NAC Manager: ISE extends the previous NAC functionality found in Cisco
NAC Manager. The biggest change is the new systems-based approach that utilizes a
centralized policy-based architecture. ISE verifies endpoint posture assessment for
both PCs and mobile devices connecting to the network. It works via either a per-
sistent client-based agent or a temporal web agent. ISE provides the ability to create
powerful policies that include, but are not limited to, checks for the latest OS patch-
es, antivirus and antispyware software packages, registry entries, running processes,
and applications. ISE also supports auto-remediation of PC clients and periodic reas-
sessment to make sure the endpoint is not in violation of company policies.

m Cisco NAC Server: In most cases, to perform any of the ISE functions, a separate
inline appliance is not needed or recommended. This is because ISE integrates itself
into the network instead of overlaying inline appliances on top of the network. In
rare cases where the overlay is still required, ISE does provide the ability for it to
assume an Inline Posture Node (IPN) capability.

m IEEE 802.1X: The 802.1X standard describes a communication framework to use
Extensible Authentication Protocol (EAP) over LAN. This is the defacto industry
mechanism for providing network authentication. Cisco has enhanced the authen-
tication mechanisms above and beyond the industry standard to include advanced
authorization mechanisms and authentication methods.

m Mobile Device On-Boarding: ISE provides native capabilities for self-service per-
sonal device registration and onboarding, including Native Supplicant Provisioning,
Certificate Issuance, and Mobile Device Management (MDM) integration.

m Cisco Security Group Access (SGA): SGA provides for advanced authorization
enforcement techniques that provide much greater scale than what is available with
the standard 802.1X enforcement mechanisms of today.

What Is the Cisco Identity Services Engine?

The Cisco ISE product line was first introduced in 2011. Cisco created it to provide busi-
nesses with an integrated systems approach to their network access and policy require-
ments. The ISE solution provides consolidated and comprehensive network visibility
using identity and contextual awareness. This includes the who, what, where, when, and
how of network access. Figure 2-2 illustrates the policy-based nature of ISE.

9
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Let’s break down the information found in Figure 2-2 into its constituent parts. The two
main parts are Context and Identity. Identity provides knowledge of the user or device;
this gives us the who. Context extends the amount of information we have about an iden-
tity to provide additional information such as what, where, when, and how. The consoli-
dation of identity and context allows the creation of business-relevant policies. Here is a
good example of what this would look like: Jamey Heary (who) logged in to the network
in building 4 (where) using Cisco AnyConnect (what) today at 9 p.m. (when) using his
iPhone (how).

Now that you know what information you want to include in your ISE policies, you need
to figure out how to gather that data. A major strength of Cisco ISE is its ability to sup-
port all access methods, wired, wireless, and VPN, into a single policy table. To do this,
ISE relies on network systems for both the collection of identity and context and the
enforcement of policy. The left side of Figure 2-2 provides some examples of how iden-
tity and context information can be collected by the ISE architecture. Let’s take a look at
each of these in some detail, starting with identity. Identity can be gathered in multiple
ways using the ISE solution. The following methods are available, in order of preference:

m 802.1X: IEEE 802.1X is the standard for port-based network access control. The
protocol uses Extensible Authentication Protocol (EAP), a flexible authentication
framework defined in RFC-3748. The protocol defines three components in the
authentication process:

m Supplicant: The agent on the device/PC that is used to access the network.
The supplicant is either built in or added onto the operating system. It requests
authentication by the authenticator.
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m Authenticator: The device that controls the status of a link; typically a wired
switch or Wireless LAN Controller.

m Authentication server: A backend server that authenticates the credentials pro-
vided by supplicants. For example, the Wireless LAN Controller passes creden-
tials from the supplicant via RADIUS to ISE for authentication.

m VPN/RADIUS authentication: By using ISE to authenticate your VPN clients, ISE
then knows the identity of your VPN users. For example, Cisco ASA sends creden-
tials from the VPN client via RADIUS to ISE for authentication.

m ASA identity firewall: Cisco ASA supports identity firewalling (IDFW). ASA can
use ISE as an authentication server for this purpose. In this way, ISE will learn the
identity of all users passing through the IDFW-enabled Cisco ASA.

m Web authentication: Provides authentication via web page, usually via a URL redi-
rect of the user’s browser. The built-in Guest Server functionality of ISE provides
this web portal service. For example, a user attaches to a wireless network without
authentication, that is, open mode. The user’s browser is then redirected to the login
page hosted by ISE. ISE collects the credentials and performs the authentication.

m MAC Authentication Bypass (MAB): MAB relies on a MAC address for authentica-
tion. A MAC address is a globally unique identifier that is assigned to all network-
attached devices, and therefore it is often referred to as a hardware or physical
address. Because it is a globally unique identifier, it can be used in authentication.
However, the ability to assign your own MAC address to your device means that, by
itself, a MAC address is not a strong form of authentication. Later on, you will read
about how ISE Profiler functionality with MAB will provide you with a much more
secure alternative to just MAB.

Let’s look at a MAB example. A printer that does not support 802.1X attaches to the
wired network. 802.1X authentication times out and MAB takes over. The printer
sends its MAC address to ISE. ISE then verifies the MAC address is allowed using its
MAC address database or some external database containing a list of approved MAC
addresses.

Caution MAB by itself is not a secure authentication mechanism. MAB with ISE Profiler
should be implemented instead.

m Unauthenticated/authenticated guest access: ISE includes a Guest Server function-
ality that will provide a guest user splash page and, optionally, a user agreement page
and/or a page that asks for information from the user such as their email address,
name, company, and so forth. Guests are allowed access without providing identity
information, which is usually termed “unauthenticated guest access.” This is what
you would find at your local café that provides free Internet access. Guests are not
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authenticated by ISE, but, instead, any actions or information they provide will be
cataloged. In contrast, authenticated guest access will allow Internet access to guests
using temporary credentials that expire after a set time period. Guests are provided
with these credentials through SMS, a printed handout, or other means. In almost all
cases, the network access that a guest receives is severely restricted in comparison to
what an authenticated employee receives, and usually allows only Internet access.

The most secure methods, which we recommend that you implement in your network, are
802.1X, VPN authentication, and ASA Identity Firewall logins. All of these techniques
provide a robust and seamless user experience. If these are not available for use in spe-
cific scenarios within your own network, then employ MAB with ISE Profiler, use web
authentication through a browser-based web portal page, or offer an unauthenticated or
authenticated guest access option.

ISE Authorization Rules

After authentication is complete, ISE performs its policy enforcement, also known as
authorization. ISE can utilize dozens of policy attributes to each policy rule in a consol-
idated policy rule table for authorization. Here is a sampling of some of the more popular
policy attributes available for use in ISE:

Posture assessment results
Active Directory group membership

Active Directory user-based attributes (company name, department, address, job
title, and so on)

Location

Access method (MAB, 802.1X, wired, wireless, and so on)
Time and date

Profiler match for device type

If device has been registered with ISE

Digital certificate information (commonly used to determine corporate vs. noncorpo-
rate assets)

Hundreds of RADIUS attributes and values

The ISE policy rule table can be evaluated on a first-match basis (most common) or multi-
ple-match basis. If there are no matches, then a default “catch all” rule is enforced. Figure
2-3 shows an example ISE authorization policy.
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Figure 2-3 Cisco ISE Authorization Policy Example

Summary

Cisco ISE has integrated and consolidated the functionality of what used to be five sepa-
rate products with four separate GUI front ends. ISE has also moved to 802.1X and an
integrated solution instead of the previous overlay solution. Cisco ISE provides a fully
functional Network Access Control solution, managed by a central Administrator GUL
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Chapter 3

The Building Blocks in an

ldentity Services Engine Design

This chapter covers the following topics:

m ISE solution components
m ISE personas
m ISE licensing, requirements, and performance

m ISE policy-based structure

Knowing how to properly design security solutions is what separates the professional
from the amateur. Without a proper design, the eventual implementation will most
likely be a disaster. One of the keys to success when designing a security solution is to
first understand all of the pieces, or building blocks, you have to work with. After you
understand the building blocks, you need to become skilled at manipulating them in
ways that best fit your environment. This chapter focuses on the building blocks that are
available with the ISE for Secure Unified Access solution. The purpose and function of
each building block are covered in this chapter. Chapter 4, “Making Sense of All the ISE
Design Options,” discusses your options for manipulating these building blocks.

ISE Solution Components Explained

At a high level, the following are the three product component groups that make up the
ISE solution:

m Infrastructure components
m Policy components

m Endpoint components

Each group has a distinct role to play in the ISE solution. Let’s examine the roles and
functions of these groups in more detail.
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Infrastructure Components

Infrastructure components supported by Cisco ISE are numerous, with more added regu-
larly. These network infrastructure devices include both Cisco-branded devices and non-
Cisco devices. However, the Cisco-branded devices, predictably, provide more functional-
ity with better integration into the ISE solution.

Note Certain advanced use cases, such as those that involve posture assessment,
profiling, and web authentication, are not consistently available with non-Cisco devices or
may provide limited functionality, and are therefore not supported with non-Cisco devices.
In addition, certain other advanced functions, such as Centralized Web Authentication
(CWA), Change of Authorization (CoA), Security Group Access, and downloadable Access
Control Lists (dACL), are supported only on Cisco devices.

Note For the latest support list of infrastructure components, refer to the most recent
release of Cisco Identity Services Engine Network Component Compatibility at http://
www.cisco.com/en/US/products/ps11640/products_device support tables list.html.

Table 3-1 provides a partial list of the core infrastructure components that are most likely
to be used in an ISE deployment. The table shows each device’s capabilities for the fol-
lowing features:

m MAC Authentication Bypass (MAB): Using the MAC Address of an endpoint that
cannot authenticate itself to the network.

m 802.1X: The IEEE standard for communicating identity credentials using Extensible
Authentication Protocol (EAP) over LAN.

m Web Authentication: Authenticating users attempting network access via a web
page. Web Authentication has two deployment modes:

m Central Web Authentication (CWA): The most popular option, controlled by
ISE.

m Local Web Authentication (LWA): Performed by the switch or Wireless LAN
Controller (WLC) and cannot perform CoA (described next), modify the port
VLAN, or support session ID.

m Change of Authorization (CoA): RADIUS attribute that ISE issues to an access
device in order to force the session to be reauthenticated. CoA forms the backbone
of the 802.1X ISE solution.

m VLAN: Virtual LAN. The layer-2 broadcast domain that might be assigned to incom-
ing devices.


http://www.cisco.com/en/US/products/ps11640/products_device_support_tables_list.html
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m Downloadable ACL (dACL): An access control list that is sent from ISE to the

access device to restrict the session.

Security Group Access (SGA): SGA architecture builds secure networks by estab-
lishing a domain of trusted network devices. SGA also uses the device and user iden-
tity information acquired during authentication to classify the packets as they enter
the network. This packet classification is maintained by tagging packets on ingress
to the SGA-based network. The tag, called the Security Group Tag (SGT), allows the
network to enforce the access control policy by enabling the network device to act
upon the SGT to control/restrict traffic.

Cisco IOS Device Sensor: Enables profiling functionality built into the Cisco IOS
Catalyst switch or Cisco WLC hardware. This allows profiling to occur locally at the
access device instead of centrally at an ISE node.

Table 3-1 ISE Supported Infrastructure Components

Device

Web Web
Minimum Auth  Auth
OS Version MAB 802.1X (CWA) (LWA) CoA VLAN DACL SGA IOS Sensor

Access Switches

Catalyst 2940 10S Yes  Yes No No No Yes No No No
v12.1(22)
EA1

Catalyst 2950 10S No  Yes No No No Yes No No No
v12.1(22)
EA1

Catalyst 2955 10S No  Yes No No No Yes No No No
v12.1(22)
EA1

Catalyst 10S Yes  Yes Yes Yes Yes Yes Yes No No

29601, v12.2(52)SE

Catalyst LAN Base

2960-S1, ISR

EtherSwitch

ES2

Catalyst 10S Yes  Yes No No No Yes No No No

29601, v12.2(52)SE

Catalyst 2960- LAN Lite2

st Catalyst

2960-C

Catalyst 2970 I0S Yes  Yes No No No Yes No No No
v12.2(25)SE

Catalyst 2975 10S Yes  Yes Yes Yes Yes Yes Yes No No

v12.2(52)SE

17
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Web Web
Minimum Auth  Auth
Device OS Version MAB 802.1X (CWA) (LWA) CoA VLAN DACL SGA I0S Sensor
Catalyst 3550 IOS Yes  Yes No No No Yes Yes No No
v12.2(44)SE
Catalyst 10S Yes  Yes Yes Yes Yes Yes Yes Yes Yes
35601, v12.2(52)SE 150 (1) SE
Catalyst
3560-C1
Catalyst 10S Yes  Yes Yes Yes Yes Yes Yes Yes Yes
3560-E1, ISR v12.2(52)SE 150 (1) SE
EtherSwitch
ES3
Catalyst 3560- I0S Yes  Yes Yes Yes Yes Yes Yes Yes Yes
X1 v12.2(52)SE 150 (1) SE
Catalyst 37501 TOS Yes  Yes Yes Yes Yes  Yes Yes Yes Yes
v12.2(52)SE 150 (1) SE
Catalyst 3750- 10S Yes  Yes Yes Yes Yes Yes Yes Yes Yes
El v12.2(52)SE 150 (1) SE
Catalyst 3750 10S Yes  Yes Yes Yes Yes Yes Yes Yes Yes
Metrol v12.2(52)SE 150 (1) SE
Catalyst 3750- 10S Yes  Yes Yes Yes Yes Yes Yes Yes Yes
x1 v12.2(52)SE 150 (1) SE
Catalyst 10S Yes  Yes Yes Yes Yes Yes Yes Yes Yes
4500/4500X  v12.2(54) 15.1.1SG/3.3SG
SG1
I0S-XE
3.3SG
Catalyst 6500 10S Yes  Yes Yes Yes Yes  Yes Yes Yes No
v12.2(33)
SXI16
Data Center Switches
Catalyst 4900 10S Yes  Yes Yes Yes Yes Yes Yes Yes —
v12.2(54)
SG1
Nexus 70003 — — — — —  Yes — Yes —
Wireless®: 5
WLC 2100, 70.116.0 Nob  Yes No Yes Yes Yes Yes No No

4400
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Web Web
Minimum Auth  Auth
Device OS Version MAB 802.1X (CWA) (LWA) CoA VLAN DACL SGA IOS Sensor

WLC 2500, 7.2.103.0 Nob Yes Yes Yes Yes Yes Yes Yes No
5500

WLC 7500 7.2.103.0 Yesé  Yes No Yes No Yes No No No
Series (local
only)

WiSM1 Blade 7.0.116.0 No® Yes No Yes Yes Yes Yes No No
for 6500

WiSM2 Blade 7.2.103.0 No®  Yes Yes Yes Yes Yes Yes Yes No
for 6500

WLC for ISR 70.116.0 Nob®  Yes No Yes Yes Yes Yes No No

(ISR2 ISM,

SRE700, and

SRE900)

WLC for 3750 7.0.116.0 Nob  Yes No Yes Yes  Yes Yes No No
Routers

ISR 88x, 89x  15.2(2)T Yes  Yes No LWA Yes Yes No Yes No
Series (L3) (IPsec)

ISR 19x, 29x, 15.2(2)T Yes  Yes No LWA Yes Yes Yes Yes No
39x Series (L3) (IPsec)

1. For 802.1X authentications, you need 10S version 12.2(55)SE3.
2. Does not support posture and profiling services.
3. SGA only.

4. WLCs do not support dACLs, but do support named ACLs. WLCs prior to release 7.0.116.0
do not support CoA and require deployment of an ISE Inline Posture Node to support pos-
ture services. Use of an Inline Posture Node requires WLC version 7.0.98 or later. Autonomous
AP deployments (no WLC) also require deployment of an Inline Posture Node for posture
support. Profiling services are currently supported for 802.1X-authenticated WLANSs only

on the WLC with CoA support. Hybrid Remote Edge Access Point (HREAP), which is also
referred to as FlexConnect, is supported starting with WLC version 7.2. WLCs added support
for “Wireless MAB” in version 7.2.

5. An issue has been observed during wireless login scenarios where the WLC is running
firmware version 7.0.116.0. Unless you require features available only in version 7.0.116.0, Cisco
recommends returning your WLC firmware version to 7.0.98.218 or upgrading your WLC
firmware version to 7.0.220.0. For more information, see the Release Notes for Cisco Identity
Services Engine, Release 1.1.1.

6. WLCs support MAC filtering with RADIUS lookup. For WLCs that support version
7.2.103.0, there is support for session-ID and CoA with MAC filtering, so it is more MAB-like.
Cisco ISE refers to this as “Wireless MAB”.

19
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Table 3-2 lists the most capable and recommended infrastructure components for each
category (at the time of writing).

Table 3-2 Recommended Infrastructure Components

Campus
Access Core Data Center Wireless
Switches Switches Switches Controllers Routers Firewall
Catalyst Catalyst 6500 Nexus 7000 WLC ISR G2 ASA 5585 9.X
3650X/3750X Supervisor 2T Series 5500/2500 Models
Catalyst 3850 Catalyst 4500 Nexus 5500 WLC 5760 ISR G3 ASA 5500-X
Supervisor 7-E Series Models 9.x
Catalyst WiSM 2 for ~ ASR 1000
4500/4500x Catalyst 6500 Models

Policy Components

The Cisco Identity Services Engine comprises the one and only policy component in the
ISE solution. Having a single centralized policy engine signifies the power inherent in the
ISE solution. Cisco ISE provides a highly powerful and flexible attribute-based access
control solution that combines on a single platform authentication, authorization, and
accounting (AAA); posture; profiling; and guest management services. Administrators can
centrally create and manage access control policies for users and endpoints in a consis-
tent fashion, and gain end-to-end visibility into everything that is connected to the net-
work. Cisco ISE automatically discovers and classifies endpoints, provides the right level
of access based on identity, and provides the ability to enforce endpoint compliance by
checking a device’s posture. Cisco ISE also provides advanced enforcement capabilities,
including SGA through the use of Security Group Tags (SGT), Security Group Firewalls
such as the Cisco ASA, and Security Group ACLs (SGACL).

Endpoint Components

The network endpoints play an integral role in the total ISE solution. It is the endpoint
that provides authentication using 802.1X, MAB, or web authentication. It is also the
endpoint that provides posture information to ISE to ensure it is in compliance with secu-
rity policies. Here are the recommended endpoint components (these are recommended,
not required):

m 802.1X Supplicant/Agent: A supplicant is basically just software that understands
how to communicate via Extensible Authentication Protocol over LAN (EAPoL).
There are many supplicants available for use. A supplicant is built into Windows and
Mac OS-X. Also available via Cisco AnyConnect and other, third-party supplicant
software agents. Cisco IP Phones, video equipment, printers, and many other devices
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now come with built-in supplicants. Nearly any device that is able to use WiFi will
have a native supplicant.

m Cisco NAC Agent: For Windows, Mac OS X, and Linux. Provides host posture
information to ISE.

In many cases, you will not have the option of adding the recommended endpoint com-
ponents. This is typically the case with printers, IP-Phones, badge readers, HVAC, and
other industrial or biomedical endpoints. It is for this reason that ISE has a profiler ser-
vice that can automate the process of properly identifying and categorizing devices that
can’t do it by themselves.

ISE Personas

The ISE architecture has many personas to help it scale to large networks and large num-
bers of users and devices. Cisco ISE has a highly available and scalable architecture that

supports standalone and distributed deployments. ISE has three main personas. The per-
sona or personas of an ISE node determine the services it will provide. An ISE node can

assume any or all of the following personas:

® Administration: Allows you to perform all administrative operations in a standalone
or distributed Cisco ISE deployment. The Administration node provides a single
pane of glass for management. It handles all system-related and policy-based config-
uration. In a distributed ISE deployment, you can have only one, or a high-availabil-
ity (HA) pair, of nodes running the Administration persona. An ISE node dedicated
to the administration persona is known as a Policy Administration Node (PAN).

m Policy Service: Provides network access, posture, guest access, client provisioning,
web portals, and profiling services. This persona evaluates the policies and makes all
the decisions. You can have more than one node assume this persona. When a node
is dedicated to the Policy Service persona, it is referred to as a Policy Service Node
(PSN). Typically, a distributed deployment would have more than one PSN.

® Monitoring: Enables Cisco ISE to function as the log collector and store log mes-
sages from all the Administration and Policy Service Nodes in your network. This
persona provides advanced monitoring and troubleshooting tools that you can use to
manage your network and resources effectively. A node with this persona aggregates
and correlates the data that it collects to provide you with meaningful information
in the form of reports. Cisco ISE allows you to have a maximum of two nodes with
this persona, both of which can take on primary or secondary roles for high avail-
ability. Both the primary and secondary Monitoring nodes collect log messages. If
the primary Monitoring node goes down, the secondary Monitoring node automati-
cally becomes the primary Monitoring node. When an ISE node is dedicated to
the Monitoring persona, it is referred to as a Monitoring & Troubleshooting Node
(MnT).
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Note Due to the high performance requirements of the Monitoring persona, in midsize
to large deployments, it is recommended that you dedicate a node to specifically run this
persona.

ISE also has two node types that determine the node’s functions:

m ISE node
m Inline Posture Node (IPN)

Only the ISE node type can be configured with one or more of the previously discussed
personas. The inline posture node must be a dedicated node and cannot assume any of
the personas. As an inline posture node, it is logically or physically inline in the network.
Typically, this means it is behind a VPN headend device or behind a non-Cisco WLC that
cannot support CoA or another required feature. While inline, this node type can block
traffic and apply other network policies as per the ISE policy rule table.

Figure 3-1 provides an idea of how these personas and node types look logically. Only
the primary connections are shown, for simplicity.

Secondary Primary

Primary Secondary

PAN

PAN MnT

@, Q fm

w N

%\’N MnT

Monitoring
Node (MnT)

Policy
Administration
Node (PAN)

>

(

Policy Service Inline Posture
Node (PSN) Node (IPN)

Figure 3-1 ISE Persona and Node Types

ISE Licensing, Requirements, and Performance

This section discusses the centralized ISE licensing model, hardware and virtual machine
requirements, and the published performance of an ISE node.
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ISE Licensing

Identity Services Engine licensing is fairly straightforward. There are only three licenses,
and each license is sized for concurrent authenticated users and devices. Figure 3-2
depicts the three ISE license types: Base, Advanced, and Wireless Only.

Wireless License
Base & Advanced for Wireless Deployments Only
5 Yr Term Licensing

Base License (ATP) Advanced License (ATP)

Policy for Wired, Wireless, and VPN Endpoints
Perpetual Licensing

Policy for Wired, Wireless, and VPN Endpoints
3/5 Yr Term Licensing

¢ Authentication/Authorization ¢ Device Profiling
e Guest Provisioning ¢ Host Posture
¢ MACSec Link Encryption Policies o Security Group Access

* Device On-Boarding/Provisioning

Figure 3-2 ISE Licensing

The licenses shown in Figure 3-2 would additionally include a user count. For example,
L-ISE-ADV3Y-100= means a 100-user advanced license that is valid for 3 years.

Note The Advanced license requires the purchase of the Base license as well. The
Wireless license includes both Base and Advanced licenses.

ISE Requirements

Cisco ISE comes in two form factors: physical appliance and virtual appliance. The physi-
cal appliance comes with the server hardware. The virtual appliance comes as a VMware
virtual appliance package that you can load onto a VMware ESX server. The physical
appliance comes in three form factors: small, medium, and large (as of this writing). Table
3-3 provides the hardware details.

Table 3-3 ISE Physical Appliance Specifications

Cisco Identity

Services Engine Cisco Identity
Appliance 3415 Services Engine
(Small) UCS- Appliance 3495
Platform C220-M3 (Large)
Processor Xeon E5-2609 4 core 2 x QuadCore Intel
processor @ 2.4 GHz Xenon E5-2609 @

2.4 GHz
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Cisco Identity
Services Engine
Appliance 3415

Cisco Identity
Services Engine

(Small) UCS- Appliance 3495
Platform C220-M3 (Large)
Memory 16 GB 32GB
Hard disk 1 x 600-GB SAS 2 x 600-GB SAS
RAID No Yes (RAID 0+1)
Ethernet NICs 4x 1 Gigabit NICs 4 x Integrated
Gigabit NICs
Dual Pwr, SSL
Acceleration card
Platform Cisco Identity Cisco Identity Cisco Identity
Services Engine Services Engine Services Engine
Appliance 3315 Appliance 3355 Appliance 3395
(Smaill) (Medium) (Large)
Processor 1 x QuadCore 1 x QuadCore 2 x QuadCore
Intel Core 2 CPU Intel Xeon CPU Intel Xeon CPU
Q9400 E5504 E5504
@ 2.66 GHz (4 total @ 2.00 GHz (4 total @ 2.00 GHz (8 total
cores) cores) cores)
Memory 4 GB 4GB 4GB
Hard disk 2 x 250-GB SATA 2 x 300-GB SAS 4 x 300-GB SFF SAS
HDD drives drives
(250 GB total disk (600 GB total disk (600 GB total disk
space) space) space)
RAID No Yes (RAID 0) Yes (RAID 0+1)

Ethernet NICs

4x Integrated Gigabit
NICs

4 x Integrated Gigabit
NICs

4 x Integrated Gigabit
NICs

Given that the physical appliances will be upgraded once or twice a year by Cisco, be
sure to check Cisco.com for the latest specifications.

For the virtual appliance, the specifications for the virtual machine (VM) host should be
sized at or above the specifications for the physical appliance you are trying to match.
For example, if you want to have performance similar to that of a Medium physical appli-
ance, then you would build a VM with the specifications of a Medium appliance shown
in Table 3-3. Hard drives with 10-KB or higher RPM are highly recommended for ISE
VM. VMware VMotion and cloning are only supported in ISE version 1.2 or later. It is



Chapter 3: The Building Blocks in an Identity Services Engine Design

possible to decrease the HD requirements in certain situations. Here are the ISE persona
minimum disk space requirements for production VM deployments:

m Standalone ISE: 600 GB

® Administration: 200 GB

m Monitoring: 600 GB

® Administration and Monitoring: 600 GB

® Administration, Monitoring, and Policy Service: 600 GB

m Policy Service: 100 GB (200 GB strongly recommended)

Note Do not use Intel Hyper-Threading Technology for the ISE VM. Ensure that
the correct number of Cores are allocated per VM, it is the Cores that matter in the
configuration.

Note ISE version 1.2 (and later) moved to a 64-bit OS, thus enabling it to address more
than 4 GB of RAM memory. ISE 3495 includes 32 GB of RAM.

ISE Performance

ISE performance is dependent on several factors and, unfortunately, is not a straightfor-
ward or precise calculation. It is dependent on the node type, persona(s), policy com-
plexity, bandwidth requirements, and several other variables. Table 3-4 through Table

3-6 dissect the different performance specs for ISE. Use typical design guidance when
using performance metrics: never exceed 80 percent of stated capacity, and design for 50
percent or less out of the gate. This allows you to build growth into the architecture and
ensures that you have a healthy buffer in case your environment doesn’t mirror the per-
formance metrics tested and documented by Cisco.

Table 3-4 ISE Performance

Maximum Posture
Platform Endpoints Profiler Events Authentications
Cisco Identity Services 3000 500 per second 70 per second
Engine 3315 Appliance
Cisco Identity Services 6000 500 per second 70 per second

Engine 3355 Appliance

25



26 Cisco ISE for BYOD and Secure Unified Access

Maximum Posture
Platform Endpoints Profiler Events Authentications
Cisco Identity Services 10,000 1200 per second 110 per second

Engine 3395 Appliance

Cisco Identity Services 5000
Engine 3415

Cisco Identity Services 20,000
Engine 3495

Table 3-5 shows the maximum possible performance per ISE deployment, not per ISE
node. It assumes Large appliances unless otherwise stated.

Table 3-5 ISE 1.2 Performance (Maximum per Deployment)

Description Number

Maximum number of endpoints with separate 200,000
Administration, Monitoring, and Policy Service nodes

Maximum number of endpoints with Administration and 10,000
Monitoring on a single node

Maximum number of endpoints with Administration, 2000 for all 33x5 platforms, 5000
Monitoring, and Policy Service all on a single node for 3415, and 10,000 for 3495

Maximum number of Policy Service nodes with separate 40
Administration, Monitoring, and Policy Service nodes

Maximum number of Policy Service nodes with 5
Administration and Monitoring on a single node

Maximum number of Network Access Devices (NAD) 10,000

When building a distributed ISE deployment, you need to consider the bandwidth
requirements that are needed for the ISE personas to exchange information, as outlined in
Table 3-6.

Table 3-6 ISE Bandwidth Requirements

Description Requirement
Minimum bandwidth between Monitoring and Policy service 1 Mbps
Minimum bandwidth between Monitoring and Admin 256 Kbps

Minimum bandwidth between client and Policy Service with posture 125 bps per endpoint
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Description Requirement
Minimum bandwidth between Monitoring and Monitoring 256 Kbps
(redundant)

Minimum bandwidth between Admin and Policy Service (redundant 256 Kbps
Admin)

ISE Policy-Based Structure Explained

The Identity Services Engine solution relies on a policy-driven rule set to make its deci-
sions. ISE has several different policy types that are all consolidated into a policy set. A
policy set is a grouping of several different policy rules from both authentication and
authorization policies. You can then have multiple policy sets that are processed in order,
top down. Finally, you can have global exception rules across the entire ISE deployment.
The following policy rule types can be called within an ISE policy set:

m Authentication Policy

m Authorization Policy

m Profiling Policy

m Device Posture Policy

m Client Provisioning Policy

m Security Group Access Policy

m Guest Policy

Each policy type will be explained in the configuration section of this book. To enable
the policy set view, choose Administration > System > Settings > Policy and select
Policy set. Given the power of policy sets, it is a best practice to enable this feature.

For now, just realize that, as part of preparing for your ISE deployment, you have these
policy types at your disposal. Figure 3-3 shows a simple example of a Policy Set.

In the left pane of Figure 3-3, you can see the Policy Sets. These policy sets are pro-
cessed from the top down, beginning with the Global Exceptions policy set, followed by
the ThirdParty Policy Set, and finally the Default policy set. The Policy Set selected in
Figure 3-3, ThirdParty, shows you the Authentication Policies and Authorization Policies
that make up this set. These policy rules are also processed from the top down, thus
making the ordering of rules very important.

27



28 Cisco ISE for BYOD and Secure Unified Access

Policy Sets LG s
Lo R a ThircParty e for i Hor-Cic NAD DEVICE: Cupvicn Typm STARTS WITH Device Typeitl Device B
crmis-Liper § ThinParty
[ Sumemary of Policies Troes
i-ﬁ‘-w# * Authertication Policy
Global Excaptions
Rt acroms ey depioymant | &8 Porindy S F Mo Alian Presocoi © MerteProinech " Emie
a Lo I Acoes:hcthentcationMestod ume  Intemal Endponts
BQUALS PAP_ASCIL
1B oetaun [ [ Junm ADH
_— - = - =
= Authoeization Pulcy
* Baegtions (7)
‘Sandard
Sats  Rule Name ‘Conditons (dencty (roups and other CONGHIons) Permssons.
(-] Detat ¥ o et then  ermtAcosss Edx|

Figure 3-3 ISE Policy Set Example

Summary

This chapter provided a baseline to understand all of the building blocks you have to
work with inside of ISE. With this knowledge, you can begin to understand your ISE
options for the following:

m ISE solution components
m ISE personas
m ISE licensing, requirements, and performance

m ISE policy structure

Chapter 4 explores all of the details of the various deployment options for ISE.



Chapter 4

Making Sense of All the ISE

Deployment Design Options

Cisco Identity Services Engine supports many different design and deployment options.
This chapter explains the options with the goal of helping you to select the best one

for your environment. The deployment options are broken down into two main topics
to consider: centralized and distributed. This chapter will examine these and other ISE
design options.

As discussed in Chapter 3, all ISE node types, such as Administration, Monitoring,

and Policy Service, can be made highly available. The node types are broken out from
standalone mode to distributed mode when scaling beyond 2000 simultaneous endpoints
is required. When ISE is deployed in standalone mode, with all node types running on
one ISE appliance, you can deploy a secondary standalone ISE node to act as a backup to
the original primary server and all of its running services/nodes. When deploying Cisco
ISE in a high-availability scenario, it is important to know how to configure each node
type’s high availability. Both the Admin and Monitoring nodes work in a primary/standby
configuration whereby one active node does all of the work until it fails, at which time
the other, backup node takes over. The Policy Service Node (PSN) is different in that it

is made resilient either by load balancing between several PSNs or by configuring your
Network Access Devices (NAD) with a list of available PSNs to choose from. In the latter
case, if the NAD detects a failure of a PSN, it will choose the next one in its list.

Centralized Versus Distributed Deployment

A centralized deployment is one in which all of your ISE nodes are physically located in
one location, usually adjacent to each other at Layer 2. All local and any remote sites will
connect to the centrally deployed ISE nodes.

A distributed deployment is one in which your ISE policy services nodes are physically
and strategically dispersed in multiple locations. Your Administration and Monitoring
nodes remain at your most robust central network location, and only your PSNs are dis-
tributed.
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In either deployment mode, your configuration, monitoring, and all ISE admin functions
will have a consolidated, single pane of glass look and feel for the administrators. Also,
both deployment types support the maximum endpoints that can be supported by ISE,
which in version 1.2 is 250,000.

Note The final deployment configuration doesn’t need to be determined at the outset
of your ISE deployment. In almost all cases, you will do your initial ISE deployment, also
known as a proof of concept, in centralized mode.

Whenever you have more than one Policy Services Node that are Layer 2 adjacent, you
should use the Node Group function in ISE, which not only enables you to load-balance
between multiple PSNs within the same group but also enables you to detect a failure of
a PSN within the group. It is recommended that you do not exceed a maximum of four
PSNs per node group. All PSNs in a group will exchange multicast update packets in
order to detect a failure of a server within the group. If a PSN fails, then the group will
send a Change of Authorization (CoA) to the NAD for any sessions in the pending state.
A session is in the pending state if it has been authorized but posture assessment is not
yet complete. The CoA will force the client to reauthenticate to a new available ISE PSN.

Node Groups and High Availability are both covered in greater detail in Chapter 18,
“Setting Up a Distributed Deployment.”

Centralized Deployment

Centralized deployment is the most popular method. In a centralized deployment, all ISE
nodes are located in the same physical location, with LAN-like bandwidth and latency
expected between all ISE nodes. It should be used for small, medium-sized, or large
deployments that have a single physical location. Centralized deployment mode also
works best if you have remote sites that already connect to a common central site for the
vast majority of their services. Figure 4-1 shows an example diagram of a centralized ISE
deployment.

Deploying ISE in a campus or other area where all clients and ISE nodes are connected
via LAN transport is the ideal situation for a centralized ISE deployment. However, this
doesn’t exclude you from using this method when you have remote sites that are not
using a LAN-like transport. The following are things to consider for centralized deploy-
ment with remote attached clients:

m Bandwidth available between the client NADs and the ISE PSN

Reliability of WAN links/circuits between client NADs and ISE nodes

Resiliency requirements if the WAN goes down between the client NADs and ISE

Whether quality of service (QoS) is deployed on the networks between the client
NADs and ISE
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Figure 4-1 ISE Centralized Deployment

Calculating exact ISE bandwidth requirements is not a simple or straightforward exercise.
There are just too many variables in the mix for that to be the case. However, there are
some general guidelines available for estimating your bandwidth needs. The minimum
bandwidth required between a client and its PSN with posture assessment enabled is 128
bps per endpoint. You can, and should, use QoS to ensure the ISE traffic is prioritized
appropriately over the WAN. Table 4-1 provides some general guidance on bandwidth
requirements.

Table 4-1 Centralized ISE Deployment Bandwidth Guidance

Process Flow Bandwidth Guidance

Min. BW client to PSN with ~ Client to PSN 128 bps per endpoint

posture

AAA RADIUS functions NAD to PSN Very low

Posture no remediation Client to PSN Low

Web Authentication/Guest Client to PSN Low (be sure to keep any cus-

Services tom web page graphics to small
sizes)

Posture remediation Client to Remediation Depends on size and location of

Sources remediation files
Profiling with DHCP, SNMP, NAD to PSN Low

DNS, HTTP
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Process Flow Bandwidth Guidance

Profiling with NetFlow, NAD to PSN Medium to very high depend-

SPAN! ing on the capture filters and
amount of netflow

Syslog monitoring traffic NAD to Monitoring Node Low to medium when set to

informational and no logging of
ACLs

NAC client install or upgrade Client to PSN

Medium (client software is
approx. 30 Mb in size)

1. SPAN = Switched Port Analyzer.

For centralized deployment to work over a WAN, you must have highly reliable WAN
links. To ensure your critical ISE communication is successful end to end every time, you
will want to use QoS. You should use QoS to prioritize all radius and SNMP communica-
tions between NADs and ISE PSNs such that other traffic will not saturate the links to
the point that ISE traffic is delayed or dropped, causing authentication and posturing

issues for those active clients.

Centralized mode depends on the availability of communications between clients, NADs,
and ISE nodes at all times. If this communication is broken temporarily, the Cisco ISE
solution does have some resiliency features that can ensure a working solution during the
failure. Having robust WAN redundancy in your network greatly reduces the risk of this
problem. During an outage, your currently connected clients typically are not impacted,
but new clients coming on are impacted. It is up to the local NAD (switch or WLC) to
determine how to treat new devices connecting during a WAN outage. Catalyst switches
support several failure scenario solutions: fail open, fail closed, or fail to a specific
VLAN.

Distributed Deployment

Even though the centralized deployment method is generally recommended, there are
some use cases where a distributed deployment works better. Here are some examples:

® You want to increase ISE resiliency by distributing ISE nodes across redundant data
centers.

®m You want to ensure Remote site resiliency against a WAN outage.

m You need the ISE PSN profiler to be local to the clients it is serving. This is typically
for cases when you are forced to use Switched Port Analyzer (SPAN) or netflow
probes to access client traffic.

Note You must use ISE version 1.2 or greater for a distributed deployment.
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In a distributed ISE deployment, the Admin and Monitoring nodes are both centralized,
while the policy services nodes are geographically dispersed.

Note The nodes in an Admin HA pair or Monitoring HA pair do not need to be Layer 2
adjacent to each other; they can be multiple Layer 3 hops away from each other. However,
low-latency, high-bandwidth links must be available between the primary and secondary
nodes.

In this model, you are placing your PSNs closer to both your NADs and your clients. This
results in better performance and a more scalable ISE deployment, especially when work-
ing with high-latency, long-distance, or bandwidth-constrained WAN connections. Figure
4-2 depicts an example ISE distributed deployment model.

Distributed Deployment
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Figure 4-2 [SE Distributed Deployment

In a distributed deployment such as the one shown in Figure 4-2, the databases between
all of the ISE nodes are automatically synchronized. The Primary Admin node is the
source of all database replication traffic. Its job is to replicate the database to all other
ISE nodes, including monitoring, policy services, and a secondary admin node. Upon
registering a secondary node (that is, as any node that is not the Admin primary) with the
primary admin node, a database sync connection is automatically set up between the two
nodes. A full copy of the database is kept up to date in near real time on all nodes by the
primary admin node. This includes configuration changes. You can view the status of rep-
lication from the Deployment pages of the ISE Administrative user interface.
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Of course, this synchronization also happens in a centralized deployment, but because
these nodes have LAN connectivity, you don’t need to worry about its performance. Over
a WAN, however, you do need to consider the ramifications of database replications,
especially as they pertain to latency and bandwidth requirements. To this end, Cisco has
developed a bandwidth and latency calculator to help you determine the correct speci-
fications required. Unfortunately, this calculator is only available to Cisco resellers and
employees. In lieu of the calculator, Table 4-2 provides some general guidance.

Table 4-2 Minimum Bandwidth Requirements

Description Requirement
Minimum bandwidth between Monitoring and Policy Service 1 Mbps

Minimum bandwidth between Monitoring and Admin 256 Kbps

Minimum bandwidth between Client and Policy Service with posture 125 bps per endpoint
Minimum bandwidth between Monitoring and Monitoring 256 Kbps
(redundant)

Minimum bandwidth between Admin and Policy Service 256 Kbps

(redundant admin)

Table 4-2 lists the absolute minimum, so be sure to scale up as required. Additionally,
all database sync and replication traffic should be given QoS priority just below radius,
voice, and video but above normal traffic types.

A partial database replication is triggered whenever a PSN sends a database update to
the primary Admin node. The primary admin node then initiates an update replication to
all other ISE nodes. When deploying ISE distributed PSNs, note that AAA/RADIUS and
posture-assessment features cause very minimal database replication traffic. ISE profiling
and Guest Services, however, can cause lots of database replication traffic due to their
frequent database writes and updates. As a result, lower latency and higher bandwidth
WAN links are necessary when using these services within your ISE deployment.

Note NetFlow and SPAN-based collection methods are nor supported for distributed
deployments due to the potentially high volume of data replication required by these
methods.

In the event of a loss of connectivity to the Administration node, distributed policy
services nodes will continue to provide full authentication and authorization services to
their local NADs and endpoints. This assumes that the cut-off PSN still has access to its
AAA resources. Note that the following disruptions occur on the PSN until the Admin
node is brought back online:

m Cannot authenticate new sponsored or self-service Guest user accounts.

m Cannot profile new endpoints.



Chapter 4: Making Sense of All the ISE Deployment Design Options

m Logging is interrupted if connectivity between the PSN and Monitoring node is also
lost.

®m Automatic client provisioning services will not function.

Summary

This chapter examined the centralized deployment mode and the distributed deployment
mode. It suggested that in most cases, the centralized mode should be used. However,

it also presented use cases in which the distributed mode is preferable. See Chapter 18,
“Setting Up a Distributed ISE Deployment,” for details on the configuration when dis-
tributing the ISE personas.
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Chapter b

Following a Phased Deployment

One of the most common mistakes that you can make in any 802.1X deployment is to
perform a quick and incomplete proof of concept and then deploy too much technology,
too fast. There is so much power that can be enabled in a Secure Access deployment.
More often than not an organization will attempt the deployment all at once, instead of
deploying the technology in more manageable portions.

This chapter examines deployment concepts, and discusses a framework that will allow
you to deploy Secure Access in a manageable way, with little to no impact on the end
users. This chapter provides an overview of the phases of deploying the Secure Access
solution. The details and configuration involved in each phase are covered in Chapters 21
through 23.

Why Use a Phased Deployment Approach?

Let’s introduce this topic with a fun little history lesson. Back in the late 1990s and early
2000s, a new technology was introduced to the world, called IEEE 802.1X. This tech-
nology allows a device to authenticate to the network at Layer 2, using the Extensible
Authentication Protocol (EAP) over the LAN. At the time, it was a revolutionary concept
that was going to change current networking as we all knew it. The predictions were that,
within a few years, there would not be a single switch port in the world where a
user/device could plug in without the network knowing the identity of that device

or user.

Well, there are some very interesting and complex dependencies required to deploy
802.1X in a successful manner. For example, it not only requires a switch that is able to
communicate with EAP over LAN (EAPoL), which is what 802.1X actually defines, but
also requires that the endpoint system have software that can communicate with EAPoL.
This software is called a supplicant.
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As you can imagine, there are a number of devices that could be deployed that may

not have a supplicant, or that may not have a supplicant that can be easily configured.
Examples include printers, fax machines, cameras, thin clients, conference room schedul-
ing tools, digital signage devices, and many more.

A phased approach to deployment allows the network administration team to enable
authentication in a controlled manner on a definable portion of the network over a period
of time. Moreover, it allows the network administration team to initially place a section
of the network into Monitor Mode. Monitor Mode allows an administrator to audit
which endpoints or users would have failed authentication without denying access to that
user or device.

Cisco has developed three modes that are used throughout a phased deployment:
Monitor Mode, Low-Impact Mode, and Closed Mode. The concept is to begin the
deployment in Phase 1 using Monitor Mode and then transition to Phase 2 using either
of the two end-state modes, Low-Impact Mode or Closed Mode, as shown in Figure 5-1.
These modes are discussed in turn in the following sections.

4 )
Phase 1 chl’gggr

x <
Phase 2

- )

Figure 5-1 Phase from Monitor Mode to Low-Impact or Closed Mode

Monitor Mode

It’s very important to understand that Monitor Mode is much more than a command; it’s
a process. Think back to the history lesson from the previous section, when companies
would enable 802.1X on the switch ports. Only a certain percentage of the devices would
successfully authenticate.

The success of any identity-related project typically requires the cooperation and coor-
dination of several different teams within the company. The desktop team should be
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responsible for the supplicant deployment and configuration of company workstations.
The network team must be involved to configure 802.1X on the switches and wireless
controllers. If there is a separate team that manages Active Directory, that team must also
be included.

There have been many cases of 802.1X deployments in which even managed systems
failed authentication. In such cases, the issue may have been something very simple. For
example, perhaps the Windows XP workstations were not successfully rebooted after the
Group Policy pushed the new configuration to the built-in supplicant, and therefore those
systems failed authentication, or perhaps those managed systems did not receive the soft-
ware package that installed the third-party supplicant.

In addition to the managed workstations, there will typically be a number of noninterac-
tive and nonauthenticating devices. These are the devices that either do not have an end
user who will be logged in to them in an interactive fashion or do not have a supplicant to
authenticate to the network.

There are usually a number of devices that the IT department did not know existed in
their network. These are the “one-off” deployments where a group within the company
have deployed a nonstandard technology. For example, Linux workstations may have
been deployed for a specific group, or a thin client solution may have been deployed
only for a “special project.”

The purpose of Monitor Mode is to allow an organization to enable authentication on
the network ports in an audit phase without any danger of denying access to the end-
point. In other words, devices that can authenticate will authenticate, and devices that fail
authentication (or simply cannot authenticate at all) will not be denied access but instead
will be logged as failing authentication.

The administrator can then use the logged failures to identify devices that have been
denied access, and remediate any existing issues prior to enabling authentication as a
requirement for network access. Remediation may involve correcting misconfigured
supplicants, or configuring Cisco Identity Services Engine (ISE) to permit specific non-
authenticating devices via MAC Authentication Bypass (MAB). When deploying Monitor
Mode, most organizations are surprised to find devices connected to the network that
they were unaware of previously.

The key to Monitor Mode is that no enforcement should be applied. As previously stated,
Monitor Mode is not a command on a device; rather, it ensures that the policy server
(ISE) will not send any authorization other than RADIUS Access-Accept or RADIUS
Access-Reject (and device-traffic-class=voice for phones). Any other authorization result,
such as VLAN assignment or ACL assignment, will in fact take effect.

The flow of Monitor Mode is displayed in Figure 5-2.
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Figure 5-2 Monitor Mode Always Results in Full Access

Choosing Your End-State Mode

As previously discussed, Monitor Mode is implemented during the first phase of any
deployment and is considered the “audit mode.” However, the goal of any identity-related
project is to eventually provide security. This process begins with Phase 2 when you tran-
sition to an end state of either Low-Impact Mode or Closed Mode.

Originally, 802.1X was designed to be binary, with either Full Access or No Access as the
only possible outcome, as illustrated in Figure 5-3.

This concept is most likely very familiar to you if you have experience connecting to a
wireless network. When you configure your device’s wireless supplicant to connect to a
Wi-Fi network, the authentication first must succeed. If that authentication fails, your
device simply does not associate to the wireless network and you are denied access.

That behavior has been quite successful in wireless networks for many reasons, some of
which are

m The wireless network must be chosen (that is, which SSID you are configuring your
laptop to connect to).
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m A guest selects the specific GUEST network (whatever that SSID may be called).
m It is expected to provide authentication to the corporate (non-GUEST) network.

m A device does not “plug into” a wireless network; it must be configured. The wireless
network may require authentication. Once completed, the end user enters credentials
into the wireless supplicant.

Device
Connects

Dot1x
Timeout

Authentication Method

AuthC MAB
Success? Success?

Yes Yes

Y

Y Y Y
Full Access o Full Access e
Access Access

Figure 5-3 Binary Bebavior of 802.1X

Final Port
Status

In the wired network world, there is no concept of an SSID. The client device does not
“choose” to connect to a guest or to a corporate network. Therefore, configuring a single
switch port to handle all possible use cases is much more complex.

As introduced earlier in the chapter, the two end-state modes are Low-Impact Mode and
Closed Mode. It is key to the long-term success of your project to determine which mode
works best for your organization, and then work toward that deployment. It’s entirely
possible that your organization may benefit from a hybrid approach, using different
modes at different locations. We have worked with banking and retail customers, both of
whom found it most beneficial to use Low-Impact Mode in the headquarters campus but
Closed Mode in their bank branches and retail store locations, respectively.
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End-State Choice 1: Low-Impact Mode

Low-Impact Mode builds on top of Monitor Mode. This mode is more desirable than
Closed Mode in environments that have many nonauthenticating devices. Some examples
of environments where Low-Impact Mode has been most successful include:

m Preboot Execution Environment (PXE), commonly used for corporate workstation
reimaging

m Virtual desktop infrastructure (VDI) environments, in which thin clients are deployed
into the campus or branch network and do not have configurable supplicants

®m Any environment with diskless workstations or thin clients

Low-Impact Mode is more desirable for these environments because it allows specific
traffic to flow prior to authentication. Examples of protocols that would be allowed
prior to authentication are DHCP, DNS, and TFTP. This permits a device to receive an IP
address and even begin downloading its operating system from the server without worry-
ing about timers.

Timers can wreak havoc in an 802.1X environment. There are many “race conditions” that
may exist. For example, DHCP may time out before the authentication timer expires,
causing the device to wind up without a valid IP address. Low-Impact Mode resolves
these race conditions by allowing only a limited amount of traffic to enter the switch
port prior to authentication.

Figure 5-4 illustrates the flows of Low-Impact Mode.
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Figure 5-4 Port Bebavior in Low-Impact Mode
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If the device is successfully authenticated via 802.1X, MAB, or even web authentication,
the authorization result should be configured to allow full network access, or very spe-
cific access that has been tailored for that user or device.

There is no limit to the authorization results (enforcement types) available in Low-Impact
Mode. However, there are considerations. If the organization chooses to do VLAN
assignment, only devices with supplicants will react predictably to the change from the
default VLAN to the final VLAN. Any device without a supplicant may not recognize
that there is a VLAN change, and therefore may not get the correct IP address for the
final VLAN. This is related to the fact that the device’s DHCP client may only request a
new IP address based upon lease expiration parameters or the physical link being lost on
the Ethernet interface.

Table 5-1 lists and describes the common wired enforcement options available in Low-

Impact Mode.

Table 5-1 Available Enforcement Types with Low-Impact Mode

Enforcement Type

Description

Downloadable ACL dACLs are defined within the ISE GUI, and the entire ACL is down-

(dACL) loaded to the switch as part of the authorization. This is a Cisco-
proprietary option that allows the administrator to centrally define
all ACLs without having to configure them on every Network Access
Device (NAD).

Dynamic VLAN dVLAN assignment is the ability of ISE to send a VLAN ID or

(dVLAN) assignment

VLAN name to the switch as part of the authorization. It ensures
that the VLAN is assigned to the switch port for as long as the
authentication session is still active.

Security Group Tag
(SGT)

SGTs are used with Security Group Access (SGA). SGA is an
advanced enforcement type that allows Tag to be assigned to an
authentication session at the ingress NAD (the point where the
device or user is entering the network) and applies enforcement
based on that SGT elsewhere in the network (such as at firewalls or
data center switches). SGA is also a Cisco-proprietary enhancement.

Filter-ID

Filter-ID is the industry-standard way of applying ACLs to a switch
port after an authentication. ISE responds to the authentication
request with a Filter-ID that identifies an ACL that is locally config-
ured on the NAD.

URL-Redirection

URL-Redirection is a Cisco-proprietary enhancement that allows
the NAD to redirect all HTTP/HTTPS traffic to a specific URL. This
is commonly used in Secure Access deployments with Centralized
Web Authentication (CWA).

Within the Low-Impact Mode end state, deploying these enforcement mechanisms slow-
ly is still recommended. In other words: start simple and then get more specific.
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One common way to accomplish this is to permit full access to all successful authentica-
tions first, and then tune the enforcements to be more specific later in the deployment.
That way, determining exactly which ports or protocols need to be opened for each role
type is does not stall the deployment.

End-State Choice 2: Closed Mode

Authentication Method

Final Port

Status

Closed Mode is also known as the default 802.1X mode. Sometimes it is also called
High-Security Mode. Don’t be fooled by the names, though; this mode is not necessar-
ily any more secure than Low-Impact Mode, as long as Low-Impact Mode is configured
carefully. With Wi-Fi networks, Closed Mode is the only possible mode.

In Closed Mode, only 802.1X (EAPoL) traffic is permitted into the switch port prior
to an authentication. That means that 802.1X timers will be a critical consideration for
a successful Closed Mode deployment, to ensure that nonauthenticating devices will
receive the appropriate access prior to DHCP timeouts.

Figure 5-5 illustrates the flow of Closed Mode.
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Figure 5-5 Porr Bebavior in Closed Mode

Just as with Low-Impact Mode, several authorization enforcements may be used with
Closed Mode. Table 5-2 lists and describes the common wired enforcement options avail-
able in Closed Mode.
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Table 5-2 Available Enforcement Types with Closed Mode

Enforcement Type Description

Downloadable ACL  dACLs are defined within the ISE GUI, and the entire ACL is down-

(dACL) loaded to the switch as part of the authorization. This is a Cisco-
proprietary option that allows the administrator to centrally define all
ACLs, eliminating the need to configure them on every NAD.

Dynamic VLAN dVLAN assignment is the ability of ISE to send a VLAN ID or

(dVLAN) assignment VLAN name to the switch as part of the authorization. It ensures that
the VLAN is assigned to the switch port for as long as the authentica-
tion session is still active.

Security Group TAG ~ SGTs are used with Security Group Access (SGA). SGA is an

(SGT) advanced enforcement type that allows a Tag to be assigned to an
authentication session at the ingress NAD (the point where the
device or user is entering the network) and applies enforcement based
on that SGT elsewhere in the network (such as at firewalls or data
center switches). SGA is also a Cisco-proprietary enhancement.

Filter-ID Filter-ID is the industry-standard way of applying ACLs to a switch
port after an authentication. ISE will respond to the authentication
request with a Filter-ID that identifies an ACL that is locally config-
ured on the NAD.

URL-Redirection URL-Redirection is a Cisco-proprietary enhancement that allows the
NAD to redirect all HTTP/HTTPS traffic to a specific URL. This is
commonly used in Secure Access deployments with Centralized Web
Authentication (CWA).

Within the Closed Mode end state, deploying these enforcement mechanisms slowly is
still recommended. In other words: start simple and then get more specific. One common
way of doing this is to permit full access to all successful authentications at first, and
then tune the enforcements to be more specific later in the deployment. That way, deter-
mining exactly which ports or protocols need to be opened for each role type does not
stall the deployment.

Transitioning from Monitor Mode into an End-State
Mode

Regardless of which end-state mode you choose for your organization, a staged approach
is always the best way to transition gracefully from Monitor Mode to your chosen end-
state mode. This is among the most critical concepts to ensure that there is little to no
impact to the end users. Because Cisco ISE is a policy server for the entire deployment,
the procedures created will affect every NAD. In other words, if care is not taken in the
policy creation process, a single change may affect many or all end users connecting at
all locations, not just at the location that is currently being deployed.
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This book follows the best practice and uses Network Device Groups (NDGs) to dictate
the mode of all the ports in a switch. Therefore, the authorization policy in ISE will send
specific authorization results only to switches that are in an end-state NDG, and not to
those that are in the Monitor Mode NDG. This practice is covered in detail in Chapter 22
and Chapter 23.

Figure 5-6 shows an example usage of a top-level NDG named Stage that has child groups
named for each mode of deployment.
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Figure 5-6 Nerwork Device Groups

Summary

Implementing Secure Access with a phased approach to deployment is critical to the
success of the project. Cisco provides three modes to assist with this phased approach:
Monitor Mode, Low-Impact Mode, and Closed Mode.

The first phase should always be Monitor Mode, and upon completion of the project, the
deployment should end up in either Low-Impact Mode or Closed Mode. Even within the
end-state mode, it is recommended to slowly lock down the end user or device, and not
to try to “boil the ocean.”
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Building a Cisco ISE Network

Access Security Policy

In order for any network-centric security solution to be successful, a solid network
access security policy (NASP) must first be employed. Once a policy is in place, ISE will
enforce the policy network wide. A network access security policy defines, in as much
detail as is practical, the type of network access that will be given to users and device
types. Because network and device security threats are constantly changing, a network
access security policy must also be a living, changeable document. This book does not
attempt to assemble an all-encompassing network access security policy; instead, it
focuses on showing you how to build policies that are relevant to the Cisco ISE solution.
Thus, this chapter guides you through the process of creating a comprehensive network
access security policy that you can use in an environment that is safeguarded by Cisco
ISE. Building a network access security policy is not always straightforward, and can
even be frustrating at times, but stick with it; your hard work will be rewarded in the end.

What Makes Up a Cisco ISE Network Access Security
Policy?

One of the hardest things about writing a comprehensive network access security policy
is figuring out what should be included. This chapter guides you through the parts and
pieces that, at a minimum, should be included in any network access security policy writ-
ten for the Cisco ISE solution. In order for your ISE solution to be most effective, you
first must determine exactly what an acceptable network access security posture is under
different circumstances and contexts. After you do so, you can then translate your net-
work access security policy into the proper checks, rules, and security requirements that
ISE will use to determine the correct policy to apply to the network and/or device. For
example, if the device is not a corporate asset and is connected to the corporate wireless
network, then a strict network access security policy should be enforced. However, if a
registered corporate asset of the same device type connects to the corporate wireless net-
work, a less strict security policy should be enforced. You also need to determine what
the network access security policy should be for different types of devices and their
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security posture. For example, if a contractor logs in to your network using a Windows
8 laptop, the security policy would differ from that applied to the same user logging in
with a Mac OS X laptop.

An ISE NASP is made up of several different policy types. When combined inside ISE,
these policy types provide you with the ultimate in flexibility for achieving a truly
context-aware network access decision. The following are selected policy types for which
ISE will obtain contextual information it can then use to build such policies:

m Authentication Policy: Verifies the user’s and/or device’s identity or provides unau-
thenticated guest access. For example: Authenticate all wireless users against the
corporate Active Directory (AD).

m Authorization Policy: Describes both the contextual attributes used for authoriza-
tion of the user and/or device and the enforcement method triggered once a policy
rule is matched. For example: Users who are members of the AD group Employees
and are using an approved company-owned device are allowed to use the wireless
SSID corp.

m Host Posture Assessment Policy: Deals with the security level of the device itself
and relies on a Cisco NAC Agent to gather this data for ISE. (Note: Different operat-
ing systems and device types offer different levels of posture assessment capability.)
For example: All Windows 8 PCs must have all corporate patches and be running an
approved up-to-date antimalware software package.

m Device Profiling Policy: Allows you to set policy based on the type of device that is
trying to access your network. Profiling is an agentless method of passively watching
the device’s behavior and/or responses to determine what type of device it is. For
example: If a user connects with an iPhone, it does not allow them access to any data
center or HR resource.

The preceding list is not comprehensive but showcases the most popular policy types
typically included in a comprehensive network access security policy.

Network Access Security Policy Checklist

The following is a checklist of the most common steps that are considered necessary

to create an ISE network access security policy. Each checklist item will be explained
in detail in the subsequent sections of this chapter. Use this checklist, along with the

detailed explanations, to get a head start in the creation of your own unique network
access security policy:

0 Obtain senior management sponsors that will support you through the creation of
the network access security policy and the deployment of the ISE solution.

0 Determine which people and departments need to be involved in the creation of the
network access security policy. Make sure they are included right from the start of
the project.
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0 Determine what your high-level goals for network access security are.

o Break up your organization into security domains. The requirements of the network
access security policy can then be customized for each security domain as neces-
sary.

0 Define authorization rules that are relevant for your organization.
o Establish an acceptable use policy (AUP) for your network.

o Define the ISE network access security checks, rules, and requirements for each
authorization rule.

0 Define the network access privileges that should be granted to each authorization
rule.

0 Define your guest access privileges, methods, and policies.
0 Establish your security and access policy for Bring Your Own Device (BYOD).

o Establish a Network Access Security Policy life-cycle process that allows for the
regular updating and changing of the network access security policy’s checks, rules,
and requirements.

Involving the Right People in the Creation of the
Network Access Security Policy

At the very beginning of the planning for an ISE deployment or purchase, it is extremely
important to obtain project sponsorship from senior-level management. Given that ISE
will force a change on the user community’s behavior and network access, this is a man-
datory step. Without senior-level sponsorship, a few users who are not happy with or
willing to accept the new policy changes could derail your ISE deployment. Having the
endorsement of senior management grants you the power to push back on those users in
a constructive way.

Too often the security group spends the time to develop sound security policies and
practices only to be told that they are overly restrictive and need to be changed. This
can be avoided by making sure that you keep your sponsors involved and up to date on
the progress and content of your network access security policy. It is also critical that
you have your final version approved by your sponsorship committee prior to releasing
it to the public. Try to anticipate the type of reaction, resistance, and questions the user
community will have. Be ready with solid rebuttals, facts, and collateral to combat their
arguments, answer their questions, and make them feel more comfortable that the new
network access security policy is the correct one.

While creating your network access security policy, keep in mind that Cisco ISE pro-
vides access control plus access enablement. Stress to your stakeholders and users that
implementing network access controls via ISE enables IT to provide network access from
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more places and for more device types. Here are a few examples of the improved network
access and less restrictive device type rules an ISE deployment can enable:

m The ISE Guest Server provides the ability for any employee to create a guest account
for a visitor from anywhere on the network.

m ISE guest auto-provisioning of Ethernet ports and wireless access allows guests to
connect to any available access method.

m ISE policy control allows your employees to use their own devices (BYOD) on your
network securely (for example, personal iOS and Android devices).

m ISE policy control eliminates help desk calls to enable/disable or reprovision Ethernet
ports. All ports can be kept enabled while ISE provisions them on-the-fly.

m ISE allows you to collapse the number of wireless SSIDs you need to advertise down
to only one or two. ISE then provisions the access control dynamically for each
device/user.

Focus your messaging on the benefits that are unlocked as a result of the increased net-
work access control and security that ISE provides. Doing so will increase acceptance of
the ISE solution by both the user community and the business stakeholders.

One of the first steps in the creation of any network access security policy (NASP) is the
formation of the network access security policy committee. This committee should be
made up of the principal persons whose groups or users will be most affected by or have
some ownership in the new policy. It is a best practice to try to keep the committee small
in the beginning phases of the policy creation. Once this core team has clear direction,
some substance, and some content, then the NASP committee should be expanded to
include more key persons.

When the NASP reaches a completed draft format, the NASP committee should again be
expanded. This time the expansion is to include those principal persons who do not have
any direct ownership or responsibility for the creation of the NASP but do have a size-
able user community that will be directly affected by the policy’s proposed changes. This
last group serves to scrutinize the policies in your NASP draft to make sure the policies
do not inhibit business practices or workflow, are practical, and have achieved the proper
balance of risk mitigation versus ease of network access for the organization.

Once a final NASP version has been created, the entire committee must agree to pres-
ent a united front when the new policy begins to be enforced inside the organization. A
nonunited, or splintered, NASP committee almost always will result in the splintering or
haphazard adoption of the network access security policy within the organization.

The following is a list of the most common principal persons that should be a part of the
creation of a network access security policy. Additionally, the CISO and CIO must be
sponsors or core committee members. You should modify this list for your environment.

m Sponsors should include the following:

m At least one CxO-level sponsor other than the CSO/CIO
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m At least one company board member
m Someone from the legal department

m Core NASP committee members should include key persons from the following
groups:

m Security group

m Networking group

m Server group

m Desktop support group

m Operations group

m Security Incident Response team

m Extended NASP committee members should include key persons from the following
groups:

®m Human Resources group
m Legal group
m Audit group

m Final NASP committee members should include the following key persons:

m Managers of large end-user groups within the organization (such as division
heads, department heads, and so on)

m Sampling of individuals from the end-user community, for feedback and impact
analysis

This list should be used as a guideline and is not meant to be all-inclusive. The goal of
committee member selection is to ensure the committee has adequate representation
from all key stakeholders, budget holders, management, legal counsel, and technical staff.
Each group will have a slightly different role to fulfill on the committee.

Determining the High-Level Goals for Network
Access Security

Determining what your high-level goals are for network access security is a critical step
toward the completion of a comprehensive network access security policy. These high-
level goals will serve as your benchmarks and guides throughout the NASP creation pro-
cess. The final NASP document should represent a detailed plan that achieves these high-
level goals. It is important to periodically refer back to these high-level goals to ensure
your NASP remains focused and on target to meet your stated security goals.

A definitive reference for creating a security policy is RFC 2196. The following comes
from RFC 2196, Site Security Handbook (http://www.ietf.org/rfc/rfc2196.txt):


http://www.ietf.org/rfc/rfc2196.txt
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Note

Your goals will be largely determined by the following key tradeoffs:
(1) services offered versus security provided —

Each service offered to users carries its own security risks. For some services, the
risk outweighs the benefit of the service and the administrator may choose to elimi-
nate the service rather than try to secure it.

(2) ease of use versus security —

The easiest system to use would allow access to any user and require no passwords;
that is, there would be no security. Requiring passwords makes the system a little less
convenient, but more secure. Requiring device-generated one-time passwords makes
the system even more difficult to use, but much more secure.

(3) cost of security versus risk of loss —

There are many different costs to security: monetary (i.e., the cost of purchasing
security hardware and software like firewalls and one-time password generators),
performance (i.e., encryption and decryption take time), and ease of use (as men-
tioned above). There are also many levels of risk: loss of privacy (i.e., the reading of
information by unauthorized individuals), loss of data (i.e., the corruption or erasure
of information), and the loss of service (e.g., the filling of data storage space, usage
of computational resources, and denial of network access). Each type of cost must
be weighed against each type of loss.

For more detailed information about the creation of network access security goals

and security policies in general, reference IETF RFC 2196 at http://www.ietf.org/rfc/
rfc2196.txt.

Your final high-level network access security goals will be the result of establishing a fine
balance among the preceding trade-offs. The result of each trade-off will be different for
each organization or division within an organization.

Common High-Level Network Access Security Goals

Here are some examples of network access security goals that are frequently instituted
in organizations that deploy an ISE solution. These examples are meant to be a sampling
and not a comprehensive list.

Enforce a consistent context-based policy across the infrastructure for corporate
governance.

Obtain system-wide visibility showing who, what, and where a user or device is on
the wired, wireless, or VPN network.

Protect the network from unauthorized access, both internal and external, at all net-
work access points.

Authenticate all users attempting to gain access to the network.


http://www.ietf.org/rfc/rfc2196.txt
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m Authorize all users attempting to gain access to the network.

m Provide differentiated network access based on user and device attributes and con-
text.

m All non-guest mobile devices must be enrolled in the corporate Mobile Device
Management system.

m All users must periodically acknowledge an acceptable use policy before being
granted network access.

m All PCs and Macs must be running an approved antimalware and personal firewall
program that is up to date.

m All devices must be running an approved operating system that is up to date.

m Any device that is found to be running banned software applications will be denied
network access.

m All guest devices must be segmented from non-guest devices and provided only
Internet access.

m Corporate devices are not allowed to use the guest network.

It is common for an organization to modify its network access security goals based on a
specific network location or access type. For example, an organization might have a pol-
icy that states that all devices connecting through wireless in the corporate headquarters
must be corporate owned in order to gain network access.

Many organizations choose to deploy an ISE solution gradually by enforcing their net-
work access security policies incrementally. Initially, network access security policy
enforcement is instituted just for visibility into the users and device types that are on the
network. Once this is done, the next popular step is mobile device provisioning, onboard-
ing, and enrollment in a Mobile Device Management (MDM) system. Then, as the adop-
tion of the ISE solution grows, the network access security policy enforcement is spread
ubiquitously throughout the organization.

Figure 6-1 summarizes the process for determining the exact network access security
policy that will be enforced for a given user, for a given device, or in a given network
location.

The following list explains the device security policy decision steps shown in Figure 6-1.
Following this list are several sections that describe these steps in greater detail.

1. The device connects to a location on the network.

2. The device is determined to be a member of a certain security domain. The NASP
must define what the security domains are for the organization. The NASP must
define one of three choices for each unique security domain:



54  Cisco ISE for BYOD and Secure Unified Access

m Which security domains will not have ISE deployed, thus allowing unrestricted
network access? The network access security policy for this security domain
states that no network access security policies are to be enforced in this domain.

m Which devices are exempt to ISE access control when they are seen on the net-
work? In some cases, IP Phones would fall into this category.

m Which security domains will force devices to comply fully with the ISE net-
work access security policy?

No ISE
Access Control
Unrestricted
Access

Client
Authentication Authorization Provisioning

Policy

Security
Domain

Exempt Network Access
Device Privileges

Posture
Security
Requirements

Remediation
and
Quarantine

Figure 6-1 Nerwork Access Security Policy Decision Matrix

3. If the device is a member of the exempt list, then it flows directly to the network
access privileges. The remaining steps below are bypassed. The NASP must define
exactly what the network access privileges will be for each type of exempt device.
It is possible to have different network access security policies for different types
of exempt devices. For example, you can have an exempt network access security
policy that allows IP Phones to access the network unrestricted.

4. If the device is part of a security domain that requires full compliance with the ISE
policy, then the client is forced to authenticate. The NASP should determine exactly
how the user and/or device are authenticated and verified.
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5. After successfully authenticating, the user and/or device is then authorized using
points of context, including input from profiler, to determine their network access
privileges.

6. The client provisioning rules are processed. These can configure the native 802.1X
supplicant and deliver the Cisco NAC Agent to the client.

7. The posture of the device is checked to make sure it meets all the requirements
defined for their assigned authorization rule. The NASP should define what the secu-
rity requirements are.

8. If the posture requirements are met, the compiled access privileges are assigned to
the network. The NASP should define the type of network access that should be
granted to clients. The access requirements are produced from a combination of
authentication, authorization, profiler, and posture rules combined.

9. If the device fails to meet its security requirements, it is moved into network quaran-
tine. Typically, self-remediation functions are also provided here. The NASP should
clearly specify what network access privileges, remediation functions, and time lim-
its should be imposed on quarantined devices.

Defining the Security Domains

A security domain is used to group network areas, device types, and/or locations under
a common network access security policy. The goal of creating security domains for an
ISE solution is to define which networks and locations will require devices to use the
ISE solution and which locations will not. It is also necessary to define the devices that
will require exemption from the ISE solution within a given security domain. Figure 6-2
shows an example of security domains.

Most organizations will need to define the security domains that are depicted in Figure
6-2. Almost all organizations have an Internet connection, use VPN, have a WAN and
Campus LAN, and use wireless. Because each of these network access types or locations
usually requires its own unique network access security policy, each should be its own
security domain. Many corporations also implement separate security domains for their
data center areas and their Voice over IP (VoIP) segments. Separating these areas into
unique security domains allows you to create unique network access security policies for
each. The more compartmentalized your NASP is, the more granular and targeted it can
be. This results in a more locked-down network access security policy for your organiza-
tion. Using security domains is optional, of course, but makes a great way to segment
your network access security policy. Above all, try to keep your policy short and con-
cise; the keep it short and simple (KISS) principle applies here.
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Figure 6-2 Sample Security Domains

Here are some commonly used security domains:

Remote Access: This domain includes any device that is accessing the network
remotely via VPN and/or dial-up modem.

OOB Management: This domain includes any device that resides on the out-of-band
network management network. This is typically a highly secured domain.

Internet: This domain includes any device that accesses the Internet. An example
policy for this domain could be: Before a device is allowed to access the Internet, its
operating system and antivirus software must be up to date.

Guest: This domain includes any device that is a guest on the network. This domain
typically is segmented into access types as well (for example, guest wireless, guest
VPN, and guest LAN domains). This allows for the creation of very granular network
access security policies for guests.

Campus LAN: This domain includes any device that connects to the network via

a wired switch port. It is very common to separate security domains by VLAN or
location at the LAN level. This allows the NASP to have policies for specific VLANs
and locations instead of having one generic policy for all wired devices.

Wireless: This domain includes any device that uses wireless to access the network.
It is common for the wireless domain to be separated out by VLAN or location (for
example, a guest wireless security domain or a Denver campus wireless security
domain).
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This list is by no means comprehensive, but it should serve to give you a good start in the
creation of your own security domains.

Understanding and Defining ISE Authorization Rules

The effective use of authorization rules is a key component to any successful ISE deploy-
ment. ISE is very much rule based. An authorization rule defines the network access
security policies that will be required for its members. The concept of authorization rules
is the backbone of ISE.

The login information is used to gather attributes from an external identity server such as
LDAP or RADIUS.

Tip It is a best practice to map attributes from an external authentication server (such
as AD, LDAP, or RADIUS) to an authorization rule in ISE. A common attribute used is
MemberOf in Windows AD. This allows authorization rules to be based on existing AD
groups within your organization. For example, an LDAP user Conor is a MemberOf AD
group employee.

ISE authorization rules have policies that determine which ISE functions will be per-
formed on clients. All clients that match the authorization rule will be subjected to its
security permissions. The common permissions that can be controlled by authorization
rules are as follows:

m Access Type (Accept/Reject)

m Apply a security group tag to the client traffic

m Downloadable ACLs

m VLAN Assignment

m Voice Domain Permission

m Initiate Web Authentication

m Execute Switch Auto Smart Port

m Filter-ID—Sends ACL via RADIUS filter attribute

m Reauthentication—Decide if you want to maintain connectivity during reauthentica-
tion

m MACSec Policy—Sets 802.1AE encryption to must-secure, should-secure, or must-
not-secure

m NEAT (Network Edge Authentication Topology)—Allows you to authenticate
switches to other switches via 802.1X

m Web Authentication (Local Web Auth)
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m Airespace ACL Name—Applies Named ACL to Cisco WLC
m ASA VPN
m Client posture assessment

m Network Scanner—NMAP

Acceptable Use Policy

As you can see, authorization rules have a number of common permission controls avail-
able. ISE also has numerous advanced permissions via advanced attributes settings when
defining your permissions.

Commonly Configured Rules and Their Purpose

This section focuses mostly on the rules that are commonly found in the network access
security policies of organizations that use the ISE solution. The goal is to present you
with a solid starting point from which to determine the authorization rule needs of your
organization’s network access security policy.

Let’s explore some of the most commonly used rules. Remember, a rule defines the rights
and privileges a client will have once they pass authentication, authorization, and posture
assessment. All organizations must have their own customized rules. The number and
purpose of these rules will vary according to your environment. Each of the rules you
build should have a separate policy definition section in your network access security
policy document. Here are some of the most commonly configured rules:

m Guest/Visitor Rule

m Employee Rule

m Corporate Authorization Rule
m Contractor/Temp Rule

m Student Rule

m Faculty Rule

m Authorization rule based on network location (such as a specific building)
® Admin Rule

m Staff Rule

m Wireless Authorization Rule
m VPN Authorization Rule

m Printers and other non-802.1X devices rule(s)

The non-802.1X-capable device rules, coupled with the ISE profiler, can be used to seg-
ment and limit access to/from the noninteractive network devices, such as some printers,
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faxes, IP Phones, and so on. This enables you to create very strict network access secu-
rity policies for these devices. These policies should allow them to communicate only by
using protocols that match the services they provide.

Establishing Acceptable Use Policies

A network acceptable use policy (AUP) is a clear and concise document that defines what
users can and cannot do on a network. However, the primary focus of the AUP is to com-
municate to users what they cannot do. It also lays out the penalties for noncompliance
and provides support contact information. Ideally, before a user/guest is granted network
access for the first time, they must accept the organization’s AUP. Thereafter, acceptance
of the AUP can be requested periodically. The problem has always been how to enforce
this requirement. Without some kind of network access control system, ubiquitous
enforcement is not possible. The ISE solution supports the enforcement and auditing of
network AUPs.

Before creating your AUP for ISE users and guests, determine who needs to be involved
and what the approval process for a final policy will look like. Create an AUP commit-
tee that includes, at a minimum, persons from the legal and IT departments. Draft a flow
chart of the expected approval process the AUP will have to go through. Next, determine
which documents the committee needs to produce in order to successfully complete the
AUP. For example, to have an AUP approved in the education space, it is customary to
require the following documents:

m Justification and purpose for creating an AUP: This typically needs to be presented
to the school board and must be approved in the beginning to allow for the creation
of the AUP committee.

m A high-level AUP specifically created for or by the school board to establish the
framework from which the final detailed AUP will be crafted: It establishes the
major security goals and network use guidelines. This must be approved by the
school board.

m A parent letter and permission form informing them of the AUP and the use of
ISE to enforce this AUP: This must be approved by the school board.

m The final Acceptable Use Policy document: Typically, this is created by the commit-
tee and presented to the school board for approval. This is the document that will be
used by the ISE solution.

In general, an acceptable use policy will include these sections:

m AUP Overview or Purpose: Serves as an introduction to the AUP.
m AUP Scope or Coverage: Defines who must comply with this acceptable use policy.

m Acceptable Network Use Guidelines: Conveys the appropriate use of the network.
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m Unacceptable or Prohibited Network Uses: This section may have several subsec-
tions, such as a subsection each for email, copyrighted material, viruses and worms,
unauthorized access, illegal activity, and so forth.

m Violation or Enforcement Policy: Communicates the penalties and/or legal action
that could be taken against AUP violators.

m Privacy Disclaimer: Indicates that the organization assumes no responsibility or
liability for a user’s privacy while using the network.

m Definitions: Fully defines all acronyms and terms used in the document.

m Legal Disclaimer: Purpose is to release the organization from any and all legal liabil-
ities resulting from the AUP itself or network use. Let the lawyers define this one.

m Right to Modification: A disclaimer communicating your right to modify this policy
at any time without notice.

m Contact Information: Provides users with a point of contact for additional informa-
tion, questions, or complaints.

Your AUP may include more or fewer sections than those listed above. The sections
above should give you a general idea of what to include in your AUP.

Tip To find additional information about AUPs, such as “How To” guides and examples,
search Google using the keywords network acceptable use policy. For AUP samples,
check out the SANS policy site at http://www.sans.org/resources/policies/.

The ISE solution has two methods for enforcing an AUP:

m Via a guest portal login: Used only by users that log in via web authentication.

m Via the Cisco NAC Agent for Windows: Used only by users that have the Cisco
NAC Agent.

Both methods can, and typically do, use and enforce the same AUP. Both methods
enforce the policy by denying users network access until they acknowledge or accept the
network AUP. Once they accept the policy, they are granted network access.

The enforcement of an AUP is an optional feature. Enforcement can be selectively
enabled as well. Enforcement can be turned on or off based on the client’s identity group.
Additionally, it can be enabled or disabled based on the use of web login or the Cisco
NAC Agent. For example, you might want to enable AUP enforcement just for guest
clients.
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Defining Network Access Privileges

The ISE solution has several methods available to grant and restrict the network access
privileges of clients. Most of these methods are defined per authorization rule. A net-
work access security policy for ISE should include details on which network access privi-
leges should be given to which authorization rules and devices. The authorization rules
should take into consideration the posture status of a device (unknown, compliant, or
noncompliant) to determine the access privileges given.

Note Chapter 7, “Building a Device Security Policy,” covers in detail Cisco ISE device
security posture assessment and the creation of a device security policy.

Here is an example that uses access control rules in ISE: A client in the contractor autho-
rization rule should be granted access to the Internet only on TCP ports 80 and 443,

and should be denied all other network access. The following common and easily under-
standable syntax can be used for documenting ISE access control policies in the NASP.
Typically, these rules are found under their corresponding authorization rule section in
the NASP:

<line #> Permit|Deny <protocols> from <device(s) | network(s)> to <device(s) |
network (s) > equaling | not equaling port (s) <list of port numbers or names>

Description: <explanation of rule>

The previous example would be written in the NASP under the contractor authorization
rule traffic control subsection as follows:

10 Deny IP from any to any internal network
Description: Block IP traffic from anyone to any internal subnet or device.
20 Permit tcp from guest authorization rule to any equaling ports 80 & 443

Description: Allow web traffic from clients in the guest authorization rule to the
internet

30 Permit DNS traffic for name resolution
40 Deny IP from guest authorization rule to any

Description: Block everything else

Formatting the rules in this way not only makes them unambiguous but allows them to be
easily translated into the traffic control rules configured in the ISE Manager.

Enforcement Methods Available with ISE

ISE supports numerous types of permissions that can be applied to an authorization

rule result. Not all enforcement methods supported by ISE are supported in all modes of
operation. This issue applies mostly to limitations of the hardware the client is connected
to, otherwise known as the network access device (NAD). For example, to support
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security group ACLs (SGACL), the wired switch or wireless controller NAD must be able
to support SGACLs. Table 6-1 lists the different network access control permission meth-

ods available and provides a brief description for each.

Table 6-1 ISE Authorization Rule Permissions

Enforcement or
Control Method

Description

Access control rules

The equivalent of network ACLs. They permit and deny traffic like a
stateless firewall would.

VLAN segmentation

Dynamically changing the Layer 2 VLAN based on the authorization
rule matched by the connected client.

SmartPort macro

Ability to run the macro that can affect just about anything on that
switch port, including QoS settings.

Reauthentication The timer serves as an absolute time limit for a client in a given autho-
rization rule. Once the timer expires, the client is reauthenticated.

Security Group Tag  Cisco-proprietary tag that is applied to every frame sent from the cli-
ent. Requires switch or WLC support.

MACSec encryption Wire-speed Layer 2 encryption via 802.1ae. Requires switch or WLC

support.

Web Authentication

Forces a URL redirect to a web authentication page.

Cisco RADIUS AV
pair values

Almost any Cisco AV pair can be manipulated with ISE as part of
authorization permissions.

Commonly Used Network Access Security Policies

In short, a network access security policy defines what a device can and cannot do on
the network. Although the exact rules that make up any network access security policy
will be customized for a particular environment, there are some commonalities shared
between organizations. This section will focus on those common elements. The network
access security policy defined in your NASP typically will cover all of the enforcement
methods ISE supports (see Table 6-1). Access control lists are almost always tied to an
authorization rule in ISE. Some authorization rules (such as guest) will usually have very
restrictive network access policies, while others will be wide open (such as employee).
Also, it is always a best practice to lock down the network access rule on any noncompli-
ant posture authorization rule.

Here are some popular or mandatory authorization rules shown with a common example
of their associated network access security policy. This is formatted for an ISE network
access security policy. You can choose to use this NASP format or develop your own. It
is important to ensure that your network access security policy is well documented. Note
that these pick up where the earlier sample NASP left off, at Section I'V.
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Employee Authorization Rule

Table of Contents for Employee Security Policy:
I. Members pg. xxx
II. Acceptable Use Policy pg. xxx

III. Windows 7 Security Requirements pg. xxx
1. Approved AV Installed & Up-to-date pg. xxx
a. Security checks pg. xxx

b. Security rules pg. xxx

IV. Network Access Permissions pg. xxx
1. VLAN Segmentation pg. Xxx
a. Noncompliant Posture VLAN pg. xxx
b. Access VLAN Name/ID pg. xxx
2. Access Control List pg. xxx
3. SmartPort Macro pg. xxx

4. Security Group Tag number pg. xxx

IV. Network Access Permissions

1. VLAN Segmentation — Yes
a. Noncompliant Posture VLAN = quarantine-vlan/100

b. Access VLAN Name/ID = employees/10

2. Access Control List — Yes
a. Compliant ACL = permit All IP

b. Noncompliant ACL =

5 Permit TCP from any to “AUP web server” equaling 80

Description: Allow anyone to access the acceptable use policy link
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10 Permit TCP from
Description: Allow
20 Permit TCP from
Description: Allow
30 Permit UDP from

Description: Allow

any
web
any
web
any

DNS

40 Deny IP from any to

to “Link based remediation resources” equaling 80 & 443
traffic to the appropriate remediation resources

to “file based remediation” equaling 80 & 443

traffic to the cam for remediation file distribution
to “dmz DNS Server” equaling DNS

only to the dmz dns server

any

Description: Block everything else

3. SmartPort Macro — no

4. Security Group Tag number — 10

The subsequent partial example does not show the full network access security policy
format. It shows only the “Network Access Permissions” section.

Guest Authorization Rule

1. VLAN Segmentation — Yes

a. Noncompliant Posture VLAN = None, no posture required

b. Access VLAN Name/ID = guest/20

2. Access Control List —

10 Permit UDP from any to “dmz DNS Server” equaling DNS

Description: Allow DNS but only to the dmz dns server

20 Deny IP from any to any internal network

Description: Block IP traffic from guests to any internal subnet or device.

30 permit IP from host to any external IP subnet

Description: Allow everything not internal

3. SmartPort Macro — no

4, SGT number — 20
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Summary

This chapter examined the intricacies of creating a network access security policy for a
Cisco ISE deployment. It included the following recommendations:

Create and follow a NASP checklist.

Make sure to obtain executive buy-in for the creation and subsequent enforcement
of a NASP.

Create a NASP committee. Be sure to involve the right people.

Determine your organization’s high-level network access security goals. Use these as
guides when creating the detailed network access security policy.

Break up your organization into security domains.
Determine and create the authorization rules necessary for your organization.
Create one or more acceptable use policies.

Determine if host posture checks will be used. If so, decide which checks, rules, and
requirements will be enforced for each posture rule.

Establish and follow a method for adds, moves, and changes to authorization rules
and posture rule checks, rules, and requirements.

Determine a method for deploying the NAC Agent and/or remediation resources.

Determine which network access permissions should be assigned to each authoriza-
tion rule.

Either use the network access security policy formatting shown throughout this
chapter or pick your own formatting. It is important to document your network
access security policy in a concise and easily understood manner.
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Chapter 7/

Building a Device Security

Policy

The Cisco Identity Services Engine takes into account the security of the individual
devices when determining the network access control policy to invoke. Chapter 6,
“Building a Cisco ISE Network Access Security Policy,” discussed the creation of a
network access security policy, part of which took into account the device’s security
posture. Device posture assessment is one of two tools that Cisco ISE can use to
determine the actual security of a network-connected device. ISE can use the following
features to determine the device security policy to implement:

m Host security posture assessment

m Device profiling

This chapter explores these two features in some detail. The goal is to recognize the
different ways in which ISE can identify devices types and determine their security
posture.

Host Security Posture Assessment Rules to Consider

This section covers the process of how to include host posture criteria into an organiza-
tion’s network access security policy document and into Cisco ISE Posture Policy. One
of the powerful features of ISE when using the Cisco NAC Agent is its ability to perform
very granular device security posture assessments and remediation on Windows and Mac
devices. Therefore, your network access security policy should contain the checks, rules,
and requirements that ISE will use. This includes the discovery, enforcement, and reme-
diation policies that ISE will employ on Windows and Mac devices. Because the agent is
loaded on the device, it has the ability to read into the device’s registry, applications, ser-
vices, and file system. The Cisco NAC Agent can be installed directly onto the client or
brought down as a temporary agent via a browser. The main difference between the two
methods is that the temporary web agent doesn’t have the rights to perform remediation
actions for the user.
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The full agent offers robust remediation capabilities for a device that fails a security
requirement, such as an outdated AntiVirus definition. The remediation capabilities
include file distribution, link distribution, delivery of instructions, and, most notably,
an auto-update mechanism for AntiVirus, AntiSpyware, Windows OS patches, and cli-
ent firewall rules. The network access security policy should include the details on how
devices will be remediated under different circumstances.

All posture assessment and remediation configuration is done using the ISE GUL. It is
here that you define the Posture Policy by configuring rules based on operating system
and/or other conditions that will satisfy the policies contained in your corporate NASP
document. Before you create your network access security policy for ISE, it is important
to understand the ISE process for posture assessment. This technique uses a combination
of policy checks, rules, and requirements. The ISE posture service checks the health (pos-
ture) of the clients for compliance with your corporate network security policies before
the host gains privileged network access. The ISE Client Provisioning service deploys the
NAC agent to any hosts that don’t have it installed and set up.

An example of pre-configured Posture rules are shown in Figure 7-1.
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The ISE file condition checks shown in Figure 7-1 are the Cisco predefined checks that
are downloaded from Cisco every two hours. Checks can be groups of several checks
combined together using Boolean operators. They can also be operating system specific.

ISE then allows you to create posture rules that combine multiple checks into a com-
pound condition. Figure 7-2 shows a sampling of the Cisco predefined rules in ISE.

ISE requirements, as shown in Figure 7-3, define what remediation action is offered to any
noncompliant users. In this example, the Windows Server Update Services (WSUS) ser-
vice is being turned on to ensure that all WSUS-enforced updates are installed on the PC.
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Figure 7-2 Compound Condition Rules Example
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Figure 7-3 Requirement Examples

If all matching requirement rules are passed, then the client is marked as posture compli-
ant. Otherwise, the client is marked as posture noncompliant. This overall status can then
be used in authorization rules to properly adapt network access privileges. Figure 7-4
shows an example of restricting a noncompliant host using a downloadable access control
list (DACL) that only allows hosts to get to remediation resources.
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Figure 7-4 Posture-Aware Authorization Rule Example

Here is a summary of the rules and requirements structure in ISE:

m Rules are made up of one or more checks that can be combined into an expression

“|” «“p»

using the Boolean operators and “&”, or “I”, not “1”, and evaluation priority paren-
theses (). If the result is true, then the client passes the rule.

Requirements are made up of one or more rules. A requirement can specify that a
device must pass any selected rule, all selected rules, or no selected rules in order for
the device to pass the requirement.

Requirements also define the mechanism to use and the instructions that will allow
the client to remediate any failed rules. For example: Distribute a file or link with the

instructions “Click the link and download, install, and run the XYZVirus cleaning

tool.”

®m Requirements are mapped to authorization rules and/or operating system types.

Table 7-1 shows the posture assessment options available in ISE when using the various
Cisco NAC Agent software versions. You can see that the Windows NAC Agent has the
most functionality of the three Agent types.

Table 7-1 Posture Checks

NAC Agent for Windows Web Agent for Windows NAC Agent for Mac OS X
Operating System/Service Operating System/Service —

Packs/Hotfixes Packs/Hotfixes

Process Check Process Check Not supported
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NAC Agent for Windows Web Agent for Windows NAC Agent for Mac OS X
Registry Check Registry Check —

File Check File Check Not supported

Application Check Application Check Not supported

Antivirus Installation

Antivirus Installation

Antivirus Installation

Antivirus Version/Antivirus
Definition Date

Antivirus Version/Antivirus
Definition Date

Antivirus Version/Antivirus
Definition Date

Antispyware Installation

Antispyware Installation

Antispyware Installation

Antispyware Version/
Antispyware Definition Date

Antispyware Version/
Antispyware Definition Date

Antispyware Version/
Antispyware Definition Date

Windows Update Running

Windows Update Running

Windows Update
Configuration

Windows Update
Configuration

WSUS Compliance Settings

WSUS Compliance Settings

Table 7-2 displays all of the different remediation actions that the various NAC Agents
can perform. Again, the Windows NAC Agent has the most functionality. These actions
can be done for the user transparently or user interaction can be implemented.

Table 7-2 Posture Remediation Actions

NAC Agent for Windows

Web Agent for Windows

NAC Agent for Mac OS X

Message Text (Local Check)

Message Text (Local Check)

Message Text (Local Check)

URL Link (Link Distribution)

URL Link (Link Distribution)

URL Link (Link Distribution)

File Distribution

File Distribution

Not supported

Launch Program

Not supported

Not supported

Run Antivirus Definition
Update

Not supported

Antivirus Live Update

Run Antispyware Definition
Update

Not supported

Antispyware Live Update

Run Windows Update

Not supported

Run WSUS Update

Not supported

Now that we have explored all of the posture variables and features, let’s take a look at
a final summary flow of posture assessment in ISE. Figure 7-5 illustrates the order of
operations ISE takes from checks to the final Posture Policy evaluation.
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Checks

[ ] Win7_SP1 [

[ | win7_Java_Updated |

[ | win7_IE_Updated |

[ | Trend AV Updated |

| | Mcafee_AV_Updated |

[ [symantec_AV_Updated]

And

Or

Rules

Win7_Compliant .

AV_updated .

Requirements

| Win7_Host_Compliant | |
[

| Remediation Actions | |

| User Message | |

Posture Status

| | Authorization Rule(s) Condition | |

[ ] session:PostureStatus=NonCompliant | |

[ ] session:Posturestatus=Compliant | |

[ | session:Posturestatus=Unknown [ |

Posture Policy

[T win7_Host_Posture [ |

I
| | Identity Group=employee | |
I

[ T os=windows7(an | |

I
| Requirement=Win7_Host_Compliant | |

Figure 7-5 ISE Posture Assessment Process

Sample NASP Format for Documenting ISE Posture Requirements

As discussed, ISE uses several mechanisms to define what it should look for, or posture
assess, on a given device. It also has several mechanisms for the proper remediation of
any failed security requirements. Ultimately, the network access security privileges that
a client receives are based on the posture status result (for example, compliant) of a
matched policy rule, which in turn is used as an authorization rule condition that the cli-
ent matches. With this in mind, your NASP should have sections for each Posture Policy
rule, and under each you should have the checks, rules, and requirements that pertain to
clients of that posture policy rule. Here is a nice example of a NASP formatted in this

way:

Employee Posture Policy

Table of Contents for Employee Posture Policy:

L. Identity Group Criteria pg. xxx

I1. Acceptable Use Policy pg. xxx

III. Windows 7 Security Requirements pg. xxx

1. Approved AV Installed & Up-to-date pg. xxx
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a. Security checks pg. xxx

b. Security rules pg. xxx

I. Identity Group Criteria — Any user that is a member of the employees group in Active
Directory.

II. Acceptable Use Policy — Reference which AUP, if any, is to be enforced by ISE. For
example, you might reference an AUP called Trusted User AUP. It is common that only
a reference to an AUP name is put here and the actual AUP document lives in its own
section within the NASP document. This allows for easy reuse of AUP policies across
multiple roles.

ITII. Windows 7 Security Requirements
1. Approved AV Installed & Up-to-date

Trend AV Requirement — Link distribution that points to the Trend client download page
on the corporate antivirus server.

Trend AV Requirement to Rule Mapping — Map requirement Trend_AV_Installed to rule
Trend_AV_Installed. Requirement met if any rules succeed.

a. Security Rules —

Trend AV Installed rule — Rule expression only includes the Trend AV Installed
check.

b. Security Checks —

Trend AV Installed check — Corporate Trend Micro antivirus client must be installed
on all Windows devices.

The ISE solution has lots of predefined checks and rules that you can use to build your
posture rules. All of the built-in predefined checks have pc_ preceding their name, such
as pc_AutoUpdateCheck. All of the built-in predefined rules have pr_ preceding their
name, such as pr_AutoUpdateCheck. These checks and rules are constantly updated by
Cisco and are automatically downloaded by ISE. Also, ISE has auto-update support for
Microsoft Windows, numerous antivirus vendors, and antispyware vendors out of the
box. This means that ISE keeps up to date with the latest versions, DAT files, and hotfixes
available for each of the supported vendors automatically. Keep this in mind when creat-
ing your ISE network access security policy.
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Common Checks, Rules, and Requirements

The following are some of the most common checks, rules, and requirements implement-
ed by administrators of the ISE solution. All of the examples shown have corresponding
Cisco predefined checks and rules and are auto-updated by ISE.

® An AntiVirus program must be installed, running, and up to date. Most organiza-
tions will specify particular AV programs for certain posture policy rules. For
example, the employee posture rule may state that clients must use corporate Trend
Micro AV, whereas the guest posture rule may state that clients are allowed to use
any of the numerous ISE-supported AV vendors.

® An antispyware program must be installed, running, and up to date. Most orga-
nizations will specify particular AS programs for certain authorization rules. For
example, the employee posture rule may state that clients must use the corporate
Webroot AS client, whereas the guest policy rule may state that clients are allowed
to use any of the ISE-supported AS vendors.

m All Windows 7 clients must be running Service Pack 1. The built-in check is called
pc W7 SP1.

m All Windows clients must have the Windows auto-update service running. By
default, ISE looks to make sure the wuauserv service is running. The built-in check is
called pc_AutoUpdateCheck. The built-in rule is called pr_AutoUpdateCheck Rule.

m All 64-bit Windows 7 and 8 hosts must have installed the latest critical Microsoft
security hotfixes as defined by the ISE rule pr Win7 64 Hotfixes and pr Win8 64
Hotfixes, respectively. These rules, and their corresponding checks, are continuously
updated by Cisco. They include the most critical security hotfixes for Windows 7
and Windows 8 operating systems. They do not, however, include every security
update that Microsoft has ever released for each operating system. If you require
additional hotfixes, you can duplicate the relevant pr Win 64 Hotfixes predefined
rule to include them.

m All requirements dealing with the updating of antivirus and antispyware programs
will use the built-in AV Definition Update type. These rules are preconfigured to
map to the matrix of AV and AS vendors and products supported by ISE. These rules
do not require you to configure any checks and are continuously updated by Cisco.
If the user fails these requirements, the user can be presented with an Update button.
When clicked, this Update button auto-launches the update program for the AV or
AS program that failed the policy.

Method for Adding Posture Policy Rules

Many organizations do not have a process in place to determine if, when, and how a
security update should be added to their network access security policy document.
Organizations that lack this type of process, or method, are in greater danger of mak-
ing bad decisions about the security updates they choose to install. For this reason, it
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is important for organizations to establish and follow a formal method for adding and
updating their posture policy rules. This section deals with this topic as it pertains to the
initial creation and subsequent revisions of the network access security policy docu-
ment. Knowing which host security patches to enforce using ISE is a big job. The goal is
to provide the information necessary for you to set up your own method, or process, for
determining which posture rules you want to include in your initial network access secu-
rity policy for ISE. A secondary goal is to provide the information necessary for you to
set up your own method, or process, for determining when to add, change, and delete the
checks, rules, and requirements that make up your host posture policy rules in ISE.

Research and Information

The ISE solution comes with many preconfigured checks and rules, as previously
described. Simply implementing these built-in policies will go a long way toward increas-
ing the security posture of most organizations’ devices and networks. However, these are
by no means the only security checks and rules that are available. In many cases, your
organization may choose to implement checks, rules, and requirements that are beyond
the scope of the predefined ones. When this occurs, it is vital that you are able to find
the information and research needed to make the most informed decision possible.
Regardless of whether or not the security fixes you put in place use the built-in policies,
custom policies, or a combination of both, it is vital that you understand the purpose of
the fixes, their impact, and their severity level. It is also necessary to remain informed
about the emergence of new vulnerabilities, exploits, and viruses. Obtaining this informa-
tion is not always trivial. Following are some of the commonly used security websites,
blogs, and resources available online. Most are free but some also offer a paid service.

m SecurityFocus (http://www.securityfocus.com): Famous for its BugTraq list. This is
one of the best places for obtaining the latest vulnerability information.

m SecLists.Org Security Mailing List Archive (http://seclists.org): This site is a mash-
up of the best security sites. It is your one-stop shop for staying in the know on the
latest security news.

m Microsoft TechNet Security Center (www.microsoft.com/technet/security): This
web portal serves as a good jumping-off point for investigating any Microsoft secu-
rity vulnerabilities, updates, and exploits.

m Microsoft Security Bulletins (http://www.microsoft.com/technet/security/bulletin):
This website has a nice search engine for locating Microsoft security bulletins. The
site also has a link to sign up to receive security bulletins via email, RSS, or IM. The
search engine allows you to search for vulnerabilities based on severity level and
operating system type and version.

m National Cyber Awareness System (http://www.us-cert.gov/ncas/): The National
Cyber Awareness System was created to ensure that you have access to timely infor-
mation about security topics and threats. You can sign up here to receive alerts from
the U.S. Computer Emergency Readiness Team (US-CERT).
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Government sites such as the National Vulnerability Database (http://nvd.nist.gov)
and US-CERT (http://www.us-cert.gov) are filled with timely security alert informa-
tion and are vendor agnostic.

Metasploit (http://www.metasploit.com/): This site does not offer any security infor-
mation but does provide a very easy-to-use security tool that will help you test the
security of your devices.

Cisco Security Intelligence Operations (http://www.cisco.com/go/sio): The Cisco
SIO website serves as a security portal to find information regarding security bul-
letins from all the major application and operating system vendors. It also provides a
wealth of cyber security reports and response bulletins.

These websites and others like them can be found throughout the Internet. They can be
powerful tools for gathering the security information needed to make an informed deci-
sion on which security patches ISE should enforce.

Establishing Criteria to Determine the Validity of a Security Posture Check, Rule,
or Requirement in Your Organization

Your organization’s network access security policy should have a section that documents
the criteria to be used to decide if a proposed security check, rule, or requirement needs
to be added to ISE. The establishment of set criteria will serve to improve the accuracy of
the decision process. The criteria used should be tailored for your specific environment
and should refrain from using generalities whenever possible. The more fine-grained the
criteria used, the more informed the decision process will be.

For every proposed and existing security fix in the NASP, and subsequently in ISE, you
should be familiar with, or know where to obtain, the following information regarding
security vulnerability:

Which products, applications, and versions are affected?
What is the severity level or Common Vulnerability Scoring System (CVSS) score?

What is the potential impact or risk to the organization if the vulnerability is exploit-
ed? This point should be explored in detail, noting both a best- and worst-case sce-
nario.

Can the vulnerability be exploited remotely?
Are exploits publicly available?
Is the use of the affected software widespread in your organization?

Are the ports, protocols, and devices in question being blocked using a firewall, IPS,
personal firewall, or ISE already? If so, to what extent does this mitigate the exploit
risk?

Is a patch available for the vulnerability?
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m If a patch is available, is it possible to test the patch to make sure it works as adver-
tised?

m If no patch testing can be done, is the risk of deploying a faulty patch less than the
risk of the vulnerability?

m If no patch is available, is it possible to use any of the security features in ISE to help
mitigate this feature? If not, is it possible to use any other security products to do
so?

Before taking action, it is important to understand what the expected overhead on the IT
staff might be if the new patch or fix is implemented. This should be explored in detail,
noting both a best- and worst-case scenario. Here are some of the topics for consider-
ation:

m How stable is the new patch?

m Is additional help desk load necessary?

m [s additional IT staff load necessary?

m What is required of the end-user community?

m Was additional network load created due to deployment of new patches?
m If deploying patches over the WAN, what is the potential impact?

m Who will perform any testing needed? What resources are required to perform the
testing?

m What is needed to set up the deployment method for distributing the patch or
update?

m What is the expected impact on and reactions from the user community if the fix for
the vulnerability is rolled out?

Method for Determining Which Posture Policy Rules a Particular Security
Requirement Should Be Applied To

Once you have decided that a security fix or patch should be deployed in your envi-
ronment, the next step is to decide which posture rules should receive the fix or if you
should create a new rule. Additionally, it is important to determine whether the fix should
be mandatory or optional. This might vary based on posture rule. It is a best practice to
deploy new security requirements as optional first and then, after a set amount of time,
make them mandatory. This results in the least impact possible on the user community.
However, if a vulnerability poses significant risk to the organization, then the new secu-
rity requirement should be rolled out as mandatory initially.

Here are some things to consider when deciding which posture rules should receive a new
security requirement:
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m Do all identity groups run the affected software?

m Do any of the identity groups pose a greater risk than others if the patch causes
adverse affects on clients? In other words, do certain posture rules contain clients
that, if debilitated due to a bad patch, would significantly affect the organization?
If so, would starting with less risky rules first to further assess the robustness of the
patch make sense?

m Do any posture rules have an elevated exposure to the vulnerability in question? If
so, does this elevated exposure warrant mandatory enforcement of the new security
requirement?

m Does the security requirement apply to the guest posture rule, if one exists?

Method for Deploying and Enforcing Security Requirements

Once you have decided that a security requirement should be added to the NASP and
ISE, it is necessary to come up with a deployment strategy. As previously discussed in
Table 7-2, a requirement remediation has the following options for resolution:

m File distribution

m Link distribution

m Launch executable
m Message only

m AV definition update
m AS definition update

m Windows update

The easiest options to deploy are the update types. They use the built-in deployment and
updating mechanisms that are already configured on the local device. For example, the
requirement type of windows update uses the Windows Update Service that is already
present on and configured for the client that needs the updates.

Regardless of the requirement type chosen, the following deployment questions should
be considered:

m Should the deployment method be the same for all posture rules?

m Which deployment method would be the most efficient at reaching the posture rules
in question?

m Should the enforcement of the new security requirement be optional, audit, or man-
datory in the beginning? Does this vary by posture rule or identity group?
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m If optional, should the requirement be made mandatory at some point in time? If so,
define the time period between optional and mandatory. Does this vary by posture
rule?

m If audit only, what is the goal of the audit? What will be done with the data col-
lected?

m Will it ensure that clients in quarantine have privileges to access the proposed reme-
diation resources? For example, if you use a link to www.fixme.com as your deploy-
ment method, you need to ensure that access to this URL is not restricted.

ISE Device Profiling

In addition to its device security posture assessment feature, ISE includes a built-in
device profiling function. Device profiling examines the behavior of a given node to
determine what kind of device it is and how it is acting on the network. Profiling is also
used for supplicant provisioning of clients. Cisco ISE profiler functionality requires the
Advanced license to operate (the license options are described in Chapter 3). Cisco ISE
includes over 280 built-in profiling rules and over 375 device profiler conditions. It uses
multiple data sources from which to gather the information needed to make these deter-
minations. This information is matched against the ISE profiler conditions until a best
match is made. That condition is then used to match a profiler policy rule. Once a profiler
policy rule is matched, the result can then be used as an ISE authorization rule condition.
It is in this way that ISE can provide different network privileges based on a device pro-
file.

Figure 7-6 depicts a sampling of the ISE profiler conditions that come preinstalled with
ISE. ISE will also receive updated and new profiles through its profiler feed service. The
feed service connects to Cisco.com to see if any new profile data is available for down-
load. If so, it will download and update its profiling database accordingly.

O e e

Figure 7-6 ISE Profiler Conditions
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Each condition shown in Figure 7-6 contains logic that defines how the condition is
met. As you can see, many of the conditions have multiple rules or multiple checks for
the same device type. The Apple iPad conditions are a good example of this. Figure 7-7
shows just one of four checks that are used to determine if a device is an Apple iPad.
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Figure 7-7 ISE Apple iPad Profiler Conditions

The example condition shown in Figure 7-7 matches the user-agent string from a web
browser. There are several other built-in ISE profile conditions that can be used to iden-
tify an iPad. Figure 7-7 shows only one of the many available.

ISE Profiling Policies

The Cisco ISE conditions just discussed are used to create your ISE device profile poli-
cies. Sticking with the Apple iPad profile example, Figure 7-8 shows the profiler policy
that uses the iPad condition shown in Figure 7-7.

The policy shown in Figure 7-8 uses two rules. Both rules, if matched, raise the certainty
factor by 20 points. This profiler policy defines that the minimum certainty factor for
this policy to be matched is 20. It is also important to note that in order for this policy to
even be processed by ISE, the defined parent policy must have been matched first by the
device being profiled. The parent policy in this Apple iPad policy is shown to be Apple-
Device.

When you are creating your device security policy for Cisco ISE, be sure to include the
logic that is used by ISE profiler in that policy. The policy should include the following
for any custom-designed profiles needed:

m Device Profile Condition(s) Definition: Match criteria needed (that is, user-agent
string, MAC OUI, DHCP hostname, and so on)

m Device Profile Policy

m Rules definition of policy and amount to raise the certainty factor. Rules use the
conditions above.

m Define the minimum certainty factor for the policy.

m Define any parent policies.
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Figure 7-8 ISE Apple iPad Profiler Policy

ISE Profiler Data Sources

To create a profiler condition to match against, you first need to understand what match
criteria is offered by Cisco ISE. Figure 7-9 shows the various types of conditions that can
be used to match a device’s behavior against.
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Figure 7-9 Profiler Conditions
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Each of the ten condition types shown in the drop-down list has several subtypes to
choose from as well. This allows you to create very specific conditions on which to match
against. For example, the IP type can match against a specific browser user-agent string.

Note In an ISE distributed deployment, the Profiler Service runs as a part of the Policy

Services Node.

Using Device Profiles in Authorization Rules

Once you have your profiler policies in place and matching correctly on devices, you
need to configure ISE authorization rules to use your profiles. Figure 7-10 depicts an
example of a rule that matches on Apple iPad devices that are accessing the network
using wireless. The resulting permissions are to only allow Internet access to iPads.
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Wireless Black List Default f  Blacklist AND Wireless_Access
Restrict Apple iPads It Apple-iPad AND Wireless_Access

& Policy Elements

Permissions
then  Blackhole_Wireless_Access

then  Internet_only

Figure 7-10 ISE Apple iPad Authorization Policy

Summary

This chapter covered the features and functionality that Cisco Identity Services Engine
has for enforcing a device security policy. The two main features Cisco ISE employs are
host posture assessment and device profiling. When writing a device security policy for
your organization, you should follow a very similar logic structure to that Cisco ISE uses

for device posture assessment and profiling.




Chapter 8

Building an ISE Accounting and

Auditing Policy

Keeping track of what is happening inside the network and inside of ISE is critical

to understanding how the ISE solution is behaving. It is also vital for compliance and
internal audit reasons. For example, auditing the changes that each ISE administrator
makes to the configuration is extremely important. ISE Accounting is the mechanism
that absorbs the RADIUS accounting packets from network devices such as switches,
Wireless LAN Controllers, and ASA VPN headends. ISE Auditing is the logging and
reporting of everything that happens internal to ISE. This includes administrator
configuration changes, ISE system health, processing of ISE rules, and full logging of
authentication and authorization activities.

Note In a distributed ISE deployment, the Administration Node handles all ISE system-
related configuration and configuration change auditing. The Policy Services Node handles
all of the network access device (NAD) RADIUS accounting packets. All of the relevant
information is also sent from each Admin and Policy services node to the Monitoring and
Troubleshooting Node for purposes of creating accounting and auditing reports.

Why You Need Accounting and Auditing for ISE

Logging mechanisms, such as RADIUS accounting and ISE configuration auditing, pro-
vide the ability to track user and administrator activities. This is critical in preventing,
detecting, or minimizing the impact of a security compromise. The presence of these
logs in all environments allows thorough tracking, alerting, and analysis when something
does go wrong. Determining the cause of a compromise or just a configuration mistake is
very difficult, if not impossible, without accounting and auditing records.

Creating a comprehensive ISE audit trail is necessary for passing many of your compli-
ance audits. The Payment Card Industry (PCI) Data Security Standard (DSS), a standard



84 Cisco ISE for BYOD and Secure Unified Access

for the protection of credit card data, provides a robust framework for auditing require-
ments. It is highly likely that if you follow the auditing recommendations in PCI DSS, you
will pass most other types of logging audits. It is for that reason that we are reusing much
of the PCI DSS framework for the ISE accounting and auditing policy recommendations

here.

Using PCI DSS as Your ISE Auditing Framework

PCI DSS Requirement 10 and its subrequirements lay out a nice framework you can

use to build your own auditing policy for the Cisco Identity Services Engine. Table 8-1
depicts the relevant section from Payment Card Industry (PCI) Data Security Standard
Requirements and Security Assessment Procedures, Version 2.0 (available at https://
www.pcisecuritystandards.org/documents/pci_dss_v2.pdf). The left column describes
the requirement and the right column describes how you could audit that requirement to

ensure it is being met.

Table 8-1 PCI DSS 2.0 Requirement 10

PCI DSS 2.0 Requirements

Audit Testing Procedures

Requirement 10: Track and monitor all access to network resources and cardbolder data

10.1 Establish a process for linking all access
to system components (especially access
done with administrative privileges such as
root) to each individual user.

10.1 Verify through observation and inter-
viewing the system administrator, that audit
trails are enabled and active for system com-
ponents.

10.2 Implement automated audit trails for all
system components to reconstruct the fol-
lowing events:

10.2 Through interviews, examination of
audit logs, and examination of audit log set-
tings, perform the following:

10.2.1 All individual accesses to cardholder
data.

10.2.1 Verify all individual access to card-
holder data is logged.

10.2.2 All actions taken by any individual
with root or administrative privileges.

10.2.2 Verify actions taken by any individual
with root or administrative privileges are
logged.

10.2.3 Access to all audit trails.

10.2.3 Verify access to all audit trails is
logged.

10.2.4 Invalid logical access attempts.

10.2.4 Verify invalid logical access attempts
are logged.

10.2 5 Use of identification and authentica-
tion mechanisms.

10.2.5 Verify use of identification and
authentication mechanisms is logged.

10.2.6 Initialization of the audit logs.

10.2.6 Verify initialization of audit logs is
logged.
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PCI DSS 2.0 Requirements

Audit Testing Procedures

10.2.7 Creation and deletion of system-level
objects.

10.2.7 Verify creation and deletion of system
level objects are logged.

10.3 Record at least the following audit trail
entries for all system components for each
event:

10.3 Through interviews and observation, for
each auditable event (from 10.2), perform the
following:

10.3.1 User identification.

10.3.1 Verify user identification is included in
log entries.

10.3.2 Type of event.

10.3.2 Verify type of event is included in log
entries.

10.3.3 Date and time.

10.3.3 Verify date and time stamp is included
in log entries.

10.3.4 Success or failure indication.

10.3.4 Verify success or failure indication is
included in log entries.

10.3.5 Origination of event.

10.3.5 Verify origination of event is included
in log entries.

10.3.6 Identity or name of affected data,
system component, or resource.

10.3.6 Verify identity or name of affected
data, system component, or resources is
included in log entries.

10.4 Using time-synchronization technol-
ogy, synchronize all critical system clocks
and times and ensure that the following is
implemented for acquiring, distributing, and
storing time.

Note: One example of time synchroniza-
tion technology is Network Time Protocol
(NTP).

10.4.a Verify that time-synchronization tech-
nology is implemented and kept current per
PCI DSS Requirements 6.1 and 6.2.

10.4.b Obtain and review the process for
acquiring, distributing and storing the cor-
rect time within the organization, and review
the time-related system-parameter settings
for a sample of system components. Verify
the following is included in the process and
implemented:

10.4.1 Critical systems have the correct and
consistent time.

10.4.1.a Verify that only designated central
time servers receive time signals from exter-
nal sources, and time signals from external
sources are based on International Atomic
Time or UTC.

10.4.1.b Verify that the designated central
time servers peer with each other to keep
accurate time, and other internal servers only
receive time from the central time servers.
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PCI DSS 2.0 Requirements

Audit Testing Procedures

10.4.2 Time data is protected.

10.4.2.a Review system configurations and
time-synchronization settings to verify that
access to stored time data is restricted to only
personnel with a business need to access time
data.

10.4.2.b Review system configurations and
time synchronization settings and processes
to verify that any changes to time settings on
critical systems are logged, monitored, and
reviewed.

10.4.3 Time settings are received from
industry-accepted time sources.

10.4.3 Verify that the time servers accept
time updates from specific, industry-accepted
external sources (to prevent a malicious indi-
vidual from changing the clock). Optionally,
those updates can be encrypted with a sym-
metric key, and access control lists can be
created that specify the IP addresses of client
machines that will be provided with the time
updates (to prevent unauthorized use of inter-
nal time servers).

10.5 Secure audit trails so they cannot be
altered.

10.5 Interview system administrator and
examine permissions to verify that audit trails
are secured so that they cannot be altered, as
follows:

10.5.1 Limit viewing of audit trails to those
with a job-related need.

10.5.1 Verify that only individuals who have a
job-related need can view audit trail files.

10.5.2 Protect audit trail files from unau-
thorized modifications.

10.5.2 Verify that current audit trail files are
protected from unauthorized modifications
via access control mechanisms, physical seg-
regation, and/or network segregation.

10.5.3 Promptly back up audit trail files to
a centralized log server or media that is dif-
ficult to alter.

10.5.3 Verify that current audit trail files
are promptly backed up to a centralized log
server or media that is difficult to alter.

10.5.4 Write logs for external-facing tech-
nologies onto a log server on the internal
LAN.

10.5.4 Verify that logs for external-facing
technologies (for example, wireless, firewalls,
DNS, mail) are offloaded or copied onto

a secure centralized internal log server or
media.
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PCI DSS 2.0 Requirements

Audit Testing Procedures

10.5.5 Use file-integrity monitoring or
change-detection software on logs to ensure
that existing log data cannot be changed
without generating alerts (although new data
being added should not cause an alert).

10.5.5 Verify the use of file-integrity moni-
toring or change-detection software for logs
by examining system settings and monitored
files and results from monitoring activities.

10.6 Review logs for all system components
at least daily. Log reviews must include those
servers that perform security functions like
intrusion-detection system (IDS) and authen-
tication, authorization, and accounting pro-
tocol (AAA) servers (for example, RADIUS).

Note: Log bharvesting, parsing, and alerting
tools may be used rto meet compliance with
Requirement 10.6.

10.6.a Obtain and examine security policies
and procedures to verify that they include
procedures to review security logs at least
daily and that follow-up to exceptions is
required.

10.6.b Through observation and interviews,
verify that regular log reviews are performed
for all system components.

10.7 Retain audit trail history for at least one
year, with a minimum of three months imme-
diately available for analysis (for example,

online, archived, or restorable from back-up).

10.7.a Obtain and examine security policies

and procedures and verify that they include

audit log retention policies and require audit
log retention for at least one year.

10.7b Verify that audit logs are available for
at least one year and processes are in place
to immediately restore at least the last three
months’ logs for analysis.

The Cisco ISE solution is capable of meeting all of PCI DSS Requirement 10. The fol-
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lowing sections depict some examples of how to configure ISE to meet a sampling of the
requirements in Requirement 10.

ISE Policy for PCI 10.1: Ensuring Unique Usernames and Passwords

To ensure that each administrator of Cisco ISE has a unique username and password for
auditing purposes, you must utilize role-based access control (RBAC) for administration
users. Figure 8-1 shows an example of creating a local ISE super administrator account.
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Figure 8-1 Crearing a Local ISE Administrator

Each administrator should have their own account with the proper level of privileges
required for them to accomplish their job. Always exercise the concept of least privilege
when assigning administrators a privilege level. You want them to have only the bare
minimum privileges they require. You can use the built-in administrator authorization
permissions or create your own inside of ISE. The authorization permissions are broken
down into two types: Menu Access and Data Access. Menu Access permissions deter-
mine which menus the administrator can see. Data Access permissions allow you to grant
full or no access to the following data in the Cisco ISE interface:

® Admin Groups

m User Identity Groups

Endpoint Identity Group

m Locations

Device Types
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Figure 8-2 depicts the Menu Access permissions screen in Cisco ISE.
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Figure 8-2 Menu Access Permissions

ISE Policy for PCI 10.2 and 10.3: Audit Log Collection

PCI Requirement 10.2 and its multiple subrequirements explain the types of audit logs
that should be enabled on a system like ISE to ensure proper audit trails are created.
Cisco ISE includes robust auditing controls and configuration options you can use to
comply with PCI DSS 10.2 requirements. The requirements of PCI DSS 10.3 are met by
the internals of the way ISE logs events and occur without you having to do any addi-
tional configuration.

The audit logs that ISE can create are broken into Logging categories, as shown in Figure
8-3. As a best practice, all of these categories should be enabled for local logging level (as
shown in the Local Log Level column).

The Targets column indicates the logging servers to which the messages will be sent for
logging and storage. Targets are typically syslog servers, but the various types will be
explained next.
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Figure 8-3 ISE Audit/Logging Categories

ISE Policy for PCI 10.5.3, 10.5.4, and 10.7: Ensure the Integrity and
Confidentiality of Log Data

To ensure the integrity and confidentiality of audit log data, copying the logs to a non-
ISE logging server is recommended. This ensures that in the event of an ISE compromise,
administrator error, or system failure, the audit trail logs are not lost. You can also apply
file integrity checking tools on the external log server data store for additional protection.
Figure 8-4 illustrates the configuration options for configuring remote logging targets.
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Figure 8-4 Configuring ISE Remote Logging Targets

The type of log server targets supported include UDP syslog, TCP syslog, and Secure
syslog. You can assign multiple targets to a single audit category, as shown earlier in
Figure 8-3.

PCI Requirement 10.7 necessitates that you keep audit logs for a period of one year, with
at least 90 days’ worth of logs kept readily available. To comply with 10.7, it is recom-
mended that you configure ISE to hold 90 days of local audit logs and use your external
logging target servers for the long-term, one-year storage. This allows Cisco ISE to oper-
ate without the burden of a large audit log data store. If 90 days’ worth of audit data is
too large to be stored locally on ISE, then use the external logging servers and reduce
the number of days’ worth of logs the ISE local log stores. Figure 8-5 shows the local log
retention configuration options.
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Figure 8-5 ISE Local Log Data Retention Policy

ISE Policy for PCI 10.6: Review Audit Data Regularly

Now that you have Cisco ISE set up to produce the proper audit trails, you need to
review that data regularly. PCI requires that you review the logs of AAA servers such
as Cisco ISE on a daily basis, which is a great best practice to follow. That, however, is a
fairly tall order for today’s overworked security analysts. Luckily, Cisco ISE has built-in
reports and scheduled reports that can be created and, if desired, emailed to you every
day or on a set interval. The Administrator Summary report, shown in Figure 8-6, is

a good place to go to review all of the different administrator activity reports for ISE
administrators.
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Figure 8-6 ISE Administrator Summary Report

Clicking any of the document magnifying-glass icons in the different columns will open
and run a report for that column. Figure 8-7 depicts an example of an ISE administrator
configuration change report.
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Figure 8-7 ISE Administrator Change Configuration Audit Report

Clicking any of the hyperlinks in the report will spawn another audit report with more
details about the event.

Any ISE report that you run can be saved as a scheduled report. You can then input the
relevant data, as shown in Figure 8-8, such as an email address to send the report to, fre-
quency, and so forth.
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Figure 8-8 Scheduled Admin Change Configuration Report

Cisco ISE User Accounting

In addition to auditing the administrators of ISE, it is also important to be able to audit
the users authenticated via ISE. For this function, Cisco ISE offers the same user report-
ing structure that was just reviewed for administrators. It is found in the Operations >
Reports > Auth Services Status section of the ISE GUI. The Authentication Summary
report shown in Figure 8-9 is a good example of a user audit report.
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Figure 8-9 User Authentication Summary Report

For more user and device detailed reports, go to the Endpoint and Users report section
under Operations > Reports > ISE Reports. Figure 8-10 depicts the Top Authorizations by
User report.

e Tap Auhariaters by User P T - LT

Figure 8-10 Top Authorizations by User Report
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Summary

Proper auditing and accounting is instrumental in operating the ISE solution. It assists
with troubleshooting tasks, compliance reporting, and locating configuration errors and
security compromises. By using the PCI Requirement 10 as your guide, you will likely

be able to pass audits against other security standards, including your own internal audit.
Having said that, it is not a panacea, so be sure to check the regulations you will be audit-
ed against to ensure you configure Cisco ISE appropriately.



Chapter 9

The Basics: Principal

Configuration Tasks for
Cisco ISE

This chapter covers the initial installation and configuration of the Cisco Identity
Services Engine. As discussed previously, Cisco ISE can be installed on a physical
appliance or as a VMware appliance. Be sure to check the latest VMware requirements
for ISE at http://www.cisco.com/go/ise. This chapter guides you through the initial
setup steps for installing a standalone, non-high-availability mode, ISE deployment.

It also covers the configuration of role-based access control (RBAC) for controlling
administration of ISE.

Note If you are using the Cisco ISE 3400 Appliance, you can monitor the server
inventory, health, and system event logs by using the built-in Cisco Integrated Management
Controller (CIMC) GUI or the command-line interface (CLI). The default username for the
CIMC server is admin. The default password is password.

Bootstrapping Cisco ISE
Follow these steps to perform the initial bootstrapping of ISE:
1. Install the Cisco ISE DVD.

2. When the Cisco ISE Installer boot options menu appears, as shown in Figure 9-1,
enter 1 or 2, depending on your interface, and press Enter.
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ATW-CP-ISEO2
Summary - Resource Allocation | Performance | Tasks &Events | Alarms Permissions | Maps | Storage Views

he Cisco Identity Services Engine Installer
1.2.8.524

Available boot options:

[11 Cisco ISE Ins la]l111un (R ;lhrmtdl’ itor)
sole)
rd/Monitor)
al Console)

ng 08 from hard
Enter boot option and pr <Enter>.

boot: 1_

Figure 9-1 ISE Boot Options Menu

3. Once the software installs, enter Setup at the prompt.

Note It is recommended to ensure your ISE node is connected to the network before
proceeding further.

4. Enter the information requested in the prompts that follow.

Note It is recommended that all ISE nodes be set for NTP and to the UTC time zone.
This allows the time stamps on logs to remain consistent across the ISE deployment.

5. ISE automatically reboots when you are finished. Expect this process to take several
minutes.

6. At the CLI login prompt, enter your username and password.

Note While ISE is built on top of a purpose-built Linux platform known as the
Application Development Environment Operating System (ADE-OS), it uses a CLI shell
instead of a common Linux shell (such as Bash). The ISE CLI is very similar to the Cisco
IOS CLI. There are two modes, exec and configuration mode. The ISE CLI has show
commands (both show run and show version work, for example), and you can use ? to get
help. You can use the do command while in configuration mode to issue exec commands.
This similarity should help you to navigate the ISE CLI quicker.
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7. Check to ensure ISE is running properly by issuing the show udi and show applica-
tion status ise commands. Write down The Unique Device Identifier (UDI), as it is
important for licensing later on. When checking the application status, you should
see something similar to Figure 9-2, which displays a message indicating that all ser-
vices are running.

ATW-CP-1SEBZ login: admin
ord:
login: Thu Dec 2
ATW-CP-I5EBZ /adminit s

SPID: ISE-UM-K9
UPID: VU1
Serial: 3IRJGHIUQJC

ATW-CP-ISEBZ/admin®t show application s

Databa istener is running, PID:
ataba is runm , number of pro
i is running, PID:
« FID: ‘BP9 2
is running, PID: 4228
running, PID: 6653
| unning, PID: 6739
UHRH[HG. E D S NOT LARGE ENOUGH FOR PHODU[]?UN USE
. EFﬂHHFHDED DIS : 288 GB, CURRENT DIS .E

sadminit conl t
: ation commands, one per line. End with CNTL/Z
nTH FP—[QEB wdmin(conf igl)#t _

Figure 9-2 [SE CLI: Status Check

8. Open your web browser to https://ISE/admin (replace ISE with the DNS name of
your ISE node). Log in with your CLI credentials.

9. Select Yes to run the Cisco ISE Policy Setup Assistant wizard. This wizard speeds up
the process of the initial configuration, described in the following section, and con-
figures the most common initial features you will need. If you ever need to restart
the wizard, just click Setup Assistant in the upper-right corner of the GUI (see
Figure 9-3).
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At any time, you can
restart the Setup Wizard

Figure 9-3 Launching the ISE Policy Setup Assistant Wizard

Using the Cisco ISE Setup Assistant Wizard

The Cisco ISE Setup Assistant wizard enables you to get your ISE server up and running
quickly. It is not necessary to have your network devices preconfigured before starting
this wizard. In fact, the wizard will provide you with the Cisco device configuration text
at the end. You can use this wizard for the proof of concept phase of your ISE deploy-
ment. Your answers to the wizard’s questions influence these Cisco ISE features:

Authentication

Authorization

Profiling

Posture

Client provisioning

Guest services and Web Portal management

Support for personal devices

Anything you configure during the wizard setup can be changed afterward by using the
GUL

Caution Each time you complete the Setup Assistant wizard, it overwrites any previous
ISE configuration! Anything not given values during the Setup Assistant wizard will be
replaced with their default values. Because of this, you should run the wizard only upon
initial setup or to erase and restart the ISE configuration process.
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The ISE license type that you have will affect which options the Setup Assistant wizard

displays to you. This section shows the options offered with the Basic and Advanced

license installed.

If you will be using Active Directory, read the related Caution thoroughly before pro-

ceeding.

Caution If you will be using Active Directory, the following requirements must be met to
ensure that ISE can join the AD domain properly:

Your ISE and AD clocks are time synchronized using NTP.
The hostname of your ISE server is less than 15 characters in length.

If you have a firewall between ISE and your AD domain server, the proper ports
are allowed through: UDP\389, TCP\445, TCP\88, TCP\3268, TCP\3269, TCP\464,
UDP\123, TCP\389, and TCP\636.

If you have a multidomain AD forest, the domain to which ISE is connecting has a
trust relationship with the other domains as necessary.

DNS is configured and working properly in Cisco ISE. Be certain it can resolve the
AD domain server name. You can use the CLI ping command for this.

® You have at least one AD global catalog in the AD domain that ISE is joining.

m The username employed to join the AD domain is either an Administrator user or has

one of the following AD permissions:
m Allowed to add workstations to the domain to which you are trying to connect.

m Permitted to search users and groups in the directory that are required for
authentication.

Here are the steps for completing the ISE Setup Assistant wizard:

1. On the Identity Policy Requirements page of the wizard, check either the Wired
check box or the Wireless check box, or check both, to indicate the services for
which you want to set up access. Fill in the required fields. For this exercise, click
the Monitor radio button to indicate that you want to monitor user and endpoint
access to your network. Monitor mode means that ISE will not enforce its policy yet
on wired clients.At the bottom of the page, enter the internal networks that you do
not want guest users to be able to access. This is also the initial list that non-posture-
compliant PCs are restricted from accessing. You can modify both of these lists at a
later time. Figure 9-4 shows the blocking of all RFC 1918 and multicast addresses.
Click Next.
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Weilcome to the Cisco ISE Policy Setup Assistant.

This assistant will guide you through creating an initial configuration to demonstrate Cisco ISE feature functionality in your network.
Your answers to these questions impact these Cisco ISE features: authentication, authorization, profiling, posture, client provisioning,
and web portal management.

Do you want to setup access services for:

Do you want to monitor or enforce user and endpoint access to your network?
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Figure 9-4 [SE Setup Assistant Wizard: Identify Policy Requirements Page

2.

The first question on the Configure Network Access Service wizard page is Do You
Want to Authenticate Users Using Cisco ISE? This is where you configure your iden-
tity store information. Most of you will use Microsoft Active Directory as your pri-
mary source for user authentication. If this is just an ISE guest server use case, then
select the local ISE ID store. Figure 9-5 depicts the setup of AD and the selection of
the group allowed to provision guest accounts and gain access to your network using
802.1X authentication.

Once properly joined to the domain, you should see a Connected to Domain: <your
domain name> message below the Join Domain button.

The second question on the Configure Network Access Service page is Do You
Want to Evaluate Posture Compliance for Employees and Guests? In most cases,
you should click the No radio button for posture assessment functionality (which, as
indicated, is not applicable for wired access in monitor mode).

Scroll down the page (see Figure 9-6), and under the third question, Do You Want
to Enable Endpoint Profiling?, click the Yes radio button to enable profiling. Enter
your SNMP read-only community string. This will enable the following ISE profiler
probes:
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m DHCP

m RADIUS

m NMAP (Network Scan)
m SNMP Query

Block..
Setup Assistant
P > :
o =+ ¥ . B “ !
Identify Policy Configure Network Select Network Review and Confirm
Requirements Access Service Device Types Your Choices
4]
Do you want to authenticate users using Cisco ISE?
@ Yes O No
[ Create an internal user [+ Join the Active Directory domain
Active Directory Credentials
Domain
Administrator Name
Administrator
Administrator Password
Select an AD group E
Users belonging to this group will be granted network
cts.local/UsersfEmployee access as employees and be allowed to create guest
accounts using the Sponsor portal.
Join Active Directory domain B
Connected to Domain:
cts.local
Do you want to posture for employ and guests?
(O Yes (®) No Posture assessment is not applicable for wired access when monitor mode is chosen
Do you want to enable endpoint profiling?
O Yes ® No b
=

Figure 9-5 ISE Setup Assistant Wizard: Configure Network Access Service Page (Top)

5. If your ISE server requires the use of a proxy server to access the Internet, then click
Yes under Do You Want to Configure Proxy Settings? and enter your proxy server
details.

6. Under the fourth question, Do You Want to Allow Guests on Your Network, click
Yes to enable the ISE guest server portal feature. In the Sponsor Name and Sponsor
Password fields, enter a username and password for employees to use to create a
guest account. You can add additional sponsor accounts later. You can also enter a
simplified URL for the portal here and into your DNS server.

7. Under the last question, click Yes to enable the My Devices Portal for employees.
Remember that employees are defined as those users who are members of the AD
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group you assigned earlier in the wizard. The My Devices Portal allows employees
to self-register and control their own personal devices.

8. The final option on the Configure Network Access Service page is to customize the
portal pages with your own company logo and so forth. Click the Next button when
you are finished.

Setup Assistant
PJV -é- o
Py - % +» B -
Identify Policy Configure Network Select Network Review and Confirm
Requirements Access Service Device Types ‘Your Choices
Do you want to posture for employ and guests? [a]

O Yes (® No Posture assessment is not applicable for wired access when monitor mode is chosen
Do you want to enable endpoint profiling?
@ Yes O No

SNMP Community String

Do you want to configure proxy settings?
O Yes ® No I

Do you want to allow guests on your network?
® Yes O No ISE cannot enforce guest access rules wired access when monitor mode is chosen

Sponsor Name El

Sponsor Password EI
Sponsor Portal URL (Optional) EI
Do you want to allow employees to use personal devices?
@ Yes O No v

Figure 9-6 ISE Serup Assistant Wizard: Configure Network Access Service Page
(Bottom)

9. The Select Network Device Types wizard page, shown in Figure 9-7, is where you
can start to add your Cisco switches and/or Cisco Wireless LAN Controller to ISE.
It is not necessary to have preconfigured your network devices before you complete
this wizard. In fact, the wizard will provide you with the necessary device commands
at the end.

If you selected both wired and wireless modes, then you have to configure an item
from each mode before you will be allowed to proceed to the next wizard page.

In the Select Network Devices (Wired Network Diagram) section, check the box
for your device model and then enter your device information (Figure 9-7 shows an
example for Cisco Catalyst 3750 Series Switches):

m Device hostname

m Device management IP address and default gateway
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m Employee VLAN ID and default gateway
m Voice VLAN ID and default gateway
m DHCP server IP address

m Uplink IP address that the switch uses to contact its default gateway. In a Layer 2
switched architecture, this is the same as the switch’s IP address.

Setup Assistant
Py . % o B .
Identify Policy Configure Network Select Network Review and Confirm
Requirements Access Service Device Types ‘Your Choices
[a]
Select network devices (Wired Network Diagram) =

[] Cisco Catalyst 2960 Series Switches
[] Cisco Catalyst 3560 Series Switches
[¥] Cisco Catalyst 3750 Series Switches

Minimum Software Version: 12.2

Device Name Voice Switched VLAN Interface [Z)
/
Device IP Address DHCP Server IP Address
CEra—rlce
Employee VLAN ID Default Gateway IP Address
Maximum 4 digits

VLAN &} Uplink IP Address
Ca— CEE—ey
Voice VLAN ID
Maximum 4 digits

[] Cisco Catalyst 4500 Series Switches

Select wireless network device (Wireless Network Diagram)

[T

Figure 9-7 ISE Setup Assistant Wizard: Wired Network Device Settings

10. Scroll down the Select Network Device Types wizard page, and in the Select
Wireless Network Device (Wireless Network Diagram) section, check the box for
your device and then submit your wireless device information (Figure 9-8 shows an
example for Cisco Wireless LAN Controller):

m Device hostname and IP address

m Employee SSID name

m Employee wired VLAN ID

m Employee default gateway (switched VLAN interface)
m Open Internet SSID name (guest SSID name)

m Guest wired VLAN ID
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m Guest default gateway (switched VLAN interface)
m DHCP Server IP address
m WLC RADIUS shared secret

Setup Assistant
| ) = =3 i B
Identify Policy Configure Network Select Network Review and Confirm
Requirements Access Service Device Types ‘Your Choices
- [a]
Select wireless network device (Wireless Network Diagram)
[#] Cisco Wireless LAN Controlier
Minimum Software Version: 7.2
Device Name Device IP Address
atw-tme-wicoL 10.1.60.2 /
Employee SSID Employee VLAN ID
CiscoPress-Corp Maximum 4 digits
VLAN EI Employee Default Gateway IP Address
10,1412 / 0.141.1 u
Open Internet SSID @ ‘Guest VLAN ID
CiscoPress-GUEST Maximum 4 digits
Guest Switched VLAN Interface Guest Default Gateway IP Address
DHCP Primary Server IP Address DHCP Secondary Server IP Address (Optional)
TRRCE) 1
RADIUS Shared Secret
1%
=3

Figure 9-8 ISE Setup Assistant Wizard: Wireless Network Controller Settings

11. Click Next, review the settings, and then click the Confirm Configuration Settings
button.

The wizard will now configure ISE according to your chosen settings. Once the configu-
ration is complete, the wizard will provide you with both a wired device configuration
and a wireless controller configuration. At this point, you can copy and paste the con-
figuration text into your devices. Figure 9-9 shows the wireless controller configuration,
and Figure 9-10 shows the wired switch configuration. In the event you need to see these
configuration files after you close the wizard, choose Setup Assistant > View Network
Device Configuration. The following section shows the complete configuration for each.
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. LR .
Identify Policy Configure Network Select Network Review and Confirm
Requirements. Access Service Device Types Your Choices

‘You have successfully created your first deployment of ISE. You can copy Device Configuration below and go to ISE to view new policy settings.
‘What's Next?
Copy the configuration over for a closer look and paste switch configurations to device.

Network Device Configuration | ISE Configuration |

‘Wireless LAN Controllers Catalyst 3750 series

#

IGeneral Configuration

config network webmode enable

config wian disable all

1 RADIUS

config radius acct add 1 10.1.100.232 1813 ascii C1sc0123

«config radius auth add 1 10.1.100.232 1812 ascii C1sc0123

config radius auth rfc3576 enable 1

1 Employee Interfaces
rerface create CiscoPress-Corp 41
terface address dynamic-interface CiscoPress-Corp 10.1.41.1 255.255.255.0 10.1.41.1
erface dhcp dynamic-interface CiscoPress-Corp primary 10.1.100.100
ferface vian CiscoPress-Corp 41
erface port CiscoPress-Corp 1

1 Employee Access Control List

config acl counter start

config acl create EMPLOYEE_PERMIT_ACCESS

config acl rule add EMPLOYEE_PERMIT_ACCESS 1

«config acl rule destination port range EMPLOYEE_PERMIT_ACCESS 1 0 65535

«config acl rule source port range EMPLOYEE_PERMIT_ACCESS 1 0 65535

[ show by sections

Figure 9-9 [SE Setup Assistant Wizard: Wireless Device Configuration

Setup Assistant

PJ\O = » i =5 g

Identify Policy Configure Network Select Network Review and Confirm
Requirements. Access Service Device Types Your Choices

You have successfully created your first deployment of ISE. You can copy Device Configuration below and go to ISE to view new policy settings.
What's Next?
Copy the configuration over for a closer look and paste switch configurations to device.

y Network Device Configuration | ISE Configuration |
e U core

#1 = Global

| AAA Configuration

aaa new-model

aaa authentication dot1x default group radius

a3a authorization network default group radius

a3a authorization auth-proxy default group radius

aaa accounting delay-start all

aaa accounting auth-proxy default start-stop group radius
aaa accounting dot1x default start-stop group radius

aaa accounting network default start-stop group radius

2aa server radius dynamic-author
client 10.1.100.232 server-key C1sc0123

aaa session-id common
authentication mac-move permit

IDevice Discovery Configuration
ip dhcp snooping

Figure 9-10 ISE Serup Assistant Wizard: Wired Switch Configuration
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Configuring Network Devices for ISE

This section explores the basic configuration that must be added to your wired and wire-
less network devices. This is a not an exhaustive configuration review, but rather is meant
as a review of the configuration that the ISE Policy Setup Assistant wizard produced in
the previous section.

Wired Switch Configuration Basics

Example 9-1 shows the Cisco 3750X switch configuration output produced by the ISE
Setup Assistant wizard. We have added comments throughout Example 9-1 to explain the
configuration parts.

Example 9-1_Cisco 3750X Switch Configuration

#!===== Global Mode ==

! The AAA configuration enables AAA for 802.1X, web authentication, and radius to
ISE. This is very standard stuff you will want on your ISE controlled switches.

! AAA Configuration

aaa new-model

aaa authentication dotlx default group radius

aaa authorization network default group radius

aaa authorization auth-proxy default group radius

aaa accounting delay-start all

aaa accounting auth-proxy default start-stop group radius
aaa accounting dotlx default start-stop group radius
aaa accounting network default start-stop group radius
aaa server radius dynamic-author

client 10.1.100.232 server-key Clsc0123

aaa session-id common

authentication mac-move permit

! The Device discovery configuration enables probes that the ISE profiler will use
for profiling device types.

!Device Discovery Configuration
ip dhcp snooping
ip device tracking

! 802.1X configuration enables 802.1X globally on the switch and is required for all
dotlx enabled switches.

1802.1X Configuration
dotlx system-auth-control

! RADIUS configuration defines the radius attributes and radius servers (ISE) that
the switch will use.

IRADIUS Configuration
radius-server attribute 6 on-for-login-auth

radius-server attribute 8 include-in-access-req
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radius-server attribute 25 access-request include
radius-server dead-criteria time 5 tries 3

radius-server host 10.1.100.232 auth-port 1812 acct-port 1813 key Clsc0123

radius-server vsa send accounting

radius-server vsa send authentication

! The next series of configuration sections set up the switch interfaces,
server, logging, and routing you defined in the ISE Setup Assistant wizard.
enables DHCP forwarding (helper-address) .

IVLAN Configuration

vlan 10

name DEFAULTVLAN

vlan 99

name VOICE

interface VLAN 10

ip address 10.1.10.1 255.255.255.0
ip helper-address 10.1.100.100
interface VLAN 99

ip address 10.1.99.1 255.255.255.0
ip helper-address 10.1.100.100
!Web interface Configuration

ip http server

ip http secure-server

!Routing Configuration

ip routing

ip route 0.0.0.0 0.0.0.0 10.1.48.1
!Logging Configuration

logging 10.1.100.232

http

It also

! The access control list configuration defines the various ACLs needed to control

access properly in ISE monitor mode and given your wizard choices.

!Access Control List Configuration

ip access-list extended ACL-ALLOW
permit ip any any

ip access-list extended ACL-DEFAULT
remark Allow DHCP

permit udp any eq bootpc any eq bootps
remark Allow DNS

permit udp any any eq domain

permit icmp any any
permit tcp any host 10.1.100.232 eq 8443
permit tcp any host 10.1.100.232 eq 443
permit tcp any host 10.1.100.232 eqg www

permit tcp any host 10.

1
1
1

permit tcp any host 10.1.100.232 eqg 8905
1.100.232 eqg 8909
1

permit udp any host 10.1.100.232 eq 8906
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permit udp any host 10.1.100.232 eq 8905

permit udp any host 10.1.100.232 eg 8909

deny ip any any

ip access-list extended ACL-WEBAUTH-REDIRECT

remark Pass through all non-web traffic including 443 to radius server
deny ip any host 10.1.100.232

remark Redirect all other web traffic

permit ip any any

! The Profiler configuration sets up SNMP and SNMP Trap to ISE.
!Profiler Configuration

access-list 20 remark ISE Profiling SNMP probe access

access-list 20 permit 10.1.100.232

snmp-server community public RW

snmp-server host 10.1.100.232 version 2c public

1ldp run

! The Interface configuration should be copied to all interfaces that will be

controlled by ISE. In a full deployment this would be all non-trunk access ports
where clients could be connected.

#!===== Interface =====

switchport access vlan 10

switchport mode access

switchport voice vlan 99

ip access-group ACL-ALLOW in

authentication event fail action next-method
authentication event server dead action authorize vlan 10
authentication event server alive action reinitialize
authentication host-mode multi-domain

authentication open

authentication order dotlx mab

authentication priority dotlx mab

authentication port-control auto

authentication periodic

authentication timer reauthenticate server

authentication timer inactivity 180

authentication violation restrict

mab

dotlx pae authenticator

dotlx timeout tx-period 10

spanning-tree portfast

spanning-tree bpduguard enable

! The uplink interface command is used if you have a Layer 3 connection to the
upstream switch or router. This configures a switch port to be a routed port with an

IP address. If you are pure Layer 2 uplinks, then this configuration is not
necessary.
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#!===== Uplink Interface =====
no switchport

ip address 10.1.48.2 255.255.255.0

Wireless Controller Configuration Basics

Example 9-2 presents the Cisco Wireless LAN Controller configuration output produced
by the ISE Setup Assistant wizard. We have added comments throughout to explain the
configuration parts. Most administrators choose to use the WLC GUI to configure their
controllers. In that case, you can use the CLI configuration example as a guide to what
you will need to configure in the GUL

Example 9-2 Cisco Wireless LAN Controller Configuration

! The general configuration enables webmode and disables any currently configured
WLANs. This will be service impacting, so proceed with caution. Be sure to enter
config wlan enable all when you are done.

#1!

!General Configuration

config network webmode enable

config wlan disable all

! RADIUS sets up authentication and accounting to ISE. It is very important to enable

rfc3576. Some versions of WLC do not allow this to be set from the CLI, in which
case you should enable it using the WLC GUI.

! RADIUS
config radius acct add 1 10.1.100.232 1813 ascii Clsc0123
config radius auth add 1 10.1.100.239 1812 ascii Clsc0123
config radius auth rfc3576 enable 1
! The next few sections configure the Employee Interface, ACL, and WLAN.
! Employee Interfaces
config interface create CiscoPress-Corp 41

config interface address dynamic-interface CiscoPress-Corp 10.1.41.2 255.255.255.0
10.1.41.1

config interface dhcp dynamic-interface CiscoPress-Corp primary 10.1.100.100
config interface vlan CiscoPress-Corp 41

config interface port CiscoPress-Corp 1

! Employee Access Control List

config acl counter start

config acl create EMPLOYEE PERMIT ACCESS

config acl rule add EMPLOYEE_PERMIT ACCESS 1

config acl rule destination port range EMPLOYEE PERMIT ACCESS 1 0 65535
config acl rule source port range EMPLOYEE PERMIT ACCESS 1 0 65535

config acl rule action EMPLOYEE_ PERMIT ACCESS 1 permit
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config

config
config
config
config
config
config
config
config
config
config
config
config
config

config

config

config

config
config

config

config
config

config

config
config
config
config
config

config

config
config
config

config

config
config
config

config

10.1.42.

255.255.

255.255.

255.255.

acl apply EMPLOYEE PERMIT ACCESS

! Employee WLAN

wlan create 1 CiscoPress-Corp
wlan security wpa enable 1

wlan security web-auth server-precedence 1 radius local ldap
wlan mfp client enable 1

wlan aaa-override enable 1

wlan nac radius enable 1

wlan interface 1 CiscoPress-Corp
wlan radius_server acct add 1 1
wlan radius_server auth add 1 1
wlan wmm allow 1

wlan exclusionlist 1 60

wlan broadcast-ssid enable 1
wlan session-timeout 1 1800

wlan enable 1

! The next few sections configure the Guest Interface, ACL, and WLAN.

! Internet Interfaces

interface create CiscoPress-GUEST 42

interface address dynamic-interface CiscoPress-GUEST 10.1.42.2 255.255.255.0

1
interface dhcp dynamic-interface CiscoPress-GUEST primary 10.1.100.100
interface vlan CiscoPress-GUEST 42

interface port CiscoPress-GUEST 1

! Internet Access Control List

acl create ANDROID MARKETPLACE_ REDIRECT
acl rule add ANDROID_ MARKETPLACE_REDIRECT 1

acl rule destination address ANDROID MARKETPLACE REDIRECT 1 10.1.100.232
255.255

acl rule destination port range ANDROID MARKETPLACE_ REDIRECT 1 0 65535
acl rule source port range ANDROID MARKETPLACE_REDIRECT 1 0 65535

acl rule action ANDROID MARKETPLACE REDIRECT 1 permit

acl rule add ANDROID_MARKETPLACE_REDIRECT 2

acl rule destination port range ANDROID MARKETPLACE REDIRECT 2 0 65535

acl rule source address ANDROID_ MARKETPLACE_REDIRECT 2 10.1.100.232
255.255

acl rule source port range ANDROID MARKETPLACE_REDIRECT 2 0 65535
acl rule action ANDROID MARKETPLACE REDIRECT 2 permit
acl rule add ANDROID_MARKETPLACE_REDIRECT 3

acl rule destination address ANDROID_ MARKETPLACE REDIRECT 3 10.1.42.1
255.0

acl rule destination port range ANDROID MARKETPLACE REDIRECT 3 0 65535
acl rule source port range ANDROID MARKETPLACE_REDIRECT 3 0 65535

acl rule direction ANDROID MARKETPLACE REDIRECT 3 in

acl rule add ANDROID_MARKETPLACE_REDIRECT 4
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config acl rule destination port range ANDROID MARKETPLACE REDIRECT 4 0 65535
config acl rule source port range ANDROID MARKETPLACE REDIRECT 4 0 65535
config acl rule action ANDROID MARKETPLACE_ REDIRECT 4 permit

config acl create GUEST PSP_ONLY

config acl rule add GUEST PSP_ONLY 1

config acl rule destination port range GUEST PSP_ONLY 1 53 53

config acl rule source port range GUEST PSP ONLY 1 0 65535

config acl rule protocol GUEST_PSP_ONLY 1 17

config acl rule action GUEST_ PSP _ONLY 1 permit

config acl rule add GUEST PSP_ONLY 2

config acl rule destination address GUEST PSP _ONLY 2 10.1.100.232 255.255.255.255
config acl rule destination port range GUEST PSP _ONLY 2 0 65535

config acl rule source port range GUEST_ PSP _ONLY 2 0 65535

config acl rule action GUEST_PSP_ONLY 2 permit

config acl rule add GUEST PSP ONLY 3

config acl rule destination port range GUEST PSP_ONLY 3 0 65535

config acl rule source address GUEST_PSP_ONLY 3 10.1.100.232 255.255.255.255
config acl rule source port range GUEST_ PSP _ONLY 3 0 65535

config acl rule action GUEST_PSP_ONLY 3 permit

config acl rule add GUEST PSP ONLY 4

config acl rule destination port range GUEST PSP_ONLY 4 0 65535

config acl rule source port range GUEST PSP ONLY 4 0 65535

config acl rule protocol GUEST_PSP_ONLY 4 1

config acl rule action GUEST_PSP_ONLY 4 permit

config acl rule add GUEST PSP _ONLY 5

config acl rule destination port range GUEST_PSP_ONLY 5 67 67

config acl rule source port range GUEST PSP ONLY 5 0 65535

config acl rule protocol GUEST PSP ONLY 5 17

config acl rule action GUEST_ PSP_ONLY 5 permit

config acl apply GUEST PSP_ONLY

config acl create ACL-GUEST-ACCESS

config acl rule add ACL-GUEST-ACCESS 1

config acl rule destination address ACL-GUEST-ACCESS 1 10.0.0.0 255.0.0.0
config acl rule destination port range ACL-GUEST-ACCESS 1 0 65535

config acl rule source port range ACL-GUEST-ACCESS 1 0 65535

config acl rule add ACL-GUEST-ACCESS 2

config acl rule destination address ACL-GUEST-ACCESS 2 172.16.0.0 255.240.0.0
config acl rule destination port range ACL-GUEST-ACCESS 2 0 65535

config acl rule source port range ACL-GUEST-ACCESS 2 0 65535

config acl rule add ACL-GUEST-ACCESS 3

config acl rule destination address ACL-GUEST-ACCESS 3 192.168.0.0 255.255.0.0
config acl rule destination port range ACL-GUEST-ACCESS 3 0 65535

config acl rule source port range ACL-GUEST-ACCESS 3 0 65535

config acl rule add ACL-GUEST-ACCESS 4

config acl rule destination address ACL-GUEST-ACCESS 4 224.0.0.0 240.0.0.0
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config acl rule destination port range ACL-GUEST-ACCESS 4 0 65535
config acl rule source port range ACL-GUEST-ACCESS 4 0 65535
config acl rule add ACL-GUEST-ACCESS 5

config acl rule destination port range ACL-GUEST-ACCESS 5 0 65535
config acl rule source port range ACL-GUEST-ACCESS 5 0 65535
config acl rule action ACL-GUEST-ACCESS 5 permit

config acl apply ACL-GUEST-ACCESS

Internet WLAN
config wlan create 2 CiscoPress-GUEST
config wlan security web-auth server-precedence 2 radius local ldap
config wlan security wpa wpa2 disable 2
config wlan security wpa akm 802.1X disable 2
config wlan security wpa disable 2
config wlan mac-filtering enable 2
config wlan aaa-override enable 2
config wlan nac radius enable 2
config wlan interface 2 CiscoPress-GUEST
config wlan radius_server acct add 2 1
config wlan radius_server auth add 2 1
config wlan exclusionlist 2 60
config wlan broadcast-ssid enable 2
config wlan session-timeout 2 1800
config wlan enable 2

The blackhole ACL is used to restrict access to quarantined systems.
! Blackhole Access Control List
config acl create BLACKHOLE
config acl rule add BLACKHOLE 1
config acl rule destination port range BLACKHOLE 1 53 53
config acl rule source port range BLACKHOLE 1 0 65535
config acl rule protocol BLACKHOLE 1 17
config acl rule action BLACKHOLE 1 permit
config acl rule add BLACKHOLE 2

config acl rule destination address BLACKHOLE 2 10.1.100.232 255.255.255.255

config acl rule destination port range BLACKHOLE 2 0 65535

config acl rule source port range BLACKHOLE 2 0 65535

config acl rule action BLACKHOLE 2 permit

config acl rule add BLACKHOLE 3

config acl rule destination port range BLACKHOLE 3 0 65535

config acl rule source address BLACKHOLE 3 10.1.100.232 255.255.255.255
config acl rule source port range BLACKHOLE 3 0 65535

config acl rule action BLACKHOLE 3 permit

config acl rule add BLACKHOLE 4

config acl rule destination port range BLACKHOLE 4 0 65535

config acl rule source port range BLACKHOLE 4 0 65535
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protocol BLACKHOLE 4 1

action BLACKHOLE 4 permit

add BLACKHOLE 5

destination port range BLACKHOLE 5 67 67
source port range BLACKHOLE 5 0 65535
protocol BLACKHOLE 5 17

action BLACKHOLE 5 permit

Completing the Basic ISE Setup

With the Setup Assistant wizard complete, some basic setup still remains. The easiest
way to complete this is to choose Task Navigator > Setup, as shown in the lower left cor-
ner of Figure 9-11. The Task Navigator provides you with step-by-step linear and interac-
tive instructions for setting up different ISE features. The Setup task deals with the initial
configuration tasks required by ISE.

Figure 9-11 shows the Setup Task menu, which is clickable. Click each one of the steps to

complete them.

Figure 9-11 ISE Serup Using Task Navigator

First complete the Administration Password Policy, Network Access Password Policy, and
Guest Access Password Policy Password Policy steps to comply with your standards, and
then move on to the Licensing step, discussed next.

Install ISE Licenses

As described in Chapter 3, ISE has only a few license types: Basic, Advanced, and
Wireless. The licenses include the user count, so if you run out, you can add another
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license to increase the count. Go to Administration > System > Licensing and click Add
Service. Upload your Base license files and then your Advanced license files. Licenses
come in Cisco PAK format. You should then see your license count change accordingly.
See Figure 9-12 for details.

e 1 AR T 2w gery

Figure 9-12 ISE Licensing

ISE Certificates

Once you are past the proof of concept phase, you'll want to install real certificates on
your ISE server. For guest users, you will want to purchase from a certificate authority
(CA) a certificate that is embedded in modern web browsers by default. For other use
cases, like the My Devices Portal, you can use a certificate from your own CA if you
wish. The key is to install a certificate that the clients will trust and for which they will
not receive security alerts and such when using ISE resources. Just follow the Setup Task
menu of the Task Navigator for the steps to install a non-self-signed certificate.

1. Generate the certificate-signing request. Figure 9-13 shows the fields that you need
to fill in. Here is an example for the Certificate Subject field: CN=ATW-CP-ISE02.
cisco.com, OU=Cisco O=security, C=US, S=CO, e=admin@cts.local. Click Submit
when ready.

Note Ensure that the CN value in the Certificate Subject field is the fully qualified
domain name (FQDN) of the ISE node. Otherwise, you will not be able to select the
Management interface when binding the generated certificate.

2. Click Certificate Signing Requests in the Certificate Operations pane and export
your CSR file.

3. Submit this CSR file to your CA server to obtain your ISE certificate. The obtained
file must be in DER or PEM format. A PKCS#7 format is not fully supported.

4. Once you have the certificate, you need to bind it. Choose Local Certificates > Add
> Bind CA Certificate, as shown in Figure 9-14.
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Figure 9-14 Certificate Binding

5. Enter the information shown in Figure 9-15 and click Submit. ISE will now restart
services and log you out. Wait a few minutes before attempting to log back in. You
should now see that ISE is using the new certificate you just added for your HTTPS
GUI browser session.

Certificate Of Hons Local Certificates > Bind CA Signed Certificate
B Local Bind CA Signed Certificate
; Certificate Signing Requests Certificate
2
49 Certificate Store * Certificate File /Users/heary/Downloads/certnew.cer
£ SCEP RA Profiles Friendly Name] 1SE Cert

) OCSP Services
Enable Velidation of Certificate Extensions (accept only valid certificate)

Protocol
EAP: Use certificate for EAP protocols that use SSL/TLS tunneling
HTTPS: Use certificate to authenticate the ISE Web Portals

Override Policy

[ Replace A certificate being imported may be determined to already exist in the system when|
. Certificate will allow the certificate contents to be replaced while retaining the existing protocol

s> JE==N

Figure 9-15 Cerrificate Binding Upload
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6. Install the root certificate of the CA and any intermediate CA certificates into ISE.
To do this, click Certificate Store in the Certificate Operations pane and then click
Import. In most cases, you will want to check Trust for Client Validation. Click
Submit when you are done. After a successful import, it should look something like
Figure 9-16.

Note The ISE Certificate Store contains X.509 certificates that are used for trust and for
the Simple Certificate Enrollment Protocol (SCEP). The certificates in the Certificate Store
are managed on the primary administration node, and are replicated to every node in the
ISE deployment automatically. Adding the SCEP server to ISE automatically installs the
CA certificates in the Certificate Store.
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Figure 9-16 Import CA Certificate

At this point you are done with the normal Certificate Store configuration options. Your
users should no longer be using the original ISE self-signed certificate. In addition, all
nodes in a distributed deployment will now be using the new certificates for node com-
munications.

Installing ISE Behind a Firewall

In many cases, you will want to protect ISE by deploying a firewall in front of it. This is
a fairly common practice when locating ISE inside of a data center that already has a fire-
wall in place. In other cases, you might have a firewall in the traffic path between an ISE
policy services node and the MnT or Admin nodes. In all of these cases, you will need to
create rules in the firewall to permit ISE to operate.

ISE uses several services, ports, and protocols, and they vary based on the node type
deployed. Table 9-1 lists the ISE communication ports and interfaces per node type. If
you install a firewall between any of these nodes, you can reference Table 9-1 to deter-
mine which rules to write. Keep in mind that ISE Management is always hard-coded to
nic0. All NICs can be IP addressed. Radius will listen on any NIC. Also consider that this
services information could be used for building an ISE quality of service policy, particu-
larly when communicating over long-distance or bandwidth-sensitive WAN links.



Table 9-1 Cisco ISE 1.2 Services, Ports, and Protocols

Role

Services

GEO

GE1 GE2 GE3

Administration Node

Administration

HTTP: TCP/80, HTTPS:
TCP/443

(TCP/80 redirected to
TCP/443)

(not configurable)
SSH Server: TCP/22

ERS (REST API):
TCP/9060

Replication/Sync

HTTPS(SOAP): TCP/443

DB Listener/AQ:
TCP/1521

Monitoring

SNMP Query: UDP/161

Monitoring Node

Administration

HTTP: TCP/80, HTTPS:
TCP/443

SSH Server: TCP/22

Replication/Sync

HTTPS (SOAP):
TCP/443

DB Listener/AQ:
TCP/1521

Oracle DB Listener
(Secure JDBC):
TCP/2484

DB Listener/AQ: DB Listener/AQ: DB Listener/AQ:
TCP/1521 TCP/1521 TCP/1521

Oracle DB Listener Oracle DB Listener Oracle DB Listener
(Secure JDBC): TCP/2484 (Secure JDBC): TCP/2484 (Secure JDBC): TCP/2484
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Role

Services

GEO

GE1

GE2

GE3

Logging

Syslog: UDP/20514,
TCP1468

Secure Syslog:
TCP/6514

(default ports configu-
rable for ext log)

Alarms: UDP/62627
(ISE 1.1)

Syslog: UDP/20514,
TCP1468

Secure Syslog: TCP/6514

(default ports configu-
rable for ext log)

Alarms: UDP/62627 (ISE
1.1)

Syslog: UDP/20514,
TCP1468

Secure Syslog: TCP/6514

(default ports configu-
rable for ext log)

Alarms: UDP/62627 (ISE
1.1)

Syslog: UDP/20514,
TCP1468

Secure Syslog: TCP/6514

(default ports configu-
rable for ext log)

Alarms: UDP/62627 (ISE
1.1)

Policy Service Node

Administration

HTTP: TCP/80, HTTPS:
TCP/443

SSH Server: TCP/22

Replication/Sync HTTPS(SOAP): TCP/443 DB Listener/AQ: DB Listener/AQ: DB Listener/AQ:
DB Listener/AQ: TCP/1521 TCP/1521 TCP/1521
TCP/1521

Session RADIUS Auth: RADIUS Auth: RADIUS Auth: RADIUS Auth:
UDP/1645, UDP/1812  UDP/1645, UDP/1812 UDP/1645, UDP/1812 UDP/1645, UDP/1812
RADIUS Accounting: RADIUS Accounting: RADIUS Accounting: RADIUS Accounting:
UDP/1646, UDP/1813 ~ UDP/1646, UDP/1813 UDP/1646, UDP/1813 UDP/1646, UDP/1813
RADIUS CoA: RADIUS CoA: RADIUS CoA: RADIUS CoA:

UDP/1700 (not configu-
rable)

UDP/1700 (not configu-
rable)

UDP/1700 (not configu-
rable)

UDP/1700 (not configu-
rable)

Guest Services

(Sponsor/Guest Portal/
My Devices)

HTTPS: TCP/8443,
TCP/8444

(default ports configu-
rable)

HTTPS: TCP/8443,
TCP/8444

(default ports configu-
rable)

HTTPS: TCP/8443,
TCP/8444

(default ports configu-
rable)

HTTPS: TCP/8443,
TCP/8444

(default ports configu-
rable)
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Role

Services

GEO

GE1

GE2

GE3

Client Provisioning

Web/NAC Agent install:
TCP/80, TCP/8443

(port setting follows
Guest configuration)

NAC Agent update:
TCP/8905

Posture Agent and
Supplicant install:
UDP/8909, TCP/8909

Web/NAC Agent install:
TCP/80, TCP/8443

(port setting follows
Guest configuration)

NAC Agent update:
TCP/8905

Posture Agent and
Supplicant install:
UDP/8909, TCP/8909

Web/NAC Agent install:
TCP/80, TCP/8443

(port setting follows
Guest configuration)

NAC Agent update:
TCP/8905

Posture Agent and
Supplicant install:
UDP/8909, TCP/8909

Web/NAC Agent install:
TCP/80, TCP/8443

(port setting follows
Guest configuration)

NAC Agent update:
TCP/8905

Posture Agent and
Supplicant install:
UDP/8909, TCP/8909

Posture/Heartbeat Discovery (HTTPS): Discovery (HTTPS): Discovery (HTTPS): Discovery (HTTPS):
TCP/8905 TCP/8905 TCP/8905 TCP/8905
Discovery (SWISS): Discovery (SWISS): Discovery (SWISS): Discovery (SWISS):
UDP/8905 UDP/8905 UDP/8905 UDP/8905
PRA/Keep-alive PRA/Keep-alive (SWISS): PRA/Keep-alive (SWISS): PRA/Keep-alive (SWISS):
(SWISS): UDP/8905 UDP/8905 UDP/8905 UDP/8905

Profiling Netflow: UDP/9996 Netflow: UDP/9996 (con- Netflow: UDP/9996 (con- Netflow: UDP/9996 (con-

(configurable)

DHCP: UDP/67 (con-
figurable), UDP/68

DHCPSPAN probe

HTTP: TCP/80,
TCP/8080

RADIUS logging:
UDP/30514

DNS: UDP/53 (lookup)
(Route table dependent)

SNMPQUERY:
UDP/161

(Route table dependent)

SNMPTRAP: UDP/162
(configurable)

figurable)

DHCP: UDP/67 (configu-
rable), UDP/68

DHCPSPAN probe

HTTP: TCP/80,
TCP/8080

RADIUS logging:
UDP/30514

DNS: UDP/53 (lookup)
(Route table dependent)
SNMPQUERY: UDP/161
(Route table dependent)

SNMPTRAP: UDP/162
(configurable)

figurable)

DHCP: UDP/67 (configu-
rable), UDP/68

DHCPSPAN probe

HTTP: TCP/80,
TCP/8080

RADIUS logging:
UDP/30514

DNS: UDP/53 (lookup)
(Route table dependent)
SNMPQUERY: UDP/161
(Route table dependent)

SNMPTRAP: UDP/162
(configurable)

figurable)

DHCP: UDP/67 (configu-
rable), UDP/68

DHCPSPAN probe

HTTP: TCP/80,
TCP/8080

RADIUS logging:
UDP/30514

DNS: UDP/53 (lookup)
(Route table dependent)
SNMPQUERY: UDP/161
(Route table dependent)

SNMPTRAP: UDP/162
(configurable)
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Role Services

GEO

GE1

GE2

GE3

Clustering

UDP/45588, UDP/45590

UDP/45588, UDP/45590 UDP/45588, UDP/45590 UDP/45588, UDP/45590

Inline Posture Node Administration

HTTPS (TCP/8443)

(by Administration
Node)

SSH Server: TCP/22

Inline Posture

RADIUS Auth (proxy):
UDP/1645, UDP/1812

RADIUS Accounting
(proxy): UDP/1646,
UDP/1813

RADIUS CoA:
UDP/1700, UDP/3799

Redirect: TCP/9090

RADIUS Auth (proxy):
UDP/1645, UDP/1812

RADIUS Accounting
(proxy): UDP/1646,
UDP/1813

RADIUS CoA: N/A
Redirect: TCP/9090

HA

Heartbeat: UDP/694

Heartbeat: UDP/694
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Role-Based Access Control for Administrators

Having covered the basic setup of ISE, the next topic is controlling the administration
of ISE. There are lots of features and functionality built into ISE to provide RBAC. In
most environments, the concept of least privilege should be adopted when considering
who, what, and where to allow ISE administration to. This section explores the function-
ality of RBAC in ISE and provides you with some best practices to consider for your
environment.

There are two separate administrator accounts and privileges databases inside of ISE. One
is for the ISE CLI access and the other is for ISE GUI In the normal operation of ISE, the
GUI is the only access method used to ISE. The CLI should rarely be accessed after initial
setup of ISE, and therefore should be restricted accordingly based on that expectation.

RBAC for ISE GUI

RBAC is broken down into three main areas in ISE, all of which are under located
Administration > System > Admin Access:

m Session and Access Settings and Restrictions: This area enables you to define IP
address access restrictions, concurrent sessions allowed, login banners, and idle time-
outs.

m Authentication: This area enables you to control the configuration of the authentica-
tion type and source used to authenticate administrators. It also enables you to con-
trol the password policy settings for admin accounts.

®m Authorization: This area is where the bulk of the control comes from. It enables
you to control the permissions of each administrator or group of administrators.
Permissions are broken up into Menu Access privileges and Data Access privileges.
ISE has several built-in permission and admin groups for you to use.

RBAC: Session and Access Settings and Restrictions

To configure these settings, go to Administration > System > Admin Access and expand
Settings in the Admin Access pane on the left. You will see two submenus: Access and
Session.

Choose Access first, as shown in Figure 9-17. On the Session tab, you can configure the
Maximum Concurrent Sessions count for ISE. By default, ten administrators are allowed
simultaneous access to the GUI and five are allowed simultaneous access to the CLIL

It is very important that you set up your pre-login banner for ISE. This displays any time
an administrator opens the login page for ISE administration. This is an important step in
ensuring your legal rights to prosecute abuse of the system.

Be sure to click Save to save any changes on this page before proceeding.
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Figure 9-17 RBAC: Access Session Settings

Next, click the IP Access tab. As Figure 9-18 shows, you can create a list of IP addresses
that are allowed to connect to ISE for the purpose of administration. It is highly recom-
mended that you implement a restricted list in your environment.

¥ Access Restriction

O Allow all IP addresses to connect
® Allow only listed IP addresses to connect

¥ Configure IP List for Access Restriction
TP List

[} fea Xooes

'EI| =

O 10.23.10

[ 192.168.3.1

- | MASK

32

Figure 9-18 RBAC: IP Access Restrictions
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Next, click Session under Settings in the Admin Access pane. Session menu. You will
see two sections: Session Timeout and Session Info. It is highly recommended that you
change the session timeout from the default of 60 minutes to 15 minutes. Most security
best practice guides and security standards, such as PCI, recommend 15 minutes or less.

In the Session Info section, you will see a list of all the currently logged-in administra-
tors. From here, you can kick them off ISE by clicking the Invalidate button.

RBAC: Authentication

To configure administrator authentication sources and features, go to Administration >
System > Admin Access and click Authentication in the Admin Access pane. You will
see two tabs : Authentication Method and Password Policy. As shown in Figure 9-19, you
have two choices for authentication method. You can authenticate your administrators
via traditional username/password (Password Based radio button) or you can use identity
certificates (Client Certificate Based radio button), which provide a transparent and quick
login to ISE. If you choose the Password Based radio button, then you can choose which
identity source ISE should use. Common examples are

m Another radius server

m Microsoft Active Directory
m LDAP

m SecurelD

m ISE Internal user database

Note If you receive a password length error message from ISE, switch to the Password
Policy tab and increase the minimum password length field for ISE; 8 is the recommended
minimum.

Cisco ISE does not support administrator passwords with UTF-8 characters.

£ Home Opembons| ¥ Follcy| ¥ Administration | v i

. e we 5

RS- S e — )
Irternal
ADAD]
Oliert Certificate Based

Figure 9-19 RBAC: Authentication Method
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Cisco ISE is designed to “fall back” and attempt to perform authentication from the
internal identity database, if communication with the external identity store has not been
established or if it fails. In addition, an administrator can select Internal from the drop-
down Identity Store selector on the Admin web login page for ISE.

Next you need to configure your password policy on the Password Policy tab. Figure
9-20 depicts the policy settings available to you. Choose the options according to your
security standards.

4 Home Opestios|* Polcy! v Administration | *

— |

GUT and CLI Password Policy

* Misimum Length: [ 5 charncters
] Password shoud not contain the admicrame or [t characters in reversed order
) Password shouid not contain "cisco” o IES characters in reversed crder

] Pissword should ot contain o its chasactins in reversed order

1 Pusswerd should nick cotain fpoated Chamcters four of MORD Lmes consacutively

v [ Astherizaton

v [ Sty

i mnmummmyml]_] vergions  [Whan anablad (L1 remamibers only kst 1 password imspactive of valss configurnd]
Mmﬂmml;_‘mmw:m!m
Pasoward Lifetima
pesiodically change passward
[ Disabie admin sccount after | 45 days F peword v not changed
[ Sersd an email notification | warming messege pricr to pesword exiry after | 39
=] Attempts
= #[5 | (vaid Range 5 to 20}
) Suspend aceountfor [30 | minutes (Vald Range 15 to 1440) * () Disable account
[Email ramediation message

This acoount has bean locied. For this account to become uniacked, please contact your T heipdesc

bRt

Figure 9-20 RBAC: Password Policy

RBAC: Authorization

ISE can use either the Internal database or an external database, such as Active Directory,
for authorization of administrators. The Internal authorization tends to be easier to get
up and running, but the external authorization allows you to use groups in your AD
structure for ISE admin privilege level. Identity Services Engine includes several authori-
zation policy settings and permission controls to support robust administrator role-based
access control. To configure these, settings go to Administration > System > Admin
Access and click Authorization in the Admin Access pane. You will see two submenus:
Permissions and Policy. Permissions define the menu and data access privileges that are
to be given to an administrator or admin group. There are several built-in access permis-
sions to choose from, or you can create your own custom one. Figure 9-21 shows the
built-in menu access permissions, while Figure 9-22 shows the built-in data access per-
missions. Each row includes a description of the access being granted.
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Figure 9-21 RBAC: Menu Access Permissions
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Figure 9-22 RBAC: Data Access Permissions

If you choose to use an external authorization database for ISE, then you need to modify
or create new admin groups. Go to Administration > System > Admin Access, expand
Administrators in the Admin Access pane, and click Admin Groups. You can either
modify or duplicate/modify the existing admin groups or create just the ones you need.
Figure 9-23 illustrates what an external enabled admin group looks like. This example
shows modifying an existing admin group. A user’s external group membership deter-
mines which ISE permission groups they will match.

The final step in RBAC is to set the RBAC policy. Figure 9-24 shows the list of built-in
policy rules.

As you can see from Figure 9-24, a policy rule follows this logic: If you are a member of
Admin Group(S), then you receive these permissions for Menu and Data access. Each
rule is processed and the admins privileges are an aggregate of all permissions with per-
mit overriding deny. You cannot modify the built-in rules, but you can duplicate them
and modify the duplicate. All custom rules must include both a Menu Access permission
assignment and a Data Access permission assignment. You can only assign one of each
per rule. However, if you create a custom rule with multiple admin group match criteria,
the groups in the rule are OR’d, not AND’d, together. For example, you must be a mem-
ber of admin groups: ise-admin or ise-mnt or ise-tra.
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Figure 9-24 RBAC: Policy Rules

Summary

This chapter walked you through the initial configuration steps required to get the Cisco
Identity Services Engine up and running quickly. It first showed you how to perform

the initial bootstrapping of ISE, then guided you through the steps of the Cisco ISE
Policy Setup Assistant wizard, and then explained how to use the Setup task of the Task
Navigator to install ISE licenses and set up certificates. Finally, this chapter covered the
role-based access control features for administration of ISE.



Chapter 10

Profiling Basics

This chapter examines

Profiling concepts

m The importance of profiling to the context-aware policies necessary in today’s busi-
ness environment

m The multitude of ways that the Cisco Identity Services Engine (ISE) can glean the
profiling data (probes)

m How to configure the infrastructure to efficiently use the ISE profiling probes,
including virtual environments (VMware)

Understanding Profiling Concepts

The term profiling has been used a lot in today’s society and can often have negative
connotations. Police and security professionals may use a series of attributes about a
human being, such as hair and eye color, the way they are dressed, and the way they

behave to help “profile” them quickly as being a threat or a non-threat. However, this

is ultimately guesswork that (hopefully) becomes more accurate with experience and
practice.

Profiling, as it relates to network access, is very similar. However, the term should be
thought of in a positive light as it relates to the Cisco Identity Services Engine (ISE) and
Secure Unified Access solution.

The Cisco ISE Profiler is the component of the Cisco ISE platform that is responsible for
endpoint detection and classification. It does so by using a probe or series of probes that
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collect attributes about an endpoint. The Profiler then compares the collected attributes
to predefined device profiles to locate a match.

Why would profiling be an important technology for a company rolling out an identity
solution? In the early days of identity-based networks and 802.1X, countless man hours
were spent classifying all the devices that did not have supplicants. In other words, the
devices that could not authenticate to the network using 802.1X, such as printers and fax
machines. Your choices were to either identify the port connected to the printer and con-
figure it to either

m Not use 8§02.1X
m Use MAC Authentication Bypass (MAB)

MARB is an extension to 802.1X that allows the switch to send the device’s MAC address
to the authentication server. If that MAC address is in the “approved list” of devices,
the authentication server sends back an accept result, therefore allowing specific MAC
addresses to bypass authentication.

Imagine just how many man hours were spent collecting and maintaining this list of MAC
addresses. Additionally, an onboarding process had to be added, so that when a new
printer was added to the network, its MAC address was added to the list prior to it being
connected to the network for the first time, and so forth. Obviously, some enhance-
ments to this onboarding were required. There had to be some way to build this list more
dynamically and save all those man hours of prep and maintenance.

This is where profiling technology enters the picture. It allows you to collect attributes
about devices from sources such as DHCP, NetFlow, HTTP user-agent-strings, and more.
Those collected attributes are then compared to a set of signatures, similar to the way an
Intrusion Prevention System (IPS) works. These signatures are commonly referred to as
profiles.

An example would be collecting a MAC address that belongs to Apple, Inc.; seeing the
HTTP user-agent-string contain the word “ipad,” and therefore assigning that device to
the profile of Apple-ipad.

Profiling technology has evolved, as technology often does. Now, your authentication
server (ISE) has the ability to use that profiling data for much more than just building the
MARB list.

The Cisco ISE uses the resulting collection and classification data from the profiler as
conditions in the Authorization Policy. Now, you can build an Authorization Policy that
looks at much more than your identity credentials. You can combine a user’s identity
with the classification result and invoke specific authorization results.

Figure 10-1 and Figure 10-2 are examples of a differentiated Authorization Policy based
on profiling.
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Figure 10-1 Employee Using Corporate Laptop Gains Full Access
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Figure 10-2 Same Employee Credentials on an i-Device Gets Limited Access

Users connecting to the same wireless SSID and the same credentials can be associated to
different wired VLAN interfaces based on the device profile, such as

m Employees using corporate laptops with their Active Directory user ID are assigned
to the corporate VLAN and given full access to the network.

m Employees using i-devices with their same Active-Directory user ID are assigned to a
guest VLAN and provided only Internet access.

Although it may be intuitive to visualize the types of network access policies you are
able to create based on the device’s profile, the design of where and how the profiler col-
lects the data in regard to the endpoints requires thought and planning.

Key Topic: One of the first questions a security team may ask when discovering profiling
with any Network Access Control (NAC) solutions is, “Can we use this as an anti-spoof-
ing solution?” Remember that MAB is a limited replacement for a strong authentication.
It would be fairly easy for a malicious user to unplug a printer from the wall, configure
his laptop to use the same MAC address as the printer (spoofing), and gain access to the
network.
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It is important to always keep in mind that profiling is a technology that compares col-
lected attributes about an endpoint to a set of signatures called profiling policies to
make the best guess of what a device is. Can this type of technology be used to prevent
spoofing? Sure. However, it is difficult to accomplish anti-spoofing with this type of
technology:. It requires a lot of tuning, trial and error, and constant adjustment.

A best-practice approach is to use a defense-in-depth strategy. If the malicious user men-
tioned previously is successful in spoofing the MAC address of the printer and gains
network access, what level of network access should that device have? In other words,
the Authorization Policy for printers should not provide full network access, but provide
a limited subset of access instead. For example, a printer should only be permitted to
communicate using network ports critical to printer operations (such as TCP port 9100
or 9600).

Probes

As described, the Cisco ISE solution is capable of providing access policies where the
decisions may be made based on who, what, where, when, how, and other. Profiling is
focused on the “what” elements of the policy. For the policy engine to know what the
device is, you must first collect that data.

The Cisco ISE solution uses a number of collection mechanisms known as probes. This
probe is software designed to collect data to be used in a profiling decision. An example
of this would be the HTTP Probe, which captures HTTP traffic and allows the profiler to
examine attributes from the traffic, such as HTTP user-agent strings.

Without the probe enabled on the policy server, the data would never be collected.

Probe Configuration

You enable the probes on each Policy Service Node (PSN) where appropriate. In the
Administration GUI of the PAN, navigate to Administration > System > Deployment.
From here, select the PSN for which you are configuring the probes. Notice in the exam-
ple lab, you have a Basic 2-node deployment. With this deployment, both nodes run all
services, including profiling. Repeat these steps for each PSN in your deployment:

1. Select one of the Policy Services Nodes, as shown in Figure 10-3.
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Figure 10-3 ISE Deployment

2. Ensure that the Enable Profiling Service check box is selected, as shown in Figure
10-4.

Profiling Configuration

Hostname ATW-ISE-01
FQDN ATW-ISE-01.cts.local
IP Address 10,1.100.3
Node Type Identity Services Engine (ISE)

Personas

Administration Role SECONDARY

Monitoring Role| seconpany |+ | Other Monitoring Node, ATW-ISE-02

Palicy Service

Save |

Enable Session Services (i)

Include Node In Node Group

Enable Profiling Servica

Reset

Figure 10-4 General Settings
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3. Select the Profiling Configuration tab, as shown in Figure 10-5.

P NETFLOW

» DHCP .

» DHCPSPAN

P HTTP

P RADIUS

» Network Scan (NMAP)
» DNS

» SNMPQUERY

» SNMPTRAP

Figure 10-5 Profiling Configuration

Eight different probes are affected:

m HTTP probe

m DHCP

m NetFlow

m RADIUS

m Network Scan (NMAP)
m DNS

m SNMP

m IOS Device — Sensor

Each probe is described in further detail.

HTTP Probe

When applications use HTTP, such as a web browser or even software like Microsoft
Outlook and Windows Update, it typically identifies itself, its application type, operat-
ing system, software vendor, and software revision by submitting an identification string
to its operating peer. This information is transmitted in an HTTP Request-Header field
called the User-Agent field.



Chapter 10: Profiling Basics

The Cisco ISE uses the information in HTTP packets, especially the User-Agent field to
help match signatures of what “profile” a device belongs in. Some common user-agent
strings include

m Dalvik/1.6.0 (Linux\; U\; Android 4.1.1\; GT-P3113 Build/JRO03C). This user-
agent string clearly calls out that the endpoint is running the Android OS.

m Mozilla/5.0 (Linux; Android 4.2.2; Nexus 7 Build/JDQ39) AppleWebKit/535.19
(KHTML, like Gecko) Chrome/18.0.1025.166, Safari/535.19. This user-agent also
shows that it is an Android device, specifically a Google Nexus 7.

m Mozilla/5.0 (iPhone; CPU iPhone OS 6 0 1, like Mac OS X) AppleWebKit/536.26
(KHTML, like Gecko) Version/6.0 Mobile/10A523, Safari/8536.25. This user-agent
string clearly comes from an iPhone.

Deployment Considerations
There are three primary mechanisms for the HI'TP probe to collect the HTTP traffic:

m Use a Switched Port Analyzer (SPAN) session in true promiscuous mode: When
using the SPAN method, consider the best location to create the SPAN session and
gather the data. One recommended location is the Internet Edge, where a network
organization typically deploys a Web Security Appliance, like the Cisco IronPort
WSA.

Figure 10-6 provides a logical representation of using SPAN in a network to capture
HTTP traffic.

SPAN
Interface

Management
Interface

Figure 10-6 HTTP SPAN Logical Design

m Use a SPAN session in conjunction with a filter to limit the traffic visible to ISE:
Another option to use with the SPAN design is VLAN ACLs (VACL) on a Catalyst
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6500 or ACL-based SPAN sessions on a Nexus 7000. These options allow you to build
an ACL that defines exactly what traffic you want to capture and send along to ISE
instead of a pure promiscuous SPAN, where the ISE interface collects all traffic. This is
a better way to manage the resource utilization on your ISE server when available.

m Redirect devices’ web traffic to the Guest or Client Provisioning Portal (CPP) on
ISE: To know which client to provision to the end system, the ISE CPP has a mecha-
nism built into it to examine the user-agent strings to identify the client OS. Starting
in ISE 1.1, the CPP and Guest portals automatically update the endpoint directory
with user-agent data when a client connects to either portal.

This saves the CPU cycles from having to run a promiscuous interface and examine
all traffic, but you need to configure an Authorization Policy that sends all unknown
devices to the CPP for OS recognition, which can cause an undesirable end-user
experience when he is connecting with unknown devices.

As you can see, there are multiple ways to use the HTTP probe, and you must consider
what works best for your environment and then deploy with that approach.

4. Probe configuration: Click the check box next to the HTTP probe to enable it, as
shown in Figure 10-7. Select either the Gigabit 0 interface or all interfaces.

Multiple interfaces may not be individually selected. The choices will be a single interface
or all interfaces.

¥ HTTP

Interface | All ~]

Description | HTTP |

Figure 10-7 HTTP Probe

DHCP

DHCP can be one of the most useful data sources for an endpoint device. A primary

use of DHCP in profiling is to capture the device MAC address; however, there are many
other uses for the data. Much like HTTP, DHCP requests also carry a User-Agent field
that helps to identify the OS of the device. Some organizations have been known to use a
custom DHCP user-agent string, which helps identify the device as a corporate asset.

Not only the populated fields from the DHCP client, but other attributes, such as request-
ed DHCP Options and DHCP Host-Name, are useful in classifying the device.

Here are some examples of dhcp-class-identifier:

m dhcped-5.2.10: Linux-3.0.16-gd0049f1:armv7l:vigor, which clearly calls out a Linux
device. This one happens to be Android.

m MSFT 5.0, which is used by Windows 7 devices.
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Deployment Considerations
Unlike HTTP, there are two DHCP probes:
m DHCP
m DHCP SPAN

Key Point: Although SPAN is possible, it is never the best practice. Use of more direct
methods of capture are always preferred, such as the use of the ip-helper statement in Layer
3 Cisco routers and switches or the use of the RADIUS probe with IOS Device Sensor.

There are two primary methods for capturing DHCP data using the DHCP probes:

m Use a Switched Port Analyzer (SPAN) session in true promiscuous mode (see
Figure 10-8).

SPAN
Interface

Management
Interface

Figure 10-8 DHCP SPAN Logical Design

When using the SPAN method, consider the best location to create the SPAN ses-
sion and gather the data. One recommended location is the DHCP server, where
the DHCP probe examines both ends of the conversation (request and response).
However, there are caveats to this method, such as, “What if the organization uses
distributed DHCP servers?” This is why method 2 tends to be the most commonly
deployed.

m Copy the DHCP requests to the ISE Policy Service Node(s) using the ip helper-
address interface configuration command, as illustrated in Figure 10-9.

The ip helper-address command on a Layer 3 interface converts a DHCP broadcast
(which is a Layer 2 broadcast) and converts it to a unicast or directed broadcast (which
sends the broadcast to all hosts on a specific subnet). Simply add the IP address of your
Policy Services Node(s) to the list of helper addresses, and it will be copied on all DHCP
requests. Not to worry: The Cisco ISE server never responds to that request.



136 Cisco ISE for BYOD and Secure Unified Access

Management /

Interface

\

Interface VLAN 100
ip helper-address 10.1.1.100
ip helper-address 10.1.1.103

Figure 10-9 DHCP with ip belper-address logical design

Regardless of the SPAN or helper-address methods of using the DHCP probe(s), when
using a Wireless LAN Controller (WLC), the WLC has a default configuration of act-
ing as a RADIUS proxy, which is its own form of a helper-address, where the WLC acts
as a middleman for all DHCP transactions. Unfortunately, this behavior has a negative
affect on the DHCP probe and must be disabled on the WLC. Upon doing so, the DHCP
requests from wireless endpoints appear as broadcast messages on the VLAN, and an

IP helper-address statement must be configured on the Layer 3 interface of that VLAN
(switch or router). This is covered in the Wireless LAN controller section of this book.

5. Probe configuration: Click the check box next to the DHCP and/or DHCP SPAN
Probe to enable them. Select either the Gigabit 0 interface or all interfaces. Multiple
interfaces may not be individually selected. The choices will be a single interface or
all interfaces, as illustrated in Figure 10-10.

v DHCP
Interface | GigabitEthernet 0 ~]
Port| 67 |
Description | DHCP |
.
¥ DHCPSPAN

Interface | All -]
Description | DHCPSPAN |

Figure 10-10 DHCP Probes

It’s important to your overall deployment to only enable the profiling probes that you
really need. The best practice is to enable DHCP SPAN only when you must, and use
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other probes when possible. As previously discussed, the PSN receives DHCP profiling
data from Device-Sensor (if using Device-Sensor in the switch and/or WLC); or from the
IP helper-address configuration on your Layer 3 devices.

NetFlow

NetFlow is an incredibly useful and under-valued security tool. Essentially, it is similar to
a phone bill. A phone bill does not include recordings of all the conversations you had;
instead, it is a detailed record of all calls sent and received.

Cisco routers and switches support NetFlow, sending a “record” of each packet that has
been routed, including the ports used for the conversation between the endpoints, the
number of packets and bytes sent during the conversation, and other useful information.

Deployment Considerations

Just enabling NetFlow in your infrastructure and forwarding it all to the Identity Services
Engine can quickly over-subscribe your Policy Services Node. If you are planning to use
the NetFlow probe, it is highly recommended that you have a third-party solution filter
out any unnecessary data, and only send what you truly need to ISE. For that reason, this
book does not focus on the NetFlow probe. It is recommended that you plan accord-
ingly prior to its use.

6. Probe configuration: Click the check box next to the NetFlow Probe to enable it.
Select either the Gigabit 0 interface or all interfaces.

Multiple interfaces may not be individually selected. The choices are either a single
interface or all interfaces, as shown in Figure 10-11.

¥ NETFLOW

Interface| GigabitEthernet 0 - ‘

Port| 9996 \

Description | NETFLOW \

Figure 10-11 NerFlow Probe

As a general rule of thumb, it is not recommended to use this NetFlow probe. See the
section, “Deployment Considerations,” for details.

RADIUS

RADIUS is the primary communication mechanism from a network access device (NAD)
to the authentication server (ISE). Within the RADIUS messages, there can be useful data
to help classify a device.
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Originally, the focus was on the MAC address and IP address of the device. By having
this data conveyed in the RADIUS packet, ISE can build the all-important MAC « — IP
address bindings. Because the endpoint database uses MAC addresses as the unique iden-
tifier for all endpoints, these bindings are absolutely critical. Without them, the Layer 3
probes, such as HTTP and endpoint scanning, would never work correctly.

The Calling-Station-ID field in the RADIUS packet provides the endpoint’s MAC address,
and the Framed-IP-Address field provides its IP address in the RADIUS accounting
packet.

Additionally, the RADIUS probe can also trigger the SNMP probe to poll the NAD (see
the following SNMP probe information).

Deployment Considerations

All NADs in the secure unified access deployment should be configured to send RADIUS
accounting packets. It is also important to note that the Cisco switch must learn the
endpoint’s IP address via DHCP snooping or ip-device-tracking to fill in the Framed-IP-
Address field.

7. Probe configuration: Click the check box next to the RADIUS probe to enable it,
as shown in Figure 10-12. Notice that there is not really any configuration possible
with this one. However, it is one of the most useful probes, especially when com-
bined with device-sensor.

¥ RADIUS

Description | RADIUS

Figure 10-12 RADIUS Probe

Network Scan (NMAP)

A welcome improvement to ISE version 1.1 is the addition of the Endpoint Scanning
(NMAP) probe. NMAP is a tool that uses port scans, SNMP, and other mechanisms to
identify a device’s OS or other attributes of the device. The NMAP probe may be manu-
ally run against a single IP address or subnet. More importantly, the profiler can be con-
figured to react to a profiling event with a reactive NMAP probe.

For example, when an endpoint is discovered to be an Apple-Device, ISE launches an
NMAP OS-Scan against that endpoint to determine if it is running MAC OS or iOS.
From the results of that scan, ISE further classifies the device as a MAC or i-device.
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Deployment Considerations

The NMAP probe is executed against an IP address or range of IP addresses. However,
it is absolutely crucial to keep in mind that the endpoint database uses a MAC address
as the unique identifier of any endpoint. As such, the Policy Services Node relies on the
MAC address <« — IP address binding to update an endpoint’s attributes with the results
of the NMAP scan. Therefore, it is critical that the PSN receive valid information from
the other probes.

The NMAP probe can be manually run against a single IP address or subnet, or (more
commonly) an NMAP scan may be triggered as an action of a profile.

8. Probe configuration: Click the check box next to the Network SCAN (NMAP)
Probe to enable it. You may also run a manual scan from this screen, as shown in
Figure 10-13.

¥ MNetwork Scan (NMAP)

Description | NMAP |

Manual Scan Subnet | |

| Run Scan | Cancel Sean

Click to see latest scan results

Figure 10-13 NMAP Probe

DNS

With the DNS probe enabled, ISE uses DNS to look up the endpoint’s fully qualified
domain name (FQDN).

Deployment Considerations

A reverse DNS lookup is completed only when an endpoint is detected by one of the
DHCP, RADIUS, HTTP, and SNMP probes. A reverse lookup is when the IP address is
checked in DNS, and the FQDN is returned for that IP address. In other words, the exact
opposite of a normal DNS lookup.

9. Probe configuration: Click the check box next to the DNS probe to enable it, as
shown in Figure 10-14. This probe uses the name-server configuration from the ISE
node itself.

¥ DNS

Timeout | 2 |

Description | DNS |

Figure 10-14 DNS Probe
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SNMP

SNMP is used to query NADs that do not yet support Cisco IOS Device Sensor. After
enabling the SNMPQUERY probe, ISE polls all the SNMP-enabled NADs at the config-
ured polling interval.

Note It is recommended to remove SNMP settings from NADs that support the Cisco
10S Device Sensor to avoid double work.

Deployment Considerations
There are two SNMP probes:

m SNMPTrap: Receives information from the configured NAD(s) that support MAC
notification, linkup, linkdown, and informs. The purpose of this probe is to trigger
an SNMPQuery; so, in order for SNMPTrap to be functional, you must also enable
the SNMPQuery probe.

The SNMPTrap probe receives information from the specific NAD(s) when the MAC
Address Table changes or when link state changes on a switch port. To make this
feature functional, you must configure the NAD to send SNMP traps or informs (see
the section, “Infrastructure Configuration”). Information received from the SNMP
traps will not create a new endpoint in Cisco ISE, but it will potentially be used for
profiling.

Note SNMPTrap-triggered queries are queued to same node for SNMPQuery probe.

If local SNMPQuery probe is not enabled, those queries are dropped. Additionally,
SNMPTraps should not be sent when using the RADIUS probe, because it will only trigger
a duplicate SNMPQuery.

m SNMPQuery: Does the bulk of the work. There are actually two different kinds
of SNMPQuery probes: The System Probe polls all NADs that are configured for
SNMP at the configured interval, and the Interface Probe occurs in response to an
SNMPTrap or RADIUS accounting “start” packet.

The System probe queries the following MIBS at polling intervals (configured in the NAD
definition):

B system

m cdpCacheEntry

m cLApEntry (if device is WLC)

m cldcClientEntry (if device is WLC)



The Interface probe runs after a RADIUS packet or SNMPTrap is received. It queries for

the following data:

m Interface data (ifIndex, ifDesc, and so on)

Port and VLAN data

m Cisco Discovery Protocol data (if device is Cisco)

Note For distributed deployments, NAD polling is distributed among all Policy Services
Nodes enabled for SNMPQuery probes.

10. Probe configuration: Click the check box next to the SNMPQUERY and

Session data (if interface type is Ethernet)

SNMPTRAP Probes to enable them.

There is some configuration for these probes, such as the trap types to examine and the
SNMP port. It is recommended to leave these at their default settings, as shown in Figure

10-15.
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¥ SNMPQUERY

Retries| 2

Timeout | 1000

EventTimeout | 30

Description | SNMPQUERY

¥ SNMPTRAP

Link Trap Query
MAC Trap Query

Interface | GigabitEthernet 0

port| 162

Description | SNMPTRAP

Figure 10-15 SNMP Probes

I0S Device-Sensor

As the Secure Unified Access system advances, more intelligence gets added not only the
policy engine (ISE), but also to the NADs. The Cisco I0S Device Sensor (available begin-
ning in I0S 15.0(2)) is one such enhancement. There is much valuable information about
devices that get discovered and stored at the switch, such as CDP and LLDP data, which
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both describe a device and its capabilities, DHCP data that is captured and stored with
DHCP snooping, and much more.

Distributing the profiling-sensor capabilities as close to the endpoint is a natural and wel-
come step in profiling evolution. This eliminates many of the design considerations that
were already examined with the DHCP probes of having to configure ip helper-address
statements or setting up the processor intensive SPAN sessions.

This technology was then added to the Cisco Wireless LAN Controller (WLC) in version
7.2.100.0. In WLC version 7.3, an HTTP probe was added. WLC version 7.4 has capabili-
ties for DHCP, HTTP, and MDNS. Future versions of the Cisco WLC are road-mapped to
supply more data.

With 10S 15.0(2), WLC 7.2.110.0 or above, and ISE 1.1, the Device-Sensors provide
DHCP, CDP, LLDP, HTTP, and MAC OUI data via RADIUS accounting packets, and
ISE consumes that data via the RADIUS probe. As Secure Unified Access continues to
advance, more data should be added for communication through the Device-Sensors on
Cisco NADs.

See the section, “Infrastructure Configuration,” for configuration of these sensors.

Change of Authorization

The use of Change of Authorization (CoA) with profiling is critical to ensure a successful
and smooth deployment. Through the normal process of profiling, an endpoint transi-
tions from the unknown identity group to a more specific profile, such as Apple-Device.
In many cases, it transitions another time to a more specific profile (for example, Apple-
iPad).

When an endpoint policy (profile) changes, it is likely that the Authorization Policy rule
also changes. For instance, you may not have provided access to a new endpoint until it
was profiled as a workstation. The challenge is how to affect a new authorization for an

endpoint that is already authenticated and authorized to the network.

To address this challenge Cisco helped to author the RFC Standards for Change of
Authorization (CoA), defined in RFC 3576 and refined in RFC 5176.

CoA Message Types

As Cisco developed the secure access system, it became clear that the RFC standard CoA
message types were not going to suffice for a positive end-user experience.

The only truly usable CoA message type was the CoA Disconnect Message (CoA-DM).
Using the example previously described, where an Apple-iPad transitions profiles from
unknown device to Apple-Device, then to Apple-iPad; the CoA-DM would cause the
mobile device to lose its connection to the network upon each profile change if we want-
ed to immediately enforce the change in policy. That is not a positive user experience. In
fact, it is the exact opposite: It is a hostile user experience.
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Therefore, Cisco has advanced beyond the basic CoA’s defined in the RFCs and added
more intelligent ones for the Secure Unified Access system to ensure a positive end-

user experience. Many other vendors will implement more advanced CoA types in their
agents; however that does not enable itself well when a device does not have the agent
(such as a printer). Cisco implements the advanced CoAs in the infrastructure itself, there-
by eliminating the need for an agent to be resident. Some of the main CoA types are

m Session Reauthentication (CoA-Reauth): This is among the most common CoA
messages used in the Secure Unified Access system. With this CoA message type,
the session authentication will occur again, and the Authorization Policy may be re-
evaluated. The user is oblivious to this.

m Session Terminate (CoA-Terminate): This is almost exactly like the standard CoA-
DM message, only it ensures that the NAD clears the entire session out of its local
Authentication Manager.

m Session Terminate with Port-Bounce (CoA-PortBounce): This CoA causes the inter-
face to shut down and come alive again. This is commonly used when there is a non-
authenticating device (an endpoint without a supplicant).

For example, you may have a printer that needs to be assigned a different VLAN.
Without a supplicant, the printer would not recognize that the VLAN changed, and it
may have the wrong IP address for the final VLAN. By using the Port-Bounce option, you
cause the link-state of the network interface to drop and connect new, thereby triggering
a DHCP refresh.

Note As a safeguard, when multiple hosts are detected on a single port (such as with IP
Telephony where the end user is behind the phone), ISE automatically switches from Port-
Bounce to ReAuth.

Configuring Change of Authorization in ISE

There are two locations to set CoA message types in ISE. The first is the global setting
that sets the default CoA message used throughout ISE. Secondly, a specific CoA type
may be used per profile policy. An example of why both exist is to use Reauth as the
global setting, but Port-Bounce for all printers.

In the following steps, you set the Global CoA type to ReAuth, and then view the setting
for a printer profile.

From the ISE GUI, perform the following steps:
1. Navigate to Administration > System > Settings > Profiling.
2. Change the CoA Type drop-down to ReAuth, as shown in Figure 10-16.
3. Click Save.
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Settings Profiler Configuration

i2 Client Provisioning * CoA Type: | Reauth -

i= Endpoint Protection Service Current custom SNMP community strings: | No CoA Shaw_|

; FIPS Mode Change custom SNMP community strings: mm :| (For NMAP, co

2 Alarm Settings Confirm changed custom SNMP strings: ] tFor NMAP, con
» [ Posture EndPoint Attribute Filter: @ Enabled

Py ((save ] [ Reset |
» [0 Protocols

i= SMTP Server

i2 System Time

= Policy Sets

Figure 10-16 Global CoA Type Setting

4. Navigate to Policy > Profiling > Brother-Device.

5. Examine the Associated CoA Type drop-down, as shown in Figure 10-17.

Create an dentity Group for the policy () Yes, create masching Idantity Group
(&) Mo, e existing fdentity Group hierarchy
Parent Policy **=NONE=*s
* Ausociated Con Type| Gotml Sesingd 7|

Systern Type| No Con

Port Bounce
Fodies. Raauth
¥ | Gkl | ——
i1 Conegition | promar-Devica.oUl < % Cortainty Pactor Incmases: «| [0 1 & -
1t coniton [ aomer.evics Doser < | oo [Cartainty Foctor Increasms+| [10 | &~
it conseon [ romor povon st | ™en [Tom ek Scn <] [@-]

S

Figure 10-17 Per Policy CoA Types

Infr