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Overview
Official self-study test preparation guide for the Cisco IPS exam 642-532
The officia study guide helpsyou master all the topics on the IPS exam, including:

« |PS concepts

« Command-lineinterface (CL1) and IPS Device Manager (IDM) configuration modes
« Basic sensor and | PS signature configuration

« |IPSsignatureengines

« Sensor tuning

« |PSevent monitoring

« Sensor maintenance

« Verifyingsystemconfiguration

» Using the Cisco IDS Module (IDSM) and Cisco IDS Network Module

« Capturing network traffic

CCSP IPS Exam Certification Guide is a best of breed Cisco® exam study guide that focuses
specifically on the objectivesfor the |PS exam. Cisco Security Test Engineer Earl Carter shares
preparation hints and test-taking tips, helping you identify areas of weakness and improve your
Intrusion Prevention System (IPS) knowledge. Material is presented in a concise manner,
focusing on increasing your understanding and retention of exam topics.

CCSP IPS Exam Certification Guide presents you with an organized test preparation routine
through the use of proven series elements and techniques. "Do | Know This Already" quizzes
open each chapter and allow you to decide how much time you need to spend on each section.
Exam topic lists and Foundation Summary materials make referencing easy and give you aquick
refresher whenever you need it. Challenging chapter-ending review questions help you assess
your knowledge and reinforce key concepts. The companion CD-ROM contains a powerful



testing engine that allows you to focus on individual topic areas or take compl ete, timed exams.
The assessment engine also tracks your performance and provides feedback on amodule-by-
module basis, presenting question-by-question remediation to the text. Well-regarded for itslevel
of detail, assessment features, and challenging review questions and exercises, this book helps
you master the concepts and techniques that will enable you to succeed on the exam thefirst
time.

CCSP IPS Exam Certification Guide is part of arecommended learning path from Cisco
Systems® that includes simulation and hands-on training from authorized Cisco L earning
Partners and self-study products from Cisco Press. To find out more about instructor-led
training, e-learning, and hands-on instruction offered by authorized Cisco L earning Partners
worldwide, please visit www.cisco.com/go/authorizedtraining.
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Command Syntax Conventions

The conventions used to present command syntax in this book are the same conventions used in the |OS
Command Reference. The Command Reference describes these conventions asfollows:

Boldface indicates commands and keywordsthat are entered literally as shown.

Italicsindicate argumentsfor which you supply actual values.

Vertical bars(|) separate alternative, mutually exclusive elements.

Square brackets|[ ] indicate optional elements.

Braces{ } indicate arequired choice.

« Braceswithin brackets[{ }] indicate arequired choice within an optional element.
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Foreword

CCSP IPS Exam Certification Guide is an excellent self-study resource for the CCSP IPS exam. Passing the
exam validates the knowledge, skills, and understanding needed to design, install, and configure a Cisco
Intrusion Prevention solution. It isone of several exams required to attain the CCSP certification.

Cisco Press Exam Certification Guide titles are designed to help educate, devel op, and grow the community
of Cisco networking professionals. The guides arefilled with helpful featuresthat allow you to master key
concepts and assess your readiness for the certification exam. Developed in conjunction with the Cisco
certifications team, Cisco Press books are the only self-study books authorized by Cisco Systems.

Most networking professionals use avariety of learning methods to gain necessary skills. Cisco Press self-
study titles are a prime source of content for some individuals, and can also serve as an excellent supplement
to other forms of learning. Training classes, whether delivered in aclassroom or on the Internet, are agreat
way to quickly acquire new understanding. Hands-on practiceis essentia for anyone seeking to build, or
hone, new skills. Authorized Cisco training classes, |abs, and simulations are available exclusively from Cisco
L earning Solutions Partnersworldwide. Please visit www.cisco.com/go/training to learn more about Cisco

L earning Solutions Partners.

I hope and expect that you'll find this guide to be an essential part of your exam preparation and avaluable
addition to your personal library.

DonField

Director, Certifications
Cisco Systems, Inc.
September, 2005
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Introduction

Thisbook explains every major aspect of the Cisco Intrusion Prevention System (IPS). The book usesthe
information provided in the Cisco I PS course as afoundation and provides areference guide that explains
the Cisco IPS suite of products. It also provides useful tools for preparing for the Cisco Certified Security
Professional (CCSP) IPS exam.

REAR A R
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CCSP Certification and the CCSP IPS Exam

The network security market is currently in a position where the demand for qualified engineersvastly
outweighs the supply. For thisreason, many engineers consider migrating from routing or networking over
to network security. The CCSP certification offers an opportunity to display proficiency in the security area.
Passing the CCSP I PS exam is one of the requirementsfor attaining CCSP certification.

Remember that network security issimply security applied to networks. This sounds like an obvious concept,
but it isactually avery important oneif you are pursuing your security certification. Y ou must be very
familiar with networking before you can begin to apply the security concepts. For example, the skills
required to complete the CCNA will give you a solid foundation that you can expand into the network
security field.

Note

The CCSP IPS exam is a computer-based exam with multiple-choice questions. The exam can be
taken at any Thomson Prometric testing center (http://www.prometric.com/Default.htm) or
Pearson VUE testing site (http://www.vue.com). Y ou should check with Thomson Prometric or
Pearson VUE for the exact length of the exam. The exam is constantly under review, so be sureto
check the latest updates from Cisco at
http://www.cisco.com/en/US/earning/le3/Ie2/1e37/1e54/learning_certification_type home.html.

Tracking CCSP Status

Y ou can track your certification progress by checking https://www.certmanager.net/~cisco_g/login.html.
Y ou will need to create an account the first time you log in to the site.

Cisco Security Specialists in the Real World

Cisco has one of the most recognized names on the Internet. Typically, you cannot go into a data center or
server room without seeing some Cisco equipment. Cisco-certified security specialists are ableto bring quite
abit of knowledge to the table because of their deep understanding of the relationship between networking
and network security. Thisiswhy Cisco certifications carry such clout. Cisco certifications demonstrate to


http://www.prometric.com/Default.htm
http://www.vue.com
http://www.cisco.com/en/US/learning/le3/le2/le37/le54/learning_certification_type_home.html

potential employers and contract holders a certain professionalism and the dedication required to complete a
goal. Faceit, if these certifications were easy to acquire, everyone would have them.

Cisco IPS Course

The Cisco IPS official training course provides an explanation of the Cisco intrusion prevention solution
through classroom instruction and lab exercises. Sinceit is based on the Cisco | PS course, this book
provides a detailed reference to help you prepare for the exam. Y ou can learn more about the course at
http://www.cisco.com/en/US/learning/index.html.

tm < Day Day Up > m


http://www.cisco.com/en/US/learning/index.html

Audience for This Book

Thisbook isareference of the CCSP Intrusion Prevention System exam topics. It provides assessment and
study tools to help you prepare for the exam. It incorporates information on Cisco products from the
endpoint products all the way up to the enterprise products. It also makes an excellent reference for someone
who must maintain and operate Cisco IPS.

Before reading the book, you should have completed the CCNA certification or have an equivalent level of
knowledge. Strong user-level experience with the Microsoft Windows 2000 operating system and abasic
understanding of the |OS user interface are important. Furthermore, you should have taken the Securing
Cisco |0S Networks exam or have an equivalent level of knowledge.

A valid CCNA or CCIP certification isaprerequisite for CCSP certification.



QPHEv ' < Day Day Up > ' NEHT.

Organization of This Book

The book is organized into five mgor parts, an answers appendix, and a CD-ROM. Each part explains an
aspect of Cisco IPS and helps you prepare for the exam. The parts are divided into chapters and subjects,
described in thefollowing paragraphs.

Part |; Cisco IPS Overview

This section provides agood overview of intrusion prevention systems. If you are unfamiliar with intrusion
prevention (or intrusion detection), this section of the book is an excellent place to begin. It introduces the
basic concepts you need to understand as you read other sections in the book. If you are familiar with
intrusion prevention, you can probably skim this section. The only chapter in this sectionis Chapter 1, "Cisco
Intrusion Prevention System (IPS) Overview."

Part Il: Cisco IPS Configuration

This section explains the tasks necessary to configure your Cisco IPSdevices. Thefirst stepisinitializing
your sensor. Then you need to configure the basic operational parameters. Finally, you can tune your sensor
and the Cisco | PS signatures to match your operating environment. Except for the initialization task, the
configuration operations can be performed using either the sensor's command line interface (CL1) or the
Cisco IPS Device Manager (IDM). The chaptersin this section include the following:

o Chapter 2, "IPS Command-Line Interface"

 Chapter 3, "Cisco IPS Device Manager (IDM)"

« Chapter 4, "Basic Sensor Configuration”

o Chapter 5, "Basic Cisco | PS Signature Configuration”

o Chapter 6, "Cisco |PS Signature Engines’

« Chapter 7,"Advanced Signature Configuration”

o Chapter 8, "Sensor Tuning"



Part Ill: Cisco IPS Response Configuration

Correctly configuring the response that your Cisco | PS devices provide during and after detecting intrusive
trafficisvital to protecting your network from attack. This section explains the various signature responses
that you can use when protecting your network (including the inline options introduced in Cisco IPS 5.0).
The only chapter in this section is Chapter 9, "Cisco IPS Response Configuration.”

Part IV: Cisco IPS Event Monitoring

Effectively monitoring the alerts generated by your Cisco IPS devicesiscrucia to protecting your network
from attack. The Cisco Security Monitor is the graphical tool you can use to monitor the events being
generated by your various Cisco | PS devices. The section explains how to configure Security Monitor. The
only chapter in this section is Chapter 10, "Alarm Monitoring and Management.”

Part V: Cisco IPS Maintenance and Tuning

Regularly updating your intrusion protection system and troubleshooting problemsisvital to maintaining a
high level of security on your network. This section contains the following chapters that explain how to
update your Cisco IDS software. The chapters also highlight some common troubl eshooting, maintenance,
and tuning techniques.

Chapter 11, "Sensor Maintenance"

Chapter 12, "Verifying System Configuration”

Chapter 13, "Cisco IDS Module (IDSM)"

Chapter 14, "Cisco IDS Network Module for Access Routers®

Chapter 15, "Capturing Network Traffic"

Answers Appendix
The"Answersto the"Do | Know This Already? Quizzes and Q& A Questions" appendix providesthe

answersto the questions that appear in each chapter. This appendix isavailablein printable format from the
main menu of the CD-ROM.

CD-ROM



The CD-ROM contains a database of questionsto help you prepare for the actual CCSP IPS exam. Y ou can
take a simulated exam or focus on topic areas where you feel you need more practice. Thereisalso an

electronic copy of the book on the CD-ROM.

< Day Day Up >
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Using This Book to Prepare for the CCSP IPS Exam

Thisbook covers the published topics of the CCSP IPS exam (see "CCSP IPS Exam Topics' inthis
introduction). The book focuses on familiarizing you with the exam topics and providing you assessment and
preparation tools. Thereis also awealth of explanatory text, configuration and output examples, figures,
diagrams, notes, sidebars, and tables to help you master the exam topics. Each chapter beginswitha"Do |
Know This Already?" quiz made up of multiple choice questionsto help you assess your knowledge of the
topics presented in the chapter. After that, each chapter contains a " Foundation and Supplemental Topics"
section with detailed information on the exam topics covered in that chapter. A "Foundation Summary”
section follows. The "Foundation Summary" section contains chapter highlightsin condensed format. This
makes for excellent quick review and study the night before the exam. The "Foundation Summary" sections
of each chapter are available in printable format from the main menu of the CD-ROM. Each chapter ends
witha"Q&A" section of short-answer questions that are designed to highlight the major conceptsin the
chapter. The purpose of the review questionsisto test your knowledge of the information through open-
ended questions that require a detailed understanding of the material to answer correctly and completely. The
answersto thereview questions areincluded in the appendix.

The CD-ROM includes a database of sample exam questions that you can use to take afull practice exam or
focus on a particular topic. When you view your results, note your areas of deficiency and follow up with
extra study in those aress.

Preparing for an Exam

Aswith any Cisco certification exam, you should be thoroughly prepared before taking the CCSP IPS exam.
There isno way to determine exactly what questions will be on the exam, so the best way to prepare isto
have a good working knowledge of all subjects covered on the exam. Asyou will see, thisbook does a
thorough job of presenting the topics on the exam and providing you with information and assessment tools
for mastering them.

Y ou should combine preparation resources, labs, and practice tests with a solid knowledge of the exam
topics (see "CCSP IPS Exam Topics' in thisintroduction). This guide integrates several practice questions
and assessment tools with a thorough description of the exam topicsto help you better prepare. Of course, if
possible you will want to get some hands-on time with an 1PS sensor and Security Monitor. Thereisno
substitute for experience, and it is much easier to understand the commands and concepts when you can see
alerts generated in real time. For this reason, this book provides configuration and output examples,
diagrams and figures, and tablesin addition to explanatory text to help you master these topics.



Besides hands-on experience, Cisco.com provides awealth of information on the Cisco | PS solution and all
of the products that it interacts with. Remember, no single source can adequately prepare you for the CCSP
IPS exam unless you already have extensive experience with Cisco products and a background in networking
or network security. At aminimum, you will want to use this book in conjunction with resources at the
"Technical Support & Documentation” page on Cisco.com
(http://www.cisco.com/public/support/tac/home.shtml) to prepare for this exam.

Assessing Exam Readiness

After completing anumber of certification exams, | have found that you cannot completely know if you are
adequately prepared for the exam until you have completed about athird of the questions (during the actual
exam). At that point, if you are not prepared, it istoo late. Be sure that you prepare for the correct exam.
This book covers material for the CCSP IPS exam. The best way to assess your current understanding of the
material isto work through the "Do | Know This Already?"' quizzes, the Q& A questions, and the CD-ROM
practice questions with this book. Use your resultsto identify areas of deficiency. Then use this book and
Cisco resourcesto improve in these areas. It is best to work your way through the entire book unless you
can easily answer the questions for a particular topic. Even then, it is helpful to at |east review the
"Foundation Summary" section of achapter before moving on.

CCSP IPS Exam Topics

Tablel-1 containsalist of all of the CCSP IPS exam topics. The table indicates the chapter where each topic
is covered, so you can use this as a reference when you want to study a particular topic.

Table I-1. CCSP IPS Exam Topics by Chapter

Topic Chapter Where Topic Is
Covered

Identify the Cisco IDS/I PS sensor platformsand describetheir features.

I dentify the network sensor appliancesthat are currently available and 1
describe their features.

Identify the interfaces and ports on the various sensor appliances. 1
Describe the Cisco NM-CIDS. 1,14
Explain how the NM-CIDS works. 14

List the tasks for configuring the NM-CIDS. 14
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Topic Chapter Where Topic Is
Covered

Describe the Cisco IDSM-2. 1,13

Describe the IDSM-2 features. 13

List tasksfor configuring the IDSM-2. 13

Distinguish between the functions of the various IDSM-2 ports. 13

Explain the variousintrusion detection technologies and evasive techniques.

Defineintrusion detection. 1
Defineintrusion prevention. 1
Explain the difference between promiscuousand inlineintrusion 1
protection.

List the network devicesinvolved in capturing traffic for intrusion 15
detection analysis and explain when they are needed.
Explainthesimilaritiesand differencesamong thevariousintrusion 1
detection technologies.

Explain the differences between Host 1PS and Network 1PS. 1
Describe Cisco IPS signatures, alarms, and actions. 579
Explain the difference between true and fal se and positive and negative 1
dams.

Explain the evasive techniques used by hackersand how Cisco IDS/IPS 8
defeatsthose techniques.

Install and initialize a Cisco I DS/IPS sensor .

Describe the considerations necessary for selection, placement, and 1
deployment of anetwork intrusion prevention system.

Install a sensor appliance in the network. 2
Install an NM-CIDSin a Cisco router. 14
Install an IDSM-2 in a Cisco Catalyst 6500 switch. 13
Obtain management access to asensor appliance. 2
Obtain management accessto an NM-CIDS. 14
Obtain management accessto an IDSM-2. 13




Topic Chapter Where Topic Is
Covered

Describe the various CL1 modes. 2

Navigate the sensor CLI. 2

Usethe CLI to install the sensor software image. 2

Usethe CLI toinitialize the sensor. 2

Describe essential sensor settings and explain how they can be used to meet the requirements of a
given security policy.

Describe allowed hosts. 2,4
Describe user accounts. 2
Describeinterfacesand interface pairs. 3
Definetrafficflow notification. 3,4
Describe software bypass mode. 1

Usethe DM to perform essential sensor configuration and administrative tasks.

Configure network settings. 2,3
Configure allowed hosts. 4
Set the time. 4
Create and manage user accounts. 4
Configureinterfacesand interface pairs. 4
Configuretraffic flow notification. 4
Configure software bypass mode. 4
Use the IDM to configure SSL/TLS and SSH communications. 4
Monitor events. 10
Shut down and reboot the sensor. 11

Usethe sensor CL1 to perform essential configuration and administrative tasks.

Perform a configuration backup. 11

Verify theconfiguration. 12

Use general troubleshooting commands. 12




Topic Chapter Where Topic Is
Covered

Monitor events. 12

Describe Cisco IDS/IPS signaturesand alerts.

Explain the Cisco IDS/IPS signature features. 1,57

Explain how signatures protect your network. 3,5

Describe signature actions. 9

Explain how the sensor sends SNMP traps. 12

Describe signature engines and their purposes. 6

Describe the engine parameters that are common to al enginesand explain 6

how they are used.

Describe the engine-specific engine parametersand explain how they are 6

used.

Describe IPS derts. 5

Explainthefieldsin aCisco IDS/IPS alert. 5

Explain how signatures can be tuned to work optimally in a specific 7

environment.

Describe the use of custom signatures. 7

Usethe DM to configure signaturesto meet the requirements of a given security policy.

Enableand disablesignatures. 5
Tune asignature to perform optimally in agiven network, including 7
configuring signature actions, common engine parameters, and engine-
specificparameters.

Create custom signatures. 7
Configure the sensor to send SNMP traps to an SNM P management 12

station.

Explain how to tunea Cisco IDS/IPS sensor so that it providesthe most beneficial and efficient

intrusion protection solution.

Define sensor tuning.

Describe sensor tuning methods.




Topic Chapter Where Topic Is
Covered

Describe the | P logging capabilities of the sensor. 8,9

Explain IP fragment and TCP stream reassembly options. 8

Describe Event Action Rules. 8

Describe Metaevents. 1,7

Usethe DM totunea Cisco IDS/IPS sensor so that it providesthe most beneficial and efficient

intrusion protection solution.

ConfigurelPlogging. 8
Configure IP fragment and TCP stream reassembly options. 8
Configure Event Action Rules. 8
Configure Metaevents. 7
Explain how to maintain a Cisco I DS/IPS sensor appliance, the IDSM-2, and the NM-CIDS.

Describe the sensor image types.

11

Describe sensor imagefile names. 11
Describe service pack updates. 11
Describe service pack file names. 11
Describe signature updates. 11
Describe signature update file names. 11
Describe maintenance tasks unique to the NM-CIDS. 14

Usethe CLI and the DM to maintain the Cisco | DS/I PS sensor appliance, the IDSM-2, and the

NM-CIDS.

Use the CLI to upgrade the sensor image. 11
Use the CLI to recover the sensor software image. 11
Usethe IDM toinstall IDS signature updates and service packs. 11
Use the IDM to configure automatic updates. 11
Use the IDM to restore the sensor default configuration. 11
Use the IDM to reboot and shut down the sensor. 11




Topic Chapter Where Topic Is
Covered
Use the IDM to update the sensor license. 11
Monitor the health and welfare of the sensor .
Describe sensor error and status events. 12
Describe the Cisco Product Evolution Program (PEP). 12
Display PEPinformation. 12
Use general CLI troubleshooting commands. 12
Use the IDM to run a diagnostics report. 12
Usethe IDM to view sensor statistics. 12
Usethe IDM to obtain system information. 12
Explain how SNMP can be used to monitor the sensor. 3
Configure the sensor for monitoring by SNMP. 12
Verify the status of the NM-CIDS. 14
Verify the status of the IDSM-2. 13
Describe the Cisco IDS/IPS ar chitecture.
List the Cisco IDS/1PS services and describe their functions. 1
Explain how the sensor communi cates with external management and 1
monitoring systems.
Describe Cisco IDS/1PS configuration file format. 1
Describe Cisco IDS/IPS event format. 1
Describe sensor management and monitoring options. 1,23
Explain the features, benefits, and system requirements of the IDM. 3
Explain blocking concepts.
Describe the device management capability of the sensor and how itis 3,9
used to perform blocking with a Cisco device.
Design aCisco IDS/IPS blocking solution. 3,9

Usethe IDM to configure blocking for a given scenario.




Topic Chapter Where Topic Is
Covered

Configure asensor to use a Cisco device for blocking. 9

Configure a sensor to use a Master Blocking Sensor. 9
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Chapter 1. Cisco Intrusion Prevention
System (IPS) Overview

This chapter coversthe following subjects:

Cisco Intrusion Prevention Solution

« Intrusion Prevention Overview

« Cisco Intrusion Prevention System Hardware
e Inline Mode V ersus Promiscuous Mode

« Software Bypass

« Cisco Sensor Deployment

« Cisco Sensor Communications Protocols

« Cisco Sensor Software Architecture

The latest technology to protect your network is known as an Intrusion Prevention System (IPS). Unlike a
traditional Intrusion Detection System (IDS), intrusion prevention technology enables you to stop intrusion
traffic beforeit enters your network by placing the sensor as aforwarding device in the network. This
chapter provides an overview of this technology and how you can use it to protect your network from
attack.

IPSs are the latest addition to the set of tools available to secure your network. This chapter defines the
characteristics of an IPS and explains the terminology associated with | PS products. Cisco security devices
that support thisfunctionality are also identified. If you are unfamiliar with Intrusion Prevention technol ogy,
reading this chapter isvital to understanding the terminology used throughout the rest of the book.

"Dol Know ThisAlready?" Quiz

The purpose of the"Do | Know This Already?"' quiz isto help you decide if you really need to read the
entire chapter. If you already intend to read the entire chapter, you do not necessarily need to answer these
guestions now.

The 10-question quiz, derived from the major sectionsin the "Foundation and Supplemental Topics" portion



of the chapter, helps you determine how to spend your limited study time.

Table 1-1 outlines the major topics discussed in this chapter and the corresponding "Do | Know This
Already?' quiz questions.

Table 1-1. "Do | Know This Already?" Foundation and
Supplemental Topics Mapping

Foundation or Supplemental Topic Questions Covering This Topic
Intrusion Prevention Overview 1,2

Cisco Intrusion Prevention System 3,6

Hardware

Inline Mode Versus PromiscuousMode | 5

Software Bypass 4

Cisco Sensor Deployment 9,10

Cisco Sensor Communications Protocols | 7, 8

Cisco Sensor Architecture -

Caution

The goal of self-assessment isto gauge your mastery of the topicsin this chapter. If you do not
know the answer to a question or are only partially sure of the answer, you should mark this
guestion wrong for purposes of the self-assessment. Giving yourself credit for an answer you
correctly guess skews your self-assessment results and might provide you with afal se sense of
Security.

1. What do you call asignature that does not fire after observing normal user traffic?

a. Falsepositive

b. True negative



c. Falsenegative
d. Truepositive

2. Which of thefollowingisavalid risk rating?

a. High

b. Severe

c. 80

d. Critica

e. Catastrophic

3. Which of the following sensors does not support inline mode?

a 1DS4215
b. IDS 4255
c. 1DS4240

d. IDS Network Module
e IDS4235

4. Which software bypass mode causes the sensor to stop passing traffic if the analysis engine
stopsrunning?

a Auto

b. Off

c. On

d. Fail open

e. None of these

5. Inwhich processing mode does your sensor passively monitor network traffic asit looks for
intrusive activity? How many interfacesdoesit require?



a. Promiscuous, 1interface
b. Inline, linterface
c. Promiscuous, 2 interfaces
d. Inline, 2interfaces

6. Which of the following appliance sensorsis diskless so that it can provide greater reliability?

a 1DS4215
b. IDS4235
c. 1DS4240
d. IDS4250
e. 1IDS4210

7. Which standard defines a product independent standard for communi cating security device
events?

a SDEE
b. LDAP
c. RDEP
d. TLS

e. IDIOM

8.  Which communication protocol doesyour sensor use to communicate event messages to other
Cisco IPS devices on the network?

a |IDIOM
b. SMTP

c. RDEP



d. SDEE

e. None of these

9. What isthe name of the boundary between your network and your business partner's network?

a. Internet boundary
b. Extranet boundary
c. Intranet boundary

d. Remote-accessboundary

10. Which of thefollowing areinternal boundaries that separate network segmentswithin a
network?

a. Intranet boundaries
b. Internet boundaries
c. Extranet boundaries
d. Segment boundaries

None of these

®

The answers to the "Do | Know This Already?" quiz are found in the appendix. After correcting your quiz,
count the number of correct answersto determine your next objective:

« 8or lessoverall score —Read the entire chapter, including the "Foundation and Supplemental
Topics," "Foundation Summary," and Q&A sections.

« 9or 10 overall score —If you want more review on these topics, skip to the "Foundation Summary"
section of this chapter and then go to the Q& A section. Otherwise, move to the next chapter.

= Day Day Up >
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Foundation and Supplemental Topics

Cisco Intrusion Prevention Solution

Proactively protecting your network resources is the latest trend in security. Most Intrusion Detection
Systems (IDS) passively monitor your network for signs of intrusive activity. When intrusive activity is
detected, the IDS provides the capability to block further intrusive activity from the suspect host. This
reactive approach does not prevent the initial attack traffic from reaching the targeted device. An Intrusion
Prevention System (IPS), however, can proactively stop even theinitial attack traffic. This chapter provides
an overview of the Cisco | PS solution by focusing on the following topics:

« Intrusion Prevention Overview

« Cisco Intrusion Prevention System Hardware

« Inline Mode Versus Promiscuous Mode

» Software Bypass

« Cisco Sensor Deployment

o Cisco Sensor Communications Protocols

Intrusion Prevention Overview
Sinceintrusion preventionisarelatively new technology, it ishelpful to review how it differsfrom a

traditional IDS and to explain the terms commonly used in discussions on this subject. Thisreview and
explanation will be covered by the following topics:

Intrusion-Prevention Terminology

IPS/IDS Triggers

IPS/IDS Monitoring L ocations

Cisco Hybrid IPS/IDS Solution



« Risk Rating

« Meta-Event Generator

« Inline Deep-Packet Inspection

Intrusion-Prevention Terminology

Table 1-2 describes the primary terms that are used to describe the functionality of the Cisco IPS solution.

Table 1-2. Primary IPS Terminology

Terminology

Description

Inlinemode

Examining network traffic while having the ability to stop intrusivetraffic
from reaching the target system

Promiscuous mode

Passively examining network traffic for intrusive behavior

Signatureengine

An enginethat supports signatures that share common characteristics
(such as same protocol)

M eta-Event Generator

The capability to define meta signatures based on multiple existing
signatures

Atomicsignature

A signature that triggers based on the contents of a single packet

Flow-based signature

A signature that triggers based on the information contained in a sequence
of packets between two systems (such as the packetsin a TCP
connection)

Behavior-basedsignature

A signature that triggers when traffic deviates from regular user behavior

Anomaly-based signature

A signature that triggers when traffic exceeds a configured normal
basdline

Falsenegative A situation in which adetection system failsto detect intrusive traffic
although there is a signature designed to catch that activity

Falsepositive A situation in which normal user activity (instead of intrusive activity)
triggersan alarm

True negative A situation in which a signature does not fire during normal user traffic on

the network




Terminology Description

Truepositive A situation in which asignature fires correctly when intrusive traffic for
that signature is detected on the network (The signature correctly
identifies an attack against the network.)

Deep-packet inspection Decoding protocols and examining entire packetsto allow for policy
enforcement based on actual protocol traffic (not just a specific port
number)

Event correlation Associating multiple larms or eventswith asingle attack

Risk rating (RR) A threat rating based on numerous factors besides just the attack severity

Note

Some systems refer to promiscuous mode as passive mode. Both of these termsrefer to passively
examining network traffic.

IPS/IDS Triggers

The purpose of any IPS/IDS is to detect when an intruder is attacking your network. Not every IDS/ IPS,
however, uses the same triggering mechanisms to generate intrusion alarms. There are three major
triggering mechanisms used by current intrusion systems:

« Anomaly detection

o Misusedetection

 Protocol analysis

Note

Triggering mechanisms refer to the action that causes the IDS/IPS to generate an alarm. The
triggering mechanism for ahome burglar alarm could be awindow breaking. A network IDS may
trigger an alarm if it sees a packet to a certain port with specific datain it. A host-based IPS IDS
may generate an alarm if acertain system call isexecuted. Anything that can reliably signal an
intrusion can be used as atriggering mechanism.



Anomaly Detection

Anomaly detection is also sometimes referred to as profile-based detection. With anomaly detection, you
must build profilesthat define what activity is considered normal. These profiles can be learned over aperiod
of time or they can be modeled on historical behavior. After defining which traffic or activity is considered
normal, then anything that deviates from thisnormal profile generates an alert (sinceit isabnormal).

The main advantage of anomaly detection isthat the alarms generated are not based on signatures for
specific known attacks. Instead, they are based on a profile that defines normal user activity. Therefore, an
anomaly-based intrusion system can generate alarmsfor previously unpublished attacks, aslong asthe new
attack deviatesfrom normal user activity by asignificant amount.

Misuse Detection

Misuse detection, also known as signature-based detection, looks for intrusive activity that matches specific
signatures. These signatures are based on a set of rules that match typical patterns and exploits used by
attackers to gain access to your network. Highly skilled network engineers research known attacks and
vulnerabilitiesto devel op the rulesfor each signature.

Some of the benefits of misuse detection are asfollows:

Signatures are based on known intrusive activity

Attacks detected are well defined

System is easy to understand

Detectsattacksimmediately after installation

Protocol Analysis

Thefinal triggering mechanism isavariation on misuse detection. Misuse detection islooking for aspecific
attack signature in your network traffic. With protocol analysis, the IPS/IDS analyzes the data stream based
on the normal operation of a specific protocol. Therefore, the intrusion system isverifying the validity of the
packets with respect to the protocol definition and then looking for specific patternsin the various fiel ds of
the protocol or apacket's payload. Thisin-depth analysis utilizes a protocol's Request for Comments (RFC)
as abaseline and focuses on two major areas.



« Verifying validity of packet (based on protocol RFC)
» Checking the contents of payload

Using protocol analysis, not only must the attack traffic match avalid packet for the protocol in question,
but it must also then contain known attack traffic in the payload or protocol fields of the packet.

IPS/IDS Monitoring Locations

Now that you have abasic understanding of the intrusive activity that can generate alarms from your
intrusion system, it istime to examine where your IPS/IDS watchesfor thisintrusive traffic. The magjor
IPS/IDS monitoring locations are asfollows:

o Host-Based

o Network-Based

Host-Based

Host-based intrusion systems check for malicious activity by checking information at the host or operating
system level. These intrusion systems examine many aspects of your host, such as system calls, audit logs,
error messages, and so on.

Since a host-based IPS/IDS examines traffic after it reaches the target of the attack (assuming the host isthe
target), it hasfirst hand information on the success of the attack. With a network-based intrusion system, the
alarms are generated on known intrusive activity, but only a host-based intrusion system can determine the
actual success or failure of an attack.

Network-Based

A network-based intrusion system examines packets traversing the network to locate attacks against the
network. The network-based DS sniffs the network packets and compares the traffic against signatures for
known intrusive activity. A network-based | PS actually checks network traffic for malicious activity while
functioning asaL ayer-2 forwarding device.

Note

To sniff network packets means to examine all of the packets that are traveling across the network.
Normally, ahost only examines packetsthat are addressed to it specifically, along with packets



that are broadcast to all of the hosts on the network. To be capable of seeing all of the packets on
the network, the IDS must place the network interface card (NIC) into promiscuous mode. While
in promiscuous mode, the NIC examines all packets regardless of their destination address.

A network-based intrusion system (compared to a host-based solution) has the following benefits:

o Overall network perspective
« Does not have to run on every OS on the network.

By viewing traffic destined for multiple hosts, a sensor receives anetwork perspectivein relation to the
attacks against your network. If someone is scanning multiple hosts on your network, thisinformation is
readily apparent to the sensor.

Another advantage to a network-based intrusion system is that it does not have to run on every OSin the
network. Instead, a network-based intrusion system relies on alimited number of sensor devices to capture
network traffic. Managing these various sensor platformsis accomplished through a couple of management
platforms. Based on specific performance requirements, you can choose different sensor platformsto provide
complete coverage of your network. Furthermore, these sensing devices can easily be hardened to protect
them from attack, since they serve a specific purpose on the network.

Cisco Hybrid IPS/IDS Solution

IDSs passively monitor network traffic for intrusive activity. When intrusive activity is detected, the sensor
can reset TCP connections and block future traffic from the attacking system. Theinitial attack packet,
however, will still reach the target system. In Cisco IPS version 5.0, this mode of operation is known as
promiscuous mode. It requires only a single sensor interface to monitor each network location.

With intrusion prevention, your sensor functions as alayer 2 forwarding device on your network. In Cisco
IPS version 5.0, this mode of operation is known asinline mode and requires allocating two sensor
interfaces (known as an interface pair) at each monitoring point in your network. The major advantage of
intrusion prevention isthat network traffic isexamined in line, enabling your sensor to drop al intrusive
packets before they reach the target system, aswell asresetting TCP connections and blocking future traffic
from the attacking system.

Cisco IPS version 5.0 enables you to operate your sensorsin both modes of operation simultaneously. For
instance, if your sensor has four monitoring interfaces, your system can operatein the following
configurations:

« 2interfacepairs(bothinline)



o linterfacepair, 2 promiscuousinterfaces
4 promiscuousinterfaces

Depending on your network topology, you may want to combine inline processing and promiscuous
processing to create a hybrid security protection solution. Inline processing works well in situationsin which
all of the traffic being examined goes through a single location (such as the Internet entry point into your
network). Promiscuous mode works better than inline mode in situationsin which the number of paths
makes inline processing prohibitive (such aswhen traffic is monitored between numerous hostson asingle
subnet). In promiscuous mode, your system can monitor all of this host-to-host traffic by using atraffic
capture mechanism such as a Switched Port Analyzer (SPAN), whereas inline mode requires a sensor
between each host pair.

Note

The Cisco hybrid IPS solution also includes a host-based component through the Cisco Security
Agent (CSA) product. Discussion of this product is out of the scope of this book. For more
information on CSA refer to the documentation at Cisco.com
(http://mwww.cisco.com/en/US/products/sw/secursw/ps5057/index.html) or the Cisco Press book

Cisco Security Agent (ISBN: 1-58705-205-9).

Risk Rating

One of the limiting factors associated with IDSsisfalse positive alarms. Fal se positives generate more work
for your security analysts and can reduce their confidence in the alarmsthat the intrusion system identifies.
To reduce the probability of false positives, Cisco IPS version 5.0 calculates arisk rating (RR) for aerts
from 0 to 100 (with 100 being the most severe). The RR is calculated according to not just the severity of
the attack but also the following factors:

o Event severity
« Signaturefidelity
o Asset value of target

Each of these factorsis discussed in the following sections.

Event Severity


http://www.cisco.com/en/US/products/sw/secursw/ps5057/index.html

The event severity isaso known asthe attack severity or the alert severity. This value weights the RR based
on the severity of asuccessful exploitation of the vulnerability. The event severity can be one of the
following values (listed from most severeto least severe):

High

Medium

e Low

Informationa

Signature Fidelity

The signature fidelity weights the RR based on how well the signature might perform in the absence of
specific knowledge of the target. Thisvalue isanumeric value between 0 and 100 (with 100 being the
highest fidelity). Signaturesthat are based on very specific ruleswill have ahigher signaturefidelity value
than signatures based on more generic rules. For instance, consider the two Cisco IPS 5.0 signatures shown
in Table 1-3:

Table 1-3. Sample Signature Fidelity Ratings

Signature ID | SubSignature ID | SignatureName Signature
Fiddity
5406 0 [llegal MHTML 72
URL
5406 1 Illegal MHTML 0
URL

These signatures are designed to detect illegal MHTML URLsin amonitored connection. The signature with
a SubSignature ID of 0 examines web traffic (to port 80), and the signature with a SubSignature ID of 1
examines e-mail traffic (to port 25). Assume that you treat the fidelity rating as a percentage indicating the
likelihood that the signature detected the traffic that it is designed to identify (not afalse positive).

Based solely on the signature fidelity, there is an approximately 72 percent likelihood that the trafficisnot a
false positive when the web signature triggers. The e-mail signature, on the other hand, has afidelity rating
of O, indicating that without any target specific information the alarm is almost guaranteed to be afalse
positive.



Note

MIME (Multipurpose Internet Mail Extension) encapsulation of aggregate documents such as
HTML (MHTML) isan Internet standard (RFC 2557) that defines amechanism to enable a
protocol to retrieve a complete multiresource HTML multimediadocument in asingle transfer.
Although originally developed for e-mail messages, MHTML can also be employed by protocols
suchasHTTP and FTP.

Note

Signaturefidelity is calculated by the signature author on a per-signature basis.

Asset Value of Target
Thefinal weight, also known as the target-value rating, is based on the perceived value of thetarget. This

valueis user-configurable based on the I P address. Y ou can assign one of the following values (listed in
order, from lowest to highest priority) to a specific |P address or range of addresses:

No value

e Low

Medium

High

o Missioncritical
The assignment of valuesto systemsis a subjective process. The important point is that the asset values
enable you prioritize the devices on your network based on their perceived value. For instance, you may use
thefollowing classificationmodel:

« Missioncritical—Server systems

« High—Infrastructuresystems



o Low—Desktop systems

« Novaue—Guest laptops

Meta-Event Generator

Suppose that you determine that aworm attack against your network will trigger five distinct signatures.
Traditionally, to detect thisworm, your security analyst must sift through all of the alarms detected by the
IDS and then determine which of those individual events represent the worm attack.

With the Meta-Event Generator (MEG), you can perform this event correlation at the sensor level. Assume
that a specific worm attack causes five distinct signaturesto fire when it islaunched against your network. If
worm attacks are bombarding your network, then the number of alarms being generated is extensive (since
each worm attack instance triggers multiples alarms). Using MEG, you can decrease the severity of the
individual signaturesthat the worm triggers and use a meta-event to identify only instances of the worm
attack.

Inline Deep-Packet Inspection

By definition, IDS and | PS solutions incorporate signatures that trigger based on information that islocated
throughout the packet. Inline deep-packet inspection refers to the ability to perform actual protocol analysis
on network traffic. Many applications (including malicious programs) attempt to use open portsto pass
information through access control lists on your network. Using inline deeppacket inspection enables you to
enforce your security policy beyond basic port numbers. For instance, thisfunctionality enablesyou to
prevent attackers (and applications) from sending traffic to or from port 80 unlessthetraffic islegitimate
HTTPtraffic.

Cisco Intrusion Prevention System Hardware
Cisco provides awide range of intrusion detection devices. Having multiple sensor platforms enablesyou to

decide the best location within your network to monitor for intrusive activity. Cisco provides the following
types of sensor platforms:

Cisco IDS 4200 series network sensors

Cisco IDSM-2 module for Catalyst 6500

Cisco IDS network module for access routers

Router sensor



o Firewall sensor

Cisco IDS 4200 Series Network Sensors
Y ou must understand the features, connections, and interfaces on the different appliance modelswhen

installing these devices on your network. Knowing the bandwidth limitationswill help you determine which
appliance model matchesyour network environment. The following modelswill be examined in detail:

IDS 4215

« |IDS4235
o IDS4240*
« IDS 4250
o |IDS4250XL

o |DS4255*

Note

The sensors marked by * are the appliance sensors most recently added to the Cisco IPS solution.
These sensors use flash memory for storage instead of aregular hard disk. Using flash memory is
morereliable than using ahard disk since flash memory has no moving parts.

Cisco 4215 Appliance Sensor

The low-end sensor isthe IDS 4215. Its capabilities are as follows:

Performance—80 Mbps

Monitoringinterface—10/100BASE-TX

Command and control interface—10/100BASE-TX

Optional interface—4 10/100BASE-TX

Performance upgrade—Not available



The features on the front of the IDS 4215 sensor are shown in Figure 1-1.

Figure 1-1. IDS 4215 Front Panel

[View full size image]
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Most of the connections are located on the back of the IDS 4215, including the two Ethernet interfaces (see
Figure 1-2). The command and control interface is on the right, whereas the monitoring interfaceis on the
left. The monitoring interface is FastEthernet0/0.

Figure 1-2. IDS 4215 Back Panel

Crptional monitoring interfaces Console access

Maonitoring intarface
Command and control interface

Note

When you use the optional four-port interface, the additional monitoring interfaces are (from | eft
to right) FastEthernetl/0, FastEthernet1/1, FastEthernetl/2, and FastEthernet1/3.



The performance of the Cisco IDS 4215 sensor is based on the following factors:

800 new TCP connections per second

800 HTTP connections per second

Average packet size of 445 bytes

Presence of Cisco IDS software version 4.1 or greater

Cisco 4235 Appliance Sensor

Thefollowing are the technical specificationsfor the Cisco IDS 4235 sensor:

Performance—250 M bps

Monitoringinterface—10/100/1000BASE-TX

Command and control interface—10/100/1000BASE-TX

Optional interface—4 10/100BASE-TX

» Performanceupgrade—Not available

The connections are on the back of the IDS 4235 (see Figure 1-3). The command and control interfaceison
theleft (labeled 2), whereas the monitoring interface is on theright (labeled 1). The monitoring interfaceis
FastEthernet0/0.

Figure 1-3. IDS 4235 Back Panel

[View full size image]
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The performance of the Cisco IDS 4235 sensor is based on the following factors:

3000 new TCP connections per second

3000 HTTP connections per second

Average packet size of 445 bytes

Presence of Cisco IDS software version 4.1 or greater

Cisco 4240 Diskless Appliance Sensor

Thefollowing are the technical specificationsfor the Cisco IDS 4240 sensor:

Performance—250 M bps

Monitoring interface—4 10/100/1000BASE-TX

Command and control interface—10/100/1000BASE-TX

Optional interface—4 10/100BASE-TX

» Performanceupgrade—Not available

The connections are on the back of the IDS 4240 (see Figure 1-4). The command and control interfaceison
the left above the USB ports. The four monitoring interfaces are near the middle on the bottom (when
interface 0 is on the right). The monitoring interfaces are GigabitEthernet0/0 and GigabitEthernet0/3.

Figure 1-4. IDS 4240 Back Panel
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The performance of the Cisco I1PS 4240 appliance is based on the following factors:

2500 new TCP connections per second

2500 HTTP connections per second

Average packet size of 445 bytes

Presence of Cisco IDS software version 4.1 or greater

Cisco 4250 Appliance Sensor

Thefollowing are the technical specificationsfor the Cisco IDS 4250 sensor:

Performance—500 M bps

Monitoringinterface—10/100/1000BASE-TX

Command and control interface—10/100/1000BASE-TX

Optional interface—1000BASE-SX (fiber) or 4 10/100BASE-TX

» Performance upgrade—Y es

The connections on the back of the IDS 4250 are identical to those on the IDS 4235 (see Figure 1-3). The
command and control interfaceis on theleft (1abeled 2), whereas the monitoring interface is on the right
(labeled 1). The monitoring interface is GigabitEthernet0/0.

The performance of the Cisco IDS 4250 sensor is based on the following factors:

5000 new TCP connections per second

5000 HTTP connections per second

Average packet size of 445 bytes

« Presence of Cisco IDS software version 4.1 or greater

Cisco 4250XL Appliance Sensor

Thefollowing are the technical specificationsfor the Cisco IDS 4250X L sensor:



Performance—1000 Mbps

Monitoring interface—Dual 1000BA SE-SX interface withMTRJ

Command and control interface—10/100/1000BASE-TX

Optional interface—1000BA SE-SX (fiber)
« Performanceupgrade—Not available

The connections located on the back of the IDS 4250XL areidentical to those on the IDS 4235 and IDS
4250, with the exception of the IDS Accelerator (XL) Card (see Figure 1-5). The command and control
interface (labeled 2) isthe leftmost of the two built-in interfaces, whereas the TCP Reset interface (labeled 1)
isthe built-ininterface on the far right. The monitoring interface isthe IDS Accelerator Card ports. The
monitoring interfaces are GigabitEthernet1/0 and GigabitEthernet1/1.

Figure 1-5. IDS 4250XL Back Panel
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The performance of the Cisco IDS 4250X L sensor is based on the following factors:

« 5000 new TCP connections per second

« 5000 HTTP connections per second



« Average packet size of 595 bytes

o Presence of Cisco IDS software version 4.1 or greater

Cisco 4255 Diskless Appliance Sensor

Thefollowing are the technical specificationsfor the Cisco IDS 4255 sensor:

Performance—600 M bps

Monitoring interface—4 10/100/1000BASE-TX

Command and control interface—10/100/1000BASE-TX

Optional interface—1000BASE-SX (fiber) or 4 10/100BASE-TX

Performance upgrade—Y es

The connections on the back of the IDS 4255 are identical to those on the IDS 4240 (see Figure 1-4). The
command and control interfaceis on the left, above the USB ports. The four monitoring interfaces are near
the middle on the bottom (when interface 0 is on the right). The monitoring interfaces are GigabitEthernet0/0
and GigabitEthernet0/3.

The performance of the Cisco I1PS 4255 appliance is based on the following factors:

6000 new TCP connections per second

6000 HTTP connections per second

Average packet size of 445 bytes

Presence of Cisco IDS software version 4.1 or greater

Cisco IDSM-2 for Catalyst 6500

Thefollowing are the technical specificationsfor the Cisco IDSM-2 (IDS Module 2) for Catalyst 6500:

« Performance—600 Mbps
« Built-ininterfaces—2 10/100/1000BA SE-TX

« Command and control interface—10/10 10/100BASE-TX



« Optional interface—Not available
o Performanceupgrade—Not available

The performance of the Cisco IDSM-2 is based on the following factors:

« 4000 new TCP connections per second
« Average packet size of 450 bytes

» Presence of Cisco IDS software version 4.1 or greater

Note

For more information on the IDSM-2 for Catalyst 6500, refer to Chapter 13, "Cisco IDS Module
(IDSM)," in the section titled "IDSM-2 Technical Specifications.”

Cisco IDS Network Module for Access Routers
The IDS network module for access routers deploys sensor functionality in low-end routers such asthe

Cisco 2600XM, 2691, 3660, and 3700 series routers. The following are the technical specificationsfor the
Cisco IDS network module for access routers;

Performance—Up to 45 Mbps

Monitoring interface—Router internal bus

Command and control interface—10/10 10/100BASE-TX

Optional interface—Not available

Performanceupgrade—Not available

The performance of the IDS network module for access routersis based on the following factors:

» 500 new TCP connections per second
e 500 HTTP connections per second

« Average packet size of 445 bytes



o Presence of Cisco IDS software version 4.1 or greater

Note

For more information on the network module, refer to Chapter 14, "Cisco IDS Network Module
for Access Routers.”

Router Sensor

The router sensor (Cisco 10S IDS) incorporates intrusion-detection functionality into the | OS software.
Cisco IOS IDS can detect alimited subset of attacks that are detectable by the appliance sensor. The
software and hardware requirements for Cisco |IOS IDS are as follows:

 Cisco |0S software release 12.0(5)T or greater
« Cisco 830, 1700, 2600, 3600, 7100, 7200, or 7500 series routers

Note

Beginning with Cisco 10S software release 12.3(T), Cisco |OS IDS uses the same signature
enginesthat are available with the appliance sensors. Although with Cisco 10S IDS you cannot
check for all of the signatures that can be checked with an appliance sensor (because of
performance reasons), you can identify alimited set of signaturesto check (choosing from virtually
all of the signatures available on the appliance sensor). Y ou can a so create custom signatures that
can be addressed in your specific network environment.

Firewall Sensor

Thefirewall sensor (PIX Firewall IDS) integrates IDS functionality into PIX Firewall software. A PIX
Firewall IDS can detect only afixed subset of attacks that are detectable by the appliance sensor. The
software and hardware requirements for using PIX Firewall IDS are asfollows:

o PIX Firewall software, version 5.2 or greater



« PIX models 501, 506E, 515E, 525, or 535

Inline Sensor Support

Beginning with version 5.0, Cisco sensor software supports attack prevention by operating ininline mode.
Thefollowing Cisco IDS sensors support inline mode:

IDS 4215

IDS 4235

IDS 4240

IDS 4250

IDS 4255

IDSM-2

Note

Inline functionality is currently not supported on the network module.

Inline Mode Versus Promiscuous Mode

An Intrusion Detection System (IDS) passively monitors network traffic at multiple locationswithin your
network by using IDS sensors. This monitoring isreferred to as promiscuous mode because it involves
placing anetwork interface into promiscuous mode and then examining all of the traffic through the
interface. Promiscuousinterfaces are virtually invisible on the network because they are associated with no
IP address.

When intrusive activity is detected, the IDS can generate an alarm. The IDS can also usually be configured
to take reactive measures such as the following:

o TCP connection reset

« |IPblocking

« IPlogging



Note

For detailed explanations of 1DS signature responses, refer to Chapter 9, "Cisco IPS Response
Configuration.”

Although these reactive measures can prevent further intrusive activity, theinitial intrusivetraffic till
reaches, and can compromise, the target system.

An Intrusion Prevention System (IPS) also monitors network traffic by using sensors at specific locations
throughout your network. These sensors, however, can be configured to examine traffic in inline mode. In
inline mode, apair of sensor interfaces serves asalayer-2 gateway for network traffic. Normal network
traffic packets are received on one interface and then transmitted to the other interface (simulating the
network wire). The sensor, however, examines the packets received on either inline interface. If the
examined traffic triggers signatures that are enabled on the sensor, the sensor can drop the packets instead of
transmitting them through the outbound interface (if that is the action configured for the signature).
Therefore, asensor operating in inline mode can drop intrusive traffic before it reaches the target system.

Software Bypass

A sensor operating in inline mode can disrupt the operation of your network if the sensor's analysis engine
stops operating for some reason (since it would no longer be passing network traffic). To prevent a
disruption (caused by the sensor no longer passing network traffic), the Cisco IPS sensor software provides a
bypass mechanism that kicksin when afailure or stoppage occurs. The bypass can be configured to operate
in one of the following modes:

« Auto

» Off

« On

Auto Mode

In Auto mode (also known as Fail Open mode), a sensor running in inline mode will continue to forward
traffic even if the sensor's analysis engine stops processing traffic. Although thistraffic is not inspected by the
sensor, the network is still operational. Auto mode is useful on networks in which continued operation of the
network takes highest priority.



Off Mode

In Off mode (also known as Fail Close mode), asensor running ininline mode will stop forwarding traffic if
the sensor's analysis engine software fails or stops. Since the sensor stops forwarding traffic, none of the
traffic is allowed to pass the sensor without inspection. Off mode is useful on networks in which the security
of the network takes highest priority.

On Mode

In On mode, a sensor running ininline mode will always forward traffic without inspecting it. Thismodeis
useful in debugging situationsin which you want to configure the sensor to forward traffic without
inspecting thetraffic.

Cisco Sensor Deployment

Cisco I PS supports various sensor platforms. Each platform has varying capabilities and is designed to

operate in aspecific network environment. Y ou need to consider the following factors when deciding where
to place sensors on your network:

I nternet boundaries

Extranet boundaries

I ntranet boundaries

o Remote accessboundaries
« Serversand desktops

Figure 1-6 shows a sample network with | PS sensors monitoring key functional boundaries (Internet
boundaries, extranet boundaries, remote access boundaries, and so on) in the network.

Figure 1-6. Deploying Sensors at Common Functional Boundaries
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By carefully analyzing your network topology, you can identify the locations at which your Cisco IPS should
monitor the traffic flow. Then you can determine which Cisco | PS sensor is appropriate for each monitoring
location that you have identified (aswell asif you want to monitor with promiscuous or inline mode).

Internet Boundaries

Sensor 1in Figure 1-6 monitors the perimeter of the network. All traffic traveling to and from the untrusted
network isvisible to this sensor. In most networks, perimeter protection refersto the link between your
network and the Internet. Instead of monitoring the traffic outside the firewall, sensor 2 examines only the
traffic that actually passes through the firewall. This can reduce the amount of traffic that the sensor must
process. Sensor 2 also operatesin inline mode so that it can prevent intrusive traffic from entering the
network.

Note

Be sure to locate all Internet connections to your network. Many times, administrators forget that
remote sites contain Internet connections. Departments within your network may have their own
Internet connection, separate from the corporate Internet connection. Any connection to the
Internet needs to be properly monitored.



Extranet Boundaries

Sensor 3in Figure 1-6 isanother inline sensor. It is positioned so that it can monitor the traffic traversing the
link between your network and your business partner's network. This extranet link isonly as strong asthe
security applied to either of the networks that it connects. If either network has weak security, the other
network becomes vulnerable as well. Therefore, extranet connections need to be monitored. Because the IPS
sensor monitoring this boundary can detect attacks in either direction, you might consider sharing the
expense of this sensor with your business partner.

Intranet Boundaries

Sensor 4 in Figure 1-6 monitors traffic between the engineering network and the finance network. Thisisan
example of a sensor monitoring traffic between separate network segments within alarger network. Many
times organizations use intranets to divide their network into functional areas, such as engineering, research,
finance, and human resources. At other times, organizations drive the boundary definitions. Sometimes both
of these classifications defineintranet boundaries.

In this example, the engineering network is separated from the finance network (and the router that separates
the other networks) by its own router. A firewall isaso commonly used to increase security. In either
situation, you can use a sensor to monitor the traffic between the networks and to verify that the security
configuration (for the firewall or router) is defined correctly. Traffic that violates the security configuration
generates aerts, which you can use as asignal to update the configuration of the firewall or router because it
isenforcing the security policy.

Remote Access Boundaries

Sensor 5 in Figure 1-6 monitors traffic from the dialup access server. Do not assume that dialup lines are
safe because a hacker could not determine the phone numbers of your dialup modems; war dialers are freely
available on the Internet. Furthermore, many remote users use home computers that are continuously
connected to the Internet through high-speed Internet connections. An attacker who compromises one of
these home systems can easily penetrate your remote access server.

Note

A war dialer isatool that dials a specified range of phone numbers, looking for modem
connections. Attackers can start awar dialer on their computer and let it run for daysto locate
potential modem connections. Hackers can then connect to an identified modem phone number
and can infiltrate networks whose connections have weak authentication mechanisms.



Servers and Desktops

With the current Cisco host-based sensors, you can deploy intrusion-prevention functionality on your servers
and desktop systems. Each host-based sensor is actually a software agent that runs on the individual systems
on your network, serving as a security barrier around each host. These agents provide afinal layer of security
that can help protect your network from attack.

Sensor Deployment Considerations
Deploying Cisco IPS on your network requires awell-thought-out design to maximize its effectiveness.

Besides the basic sensor capabilities and placement, you must also consider the following design issues when
deploying Cisco IDS on your network:

Sensor placement

Sensor management and monitoring options

Number of sensors

External sensor communications

Sensor Placement

When you place an | PS sensor in front of afirewall (on the Internet, or external, side of the firewall), you
allow the IPS sensor to monitor all incoming and outgoing network traffic. However, when deployed in this
manner, the IPS sensor does not detect internal network traffic (such astraffic between two internal hosts).
Aninternal attacker taking advantage of vulnerabilitiesin internal network serviceswould remain undetected
by the external 1PS sensor. Placing an | PS sensor (amonitoring or sniffing interface) behind afirewall shields
the I PS sensor from any policy violations that the firewall rejects.

Sensor Management and Monitoring Options

Each of your Cisco I PS sensors monitors network traffic at a specific location in your network. Y ou must
also, however, be able to communicate with your sensors by using their command and control interface. This
communication path enables you to configure and manage your sensors as well asto retrieve alarm events
for monitoring and reporting. The Cisco IPS 5.0 communication protocol uses Transport Layer Security
(TLS) or Secure Sockets Layer (SSL) and Extensible Markup Language (XML) to provide a standardized
interface between Cisco IPS devices. Y ou have two options with respect to your sensor management:



« Out-of-band management network

« In-band management network

Number of Sensors

The number of sensorsthat you plan to deploy on your network will dictate how many management consoles
you will need to aso deploy to configure and manage your Cisco | PS Sensors. Each management solutionis
designed to effectively manage a specific number of sensors. The two management solutionsfor Cisco IPS
version 5.0 are asfollows:

« IDSDevice Manager (IDM)

o IDS Management Center (IDSMC)

Note

IDS Management Center support for Cisco IPS version 5.0 sensors requires IDS MC release 3.0.

IDM enablesyou to configure asingle sensor. This softwareis provided with Cisco IDS sensorsthat provide
full IDS functionality. IDS MC, on the other hand, enables you to configure up to 300 sensors from one
management system.

Asthe number of sensors deployed on your network increases the amount of work needed to monitor alerts,
apply signature updates, and manage the sensors also increases. Thisincreased workload may require a
larger support staff than the workload that results from smaller sensor deployments.

External Sensor Communications

Traffic on the communication port between sensors and external systems must be allowed through firewalls
to ensure functionality. Most of this communication passes through either TCP port 443 (TLS/SSL) or TCP
port 22 (Secure Shell [SSH]).

Cisco Sensor Communications Protocols

Communication between your Cisco | PS sensors and other network devices involves the following protocols



and standards:

« SSH

TLS/SSL

« RDEP

SDEE Standard

Secure Shell

SSH provides aprotocol for secure access to remote devices by encrypting the communication session (refer
to http://www.ietf.org/html.charters/secsh-charter.html for more information). SSH is the secure replacement
for Telnet, since Telnet transmitsits session information in an unencrypted form.

Transport Layer Security (TLS)/Secure Socket Layer (SSL)

The TLS/SSL protocol provides communication privacy (encryption) over the Internet, allowing
client/server applicationsto communicate in away that prevents eavesdropping, tampering, and message
forgery. RFC 2246 details the TL S protocol.

Remote Data Exchange Protocol

Besides communi cating between different applications or processes located on your sensor, your sensor must
also communicate with your network's other Cisco |PS components, such as Security Monitor. RDEP
handles all sensor communications to and from external systems. It usesHTTP and TLS/SSL to pass XML
documents (over an encrypted session) between the sensor and external systems. XML files on the sensor
control the configuration and operation of your sensor.

Each RDEP message consists of an HT TP header section followed by an optional entity, or message body.
Event and transaction message entity bodies consist of XML documents. Y our sensor configuration is stored
in XML documents on your sensor, so processing XML information is built into the Cisco IPS software. The
schemafor the XML documentsis specified by the Intrusion Detection Interaction and Operations Messages
(IDIOM) specification. For more information on both RDEP and IDIOM, refer to the documentation
provided at Cisco.com.

Note


http://www.ietf.org/html.charters/secsh-charter.html

The IDIOM specification defines the content of XML documents that are communicated between
Cisco Intrusion Prevention System (CIPS) devices using RDEP. By following the IDIOM and
RDEP specifications, third-party applications can easily interact with the Cisco IDS.

RDEP is an application-level communications protocol that isused to exchange IDS events, | P log
information, and sensor configuration information between your sensor and an external system.

RDEP communication comprises request and response messages. The following three classes of request
messages are supported by RDEP:

« Eventmessages

« IPlog messages

 Transactionmessages

Event Messages

Event messagesinclude IPS/IDS derts, status, and error messages. Monitoring applications such as |[EV and
the Security Monitor use RDEP to retrieve these events from the sensor. Since the monitoring application is
responsible for retrieving or pulling the events (such as alerts) from the sensor, it can request the events at a
pace that it can handle.

Events on the sensor are stored in a4 GB circular queue. Since this queue islarge, your monitoring
application can lose connectivity for afairly long time without losing any alarms. Under normal conditions,
the event store will take at least a couple of daysto fill up. Nevertheless, your monitoring application must
retrieve events from the sensor before the queue becomes full; otherwise, the sensor will start overwriting
the unread events.

Note

The circular queue used by Cisco IPSisa4 GB fixed length file. As events are added to thefile, it
gradually getsfull. When thefileisfull, the sensor starts overwriting the events at the beginning of
thefile. Thisprocessisrepeated indefinitely, enabling the sensor to maintain afixed amount of
storage for events.

IP Log Messages



Y ou can configure signatures to log the packets coming from the attacking system after a signature fires.
These packets are stored on your sensor and represent the actual packets coming from the attacking system.
Viathe IP log RDEP request messages, your external monitoring application can request copies of the IP log
information stored on the sensor. Thisinformation can also be viewed viathe sensor CLI.

Transaction Messages

Thefirst two message types are used by external systemsto retrieve information from your sensor. Y our
management software uses the transaction messages to configure and control the operation of your sensor.
Thisis accomplished by sending XML information that the sensor uses to change the configuration on the
sensor and alter its operational characteristics.

Security Device Event Exchange Standard

The SDEE Standard is a product-independent standard for communicating security device events (see
http://www.icsal abs.com/html/communities/ids/sdee/index.shtml). Cisco has been leading the devel opment of
this standard that is being adopted by various IDS/IPS vendors. SDEE does not replace RDEP; rather, it
enhances RDEP with extensibility features that are needed for communi cating events generated by various
types of security devices.

Note

RDEP version 2 will specify that CIPS devices communicate events in accordance with the SDEE
standard.

Cisco Sensor Software Architecture

Beginning with Cisco IDS 4.0, the entire communication infrastructure was rewritten. Therefore, the services
running on the sensor were changed to match this new communication infrastructure. Figure 1-7 shows the
Cisco sensor software architecture.

Figure 1-7. Cisco Sensor Software Architecture

[View full size image]
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One of the main differences of the new architecture is that the sensor no longer pushes eventsto your
monitoring system. Instead, beginning with Cisco IDS 4.0 your monitoring system pullsthe eventsfrom the
sensor asit is ready to process them. The Cisco sensor software architecture can be broken down into the
following main interacting applications or processes:

o CidWebServer

e ManApp

« logApp

« authentication

« Network Access Controller (NAC)

« ctlTransSource

e SensorApp

« Event Store

o CidCLI

cidWebServer

The cidWebServer application isthe sensor's web server interface that facilitatesinteraction between the



sensor and other Cisco IPS components on your network. Thisweb server is capable of both HTTP and
HTTPS communication sessions. Instead of simply providing static web pages, however, the web server
provides functionality via several servlets. These servlets perform most of the real work accomplished viathe
cidWebServer application. One of the main functions provided by the web server isafront-end for the IDM.

Note
A serviet isashared library that isloaded into the cidWebServer process at runtime.

The cidWebServer usesthe following servletsto provideitsfunctionality:

IDM Servlet

Event Server Servlet

Transaction Server Servlet

IP Log Server Servlet

Note

All of the cidWebServer application's servlets communicate with the RDEP. RDEP serves asthe
sensor's external communication protocol.

IDM Servlet

The IDM Servlet provides the IDM web-based management interface. Y ou can use thisinterface to
configure your sensors one sensor at atime.

Event Server Servlet

The Event Server Servlet isresponsible for serving eventsto external management applications, such as
Security Monitor.



Transaction Server Servlet

Whenever an external management application needs to configure or control your sensor, it needsto initiate
acontrol transaction with the sensor. The Transaction Server Servlet manages these control transactions.

IP Log Server Servlet

The P Log Server Servlet enables external systemsto assess | P log information from the sensor. Like alert
events, IPlog information is stored on your sensor until retrieved by an external application (such as Security
Monitor).

mainApp

The mainApp processisthefirst application to be launched on the sensor. It isresponsible for configuring
the sensor's operating system configuration (such asthe | P address). The mainApp also handles starting and
stopping all of the other Cisco | PS applications.

logApp

Y our sensor logs various application messages to log files on the sensor. The logA pp application handles
writing all of an application'slog messagesto thelog files on the sensor. It is also responsible for the writing
of an application's error messages to the event store.

authentication

The authentication process configures and manages user authentication on the sensor. User access to the
sensor is based on the following three factors:

o Username

 Password

o Assignedrole

When a user accesses the sensor, he must specify avalid username and password combination to gain
authenticated access to the sensor. Then the authorization for the user is handled by the user rolethat is
assigned to the specified username.

Network Access Controller (NAC)



Y our sensors support the ability to block traffic from an attacking system. This blocking action is enabled by
the sensor communicating with one of your network devices and updating an ACL to block the offending
system (initiate a shun command on aPI X firewall). The sensor uses the NAC process to initiate I P blocking.

ctlTransSource

Sometimes one of your sensors needs to initiate a control transaction with another one of your sensors. This
functionality is performed by the ctl TransSource application. Currently, ctiTransSourceis used to enable the
master blocking sensor functionality.

sensorApp

The sensorA pp process performs the actual sensing functionality on the sensor. Initially, the sensorApp
processes the signature and alarm channel configurations for the sensor. Then it generates alert events based
on this configuration and the P traffic that is traversing the sensor's monitoring interface. The sensorApp
stores these events (like all other applications) in the Event Store.

Event Store

The Event Storeis alarge, shared, memory mapped file where al events are stored on your sensor. The
Event Store holds the events on your sensor in a4 GB circular queue until you retrieve those events using
your monitoring software or the events get overwritten. By storing the events on the sensor, your alarms are
not lost, even if your monitoring software losses network connectivity with your sensor for a short period of
time. The sensorApp isthe only application that will write alert eventsinto the Event Store, but all other
applications may write log, status, and error events into the Event Store.

cidCLI

The cidCLI processisthe process initiated when a user logs into the sensor via either Telnet or SSH. A
separate cidCL 1 processis started for each CLI user shell.
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Foundation Summary

Table 1-4 shows the primary terms that are used to describe the functionality of the Cisco IPS solution.

Table 1-4. Primary IPS Terminology

Terminology

Description

Inlinemode

Examining network traffic while having the ability to stop intrusivetraffic
from reaching the target system

Promiscuous mode

Passively examining network traffic for intrusive behavior

Signatureengine

An enginethat supports signatures that share common characteristics
(such as the same protocol)

Meta-Event Generator

The capability to define meta signatures based on multiple existing
signatures

Atomicsignature

A signature that triggers based on the contents of a single packet

Flow-based signature

A signature that triggers based on the information contained in a sequence
of packets between two systems (such as the packetsin a TCP
connection)

Behavior-basedsignature

A signature that triggers when traffic deviates from regular user behavior

Anomaly-based signature

A signature that triggers when traffic exceeds a configured normal
basdline

Falsenegative A situation in which adetection system failsto detect intrusive traffic
although there is a signature designed to catch that activity

Falsepositive A situation in which normal user activity (instead of intrusive activity)
triggersan alarm

True negative A situation in which asignature does not fire during normal user traffic on

the network




Terminology Description

Truepositive A situation in which asignature fires correctly when intrusive traffic for
that signature is detected on the network (The signature correctly
identifies an attack launched against the network.)

Deep-packet inspection Decoding protocols and examining entire packetsto allow for policy
enforcement based on actual protocol traffic (not just a specific port
number).

Event correlation Associating multiple alarms or eventswith asingle attack.

Risk rating (RR) A threat rating based on numerous factors besides just the attack severity

Cisco provides ahybrid solution that enables you to configure a sensor to operate in promiscuous and inline
modesimultaneously.

To help limit false positives, Cisco IPSversion 5.0 incorporates arisk rating for alerts. Thisrisk rating is
calculated based on the following parameters:

o Event severity

« Signaturefidelity

o Asset value of target

For | P addresses on your network, you can assign one of the following asset values:

e Low

Medium

High

o Missioncriticd
o Novaue

Beginning with version 5.0, you can use the Meta-Event Generator (MEG) to create complex signatures that
cause multiple regular signaturesto trigger before the meta-event signature triggers.

Cisco IPS version 5.0 also enhances the ability of the sensor to perform deep-packet inspection on network
traffic. Thisenablesthe sensor to enforce security policies beyond simple port numbers.

Cisco IPS version 5.0 supports the IDSM-2, the network module, and the following appliance sensors:



IDS 4215
IDS 4235
IDS 4240*
IDS 4250
IDS 4250X L

IDS 4255*

Note

The sensors marked by * are the newest appliance sensorsin the Cisco | PS solution. These sensors
are highly reliable because they use flash memory (which has no moving parts), not aregular hard
disk, for storage.

Inline mode enabl es your sensor to act as alayer-2 forwarding device while inspecting network traffic,
providing the ability to drop intrusive traffic beforeit reaches the target system. The following sensors
support inline mode:

IDS 4215
IDS 4235
IDS 4240
IDS 4250
IDS 4255

IDSM-2

When your system isrunning in inline mode, you can configure one of the following software bypass modes:

Auto

Off



« On

When deploying sensors on your network, consider the following network boundaries:

I nternet boundaries

Extranet boundaries

Intranet boundaries

Remote access boundaries

Servers and desktops

Y ou must also consider the following when deploying your sensors:

Sensor placement

Sensor management and monitoring options

Number of sensors

o External sensor communications

Communication between your Cisco | PS sensors and other network devices involves the following protocols
and standards:

Secure Shell (SSH)

Transport Layer Security (TLS)/Secure Sockets Layer (SSL)

Remote Data Exchange Protocol (RDEP)

Security Device Event Exchange (SDEE) Standard

The Cisco sensor software architecture can be broken down into the following main interacting applications
Of Processes:

cidwebServer

mainApp

logApp

authentication



« NAC

« ctlTransSource
e SensorApp

« Event Store

e CidCLI

REAR A R
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Q&A

Y ou have two choices for review questions:

« The questionsthat follow pose a greater challenge than the exam questions, because these use an open-
ended format. By reviewing now with this more difficult question format, you can better exercise your
memory and prove your conceptual understanding of this chapter. The answersto these questions are
found in the appendix.

« For more practice with exam-like question formats, use the exam engine on the CD-ROM.

1. Whatisafasepositive?
2. What isatrue positive?

3. If your sensor has only two monitoring interfaces, can you operate in promiscuous and inline
modess multaneously?

4. What factors are use to calculate the risk rating?

5. How isthe asset value of atarget configured?

6. Which appliance sensors support the inline mode of operation?

7.  Which appliance sensorsare diskless?

8.  Which appliance sensor comeswith dual 1 Gb monitoring interfaces?

9. What are the three modes that you can configure for software bypass when using inline mode?

10. If you want the sensor to fail close when operating in inline mode, what software bypass mode
would you use?

11. What are the four network boundaries that you need to consider when deploying sensors on
your network?

12.  What factors (besides network boundaries) must you consider when deploying your sensors?



13.  Which XML -based protocol does your sensor use to transfer event messages to other Cisco IPS
devices?

14. Which standard provides a product-independent standard for communicating security device
events?

15. What isatrue negative?
16. What isthe Meta-Event Generator (MEG)?

17.  What isthe main difference between intrusion detection and intrusion prevention?
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Chapter 2. IPS Command-Line Interface

Thischapter coversthefollowing subjects:

o Sensor Installation
o Sensor Initialization
¢ |IPSCommand-Linelnterface

Each Cisco IPS sensor provides arobust command-lineinterface (CL1) that enables you to configure the
operational characteristics of your sensor. This CLI operatesin away similar to the IOS CLI. Y ou must
understand this interface to appropriately install a sensor as well asto debug sensor problems.

"Do | Know ThisAlready?" Quiz

The purpose of the"Do | Know This Already?" quiz isto help you decide if you really need to read the
entire chapter. If you already intend to read the entire chapter, you do not necessarily need to answer these
guestions now.

The 10-question quiz, derived from the major sections in the " Foundation and Supplemental Topics" portion
of the chapter, helps you determine how to spend your limited study time.

Table 2-1 outlines the major topics discussed in this chapter and the corresponding "Do | Know This
Already?' quiz questions.

Table 2-1. "Do | Know This Already?" Foundation and
Supplemental Topics Mapping

Foundation or Supplemental Topic | Questions Covering This

Topic
Sensor Installation 1,5, 10
Sensor I nitialization 2,6,9

IPS CLI 3,4,7,8




Caution

The goal of self-assessment isto gauge your mastery of the topicsin this chapter. If you do not
know the answer to aquestion or are only partialy sure of the answer, you should mark this
question wrong for purposes of the self-assessment. Giving yourself credit for an answer you
correctly guess skews your self-assessment results and might provide you with afal se sense of

security.

1. Which sensor CLI command should you use to update the sensor software from version 4.1 to
5.0 viathe network?

€.

migrate
update
upgrade

copy

None of these

2. Which command should you useto initialize a new sensor that you install on your network?

a

b.

C.
d.

€.

setup
initialize
update
configure

None of these

3. Whichisthe most privileged role that you can assign to anormal user account on the sensor?

a Root



b. User

o

Operator
d. Administrator
e. System

4. Whichistheleast privileged role that you can assign to a user account on the sensor?

a Basc

b. User

c. Operator
d. Admin

e. Viewer

5. What must you do before upgrading your sensor's software by using SCP?

a. Add the Secure Shell (SSH) server's X.509 certificate to the sensor's authorized list.
b. Add the SSH server key to the sensor's authorized list.

c. Add the SSH key for the sensor to the SSH server.

d. Add the sensor's X.509 certificate to the SSH server.

e. Nothing.

6. Which of thefollowing cannot be configured by using the setup command?

a. Web server port

b. Sensor time settings

c. Sensor default gateway

d. TCP port that Telnet uses

e. Sensor accesslist entries



7.  What should you type at the sensor CL 1 to get help?

a. help

b. ?

c. show

d. Either help or ?
e. None of these

8.  Which account is used by the Technical Assistance Center (TAC) to troubleshoot problemswith
your sensor?

a. Administrator
b. TAC

c. Sevice

d. Operator

e. Support

9. Which of thefollowing is true about the account configured with the Service role?

a. Itisaprivileged sensor CLI account that TAC uses to troubleshoot sensor problems.
b. Itisan account made to enable end users to bypass the CLI.

c. You can configure multiple accounts with the Servicerole.

d. Thisaccount bypasses the sensor CLI.

e. None of these.

10. Which sensors provide no keyboard or mouse ports? (Choose 2.)

a 1DS4210



b. 1DS 4240

c. IDS4235
d. IDS4215
e. IDS4250

The answers to the"Do | Know This Already?' quiz are found in the appendix. The suggested choices for
your next step are asfollows:

« 8or lessoverall score—Read the entire chapter, including the "Foundation and Supplemental
Topics," "Foundation Summary,” and Q&A sections.

« 9or 10 overall score —If you want more review on these topics, skip to the "Foundation Summary"
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Foundation and Supplemental Topics

Sensor Installation

When installing your appliance sensor, the necessary steps vary depending on whether you are upgrading an
appliance from aversion 4.1 or configuring abrand new appliance. When configuring a brand new appliance,
you need to initialize the sensor. If you are upgrading, however, your sensor has already been initialized.
Therefore, you need to upgrade only the sensor software to Cisco IPS version 5.0. The two methods for
upgrading the sensor software from version 4.1 t0 5.0 are as follows:

« Installing 5.0 software viathe network

« Installing 5.0 software from aCD

Note

Installing a second hard-disk drivein a4235 or 4250 sensor may render the sensor unable to

recognizethe recover command used for re-imaging the appliance. Spare hard-disk drivesare
meant to be replacements for the original hard-disk drives, not to be used along with the original

hard-disk drive.

Installing 5.0 Software via the Network

Some appliance sensors have no CD-ROM drive. On these systems, you can't upgrade the software by using
aCD. Instead, you must perform software upgrade across the network. These systems also require you to
connect to the sensor viathe serial port to access the sensor CLI since they have no keyboard or mouse

ports.

Thefollowing appliance sensors are diskless and do not have CD-ROM drives:

« IDS4215
« IDS 4240



« IDS 4255

To upgrade a diskless appliance sensor, you use the upgrade command (from the sensor's CL1) to install the
5.0 software. The syntax for the upgrade command isasfollows:

upgr ade source-url

Y ou can retrieve the new software image through Secure Copy (SCP), FTP, HTTP, or Secure Hypertext
Transfer Protocol (HTTPS). When specifying the source-url you can specify either the complete location or
samply scp: , ftp: , http: , or https: , in which you will be prompted for the necessary fields. The prompts
you see when using SCP are displayed in Example 2-1 .

Example 2-1. Prompts When Using SCP

Sensor (confi g)# upgrade scp:

User: | DSuser

Server's | P Address: 10.89.139.100

Port[22]:

File Nanme: 1DS50/1PS-K9-mgj-5.0-0.15b-S91-0. 15-.rpm pkg

PasSWOr d:  *** %% %%

Warni ng: Executing this conmand will apply a nmajor version upgrade to the
application partition. The system nay be rebooted to conplete the upgrade

Continue with upgrade? : yes

Note

To use SCP to upgrade the sensor software, you must first add the Secure Shell (SSH) server
public key (for the host where the new software is located) to the list of sensor's authorized SSH
hosts. Do this by using the ssh host-key global configuration command (see the "Adding aKnown



SSH Host " section later in the chapter).

Installing 5.0 Software from a CD

On sensorsthat have a CD-ROM drive, you can install the 5.0 software by using the recovery CD, instead of
installing through the network.

Note

Installing the 5.0 software viathe recovery CD is not an upgrade of the existing 4.1 software.
Therefore, theinstallation will remove your existing software (including all of your configuration
information). Y ou should save your configuration before performing theinstallation.

After powering on the appliance, insert the Cisco IDS 5.0(1) Upgrade/Recovery CD into the CD-ROM drive
located in the front of the appliance. Example 2-2 displays the boot menu text that explains the two options
you can use to install the 5.0 software.

Example 2-2. Boot Menu

Cisco IPS 5.0(1) Upgrade/ Recovery CD!

- To recover the Cisco IPS 5.0(1) Application using a |ocal keyboard/ noni
Type: k <ENTER>.

(WARNI NG ALL DATA ON DISK 1 WLL BE LOST)
- To recover the Cisco IPS 5.0(1) Application using a serial connection,
Type: s <ENTER>, or just press <ENTER>.

(WARNI NG ALL DATA ON DISK 1 WLL BE LOST)

boot :



Note

If you do not insert the CD into the drive quickly enough, the system may boot the normal image
on the disk. If the system does not boot from the CD, then just leave the CD in the drive and
reboot the system.

Y ou can install either from akeyboard connected to the appliance or through a serial connection (viathe
console port). Your two options are as follows:

« s(for console port connection)
« k (for attached PS/2 keyboard)

After theinstallation is complete, you can continue with the sensor configuration. At this point, the sensor
needsto beinitialized just like abrand new appliance sensor.

Sensor Initialization

When you install abrand new appliance, you need to perform the following initial configuration tasks:

Accessthe CLI

Run the setup command

Configure trusted hosts

Create the Service account

Manually set the system clock

Some other tasks you also may need to perform during initialization include the following:

» Change your password
« Addand remove users

o Add known SSH hosts



Accessing the CLI

To begin sensor initialization, access the CLI by using either an attached keyboard or a serial connection to
the console port. The default account is cisco, with a password of cisco . You will beimmediately prompted
to change this default password. Y our new password must have the following properties:

» Beat |least six characterslong

o Contain at least 5 different characters

Note

Selecting strong passwords hel ps ensure that an attacker cannot easily guess the passwords by
using commonly available password cracking tools. The sensor performs some basic checksto
strengthen the passwords you use, but you can also take your own precautions. Keep in mind the
following when sel ecting a password:

Do not use only letters or only numbers.

« Do not use recognizable words.

Do not use foreign words.

Do not use personal information.
« Do not write down your password.

Improve your password selection by observing the following practices:

Make the password at least eight characterslong.

Mix uppercase and lowercase | etters.

o Mix lettersand numbers.

Include special characters, such as& and $.

« Pick apassword that you can remember.

Besides accessing the CL 1 from the serial port (or directly attached keyboard and monitor), you can also



connect to the CLI by using either Telnet or SSH. By default, the access lists on the sensor allow access only
from systems on the class C subnet 10.1.9.0 (with the sensor being 10.1.9.201 and a default gateway being
10.1.9.1). To enable CLI access to the sensor from other systems, you will need to update the sensor's access
control lists (through the service host > network settings sensor global configuration command). By
default, access to the sensor through Telnet (TCP port 23) is disabled. SSH access (TCP port 22), however,
isenabled.

Running the setup Command
Once you access the CLI by using the default account, you will see the Sensor# prompt. To configure the

basic sensor parameters, run the setup command. This command enables you to configure the following
Sensor parameters:

Host name

o |Paddress

o Netmask

« Default gateway

o Accesslistentries

o Telnet server status (default isdisabled)
« Web server port (default 443)

o Timesettings
 Promiscuousinterfaces

e Inlineinterfacepairs

When using the setup command, you will see output similar to that in Example 2-3 .

Example 2-3. setup Command Output

Sensor# setup

--- System Configuration Dialog ---



At any point you nay enter a question mark '?" for help.

User ctrl-c to abort configuration dialog at

Default settings are in square brackets '"[]".

Current Configuration:

servi ce host

net wor k- settings

host-ip 10.1.9.201/24,10.1.9.1
host - nane Sensor

tel net-option di sabl ed
access-list 10.1.9.0/24
ftp-tinmeout 300

| ogi n- banner -t ext

exi t

ti me-zone-settings

of fset -360

st andard-ti ne-zone- nane GMI-06: 00
exi t

sumrerti me-option di sabl ed

nt p- opti on di sabl ed

any pronpt.



exi t

servi ce web-server

port 443

exi t

service interface

physi cal -i nterfaces G gabitEthernet0/3
no description

adm n-state di sabl ed

dupl ex auto

speed 1000

alt-tcp-reset-interface none

exi t

physi cal -i nterfaces G gabitEthernet0/2
no description

adm n-state di sabl ed

dupl ex auto

speed 1000

alt-tcp-reset-interface none

exi t

physi cal -i nterfaces G gabitEthernet0/1
no description

adm n-state di sabl ed

dupl ex auto



speed 1000
alt-tcp-reset-interface none

exi t

physi cal -i nterfaces G gabitEthernet0/0
no description

adm n-state di sabl ed

dupl ex auto

speed 1000
alt-tcp-reset-interface none

exi t

exi t

servi ce anal ysi s-engi ne

virtual -sensor vsO

description default virtual sensor
exi t

exit

Current tine: Mn Jan 31 09:54: 44 2005

Setup Configuration [ast nodified: Sun Jan 30 00: 16: 47 2005

Continue with configuration dialog?fyes]:



Enter host nane[ Sensor]: |1DS4240
Enter I P interface[10.1.9.201/24, 10.1.9.1]:10.40. 10. 100/ 24, 10. 40.10.1
Enter tel net-server status[disabled]:
Ent er web-server port[443]:
Modi fy current access |list?[no]: yes
Current access list entries:
[1] 10.1.9.0/24
Del et e:
Permt: 10.40.0.0/16
Permt:
Modi fy system cl ock settings?[no]:
Modi fy virtual sensor "vs0" configuration?[no]: yes
Current interface configuration
Command control : Managenent 0/ 0
Unused:
G gabi t Et hernet 0/ 3
G gabi t Et hernet 0/ 2
G gabi t Et hernet 0/ 0
G gabi t Et hernet 0/ 1
Prom scuous:
I nline:
None

Del ete Prom scuous interfaces?[no]:



Add Prom scuous interfaces?[no]:

Add Inline pairs? no]: yes

Pair nanme: perineter

Description[Created via setup by user cisco]: Perinmeter protection sensor
Interfacel[]: G gabi Ethernet0/3

Interface2[]: G gabi Et hernet0/2

Pai r nane:

The follow ng configuration was entered.

servi ce host

net wor k- settings

host-ip 10.40.10. 100/ 24, 10. 40.10. 1
host - name | ds4240

tel net-option di sabl ed
access-list 10.9.1.0/24
access-1ist 10.40.10.0/16
ftp-timeout 300

no | ogi n- banner -t ext

exit

ti me-zone-settings

of fset -360

st andar d-ti me-zone- nane GMI-06: 00



exi t

sumrerti me-option di sabl ed
nt p- opti on di sabl ed

exi t

servi ce web-server

port 443

exi t

service interface

physi cal -i nterfaces G gabitEthernet0/3
no description

adm n-state enabl ed

dupl ex auto

speed 1000
alt-tcp-reset-interface none
exi t

physi cal -i nterfaces G gabitEthernet0/2
no description

adm n- st at e enabl ed

dupl ex auto

speed 1000
alt-tcp-reset-interface none
exi t

physi cal -interfaces G gabitEthernet0/1



no description

adm n-state di sabl ed

dupl ex auto

speed 1000
alt-tcp-reset-interface none

exi t

physi cal -i nterfaces G gabitEthernet0/0
no description

adm n-state di sabl ed

dupl ex auto

speed 1000
alt-tcp-reset-interface none

exi t

inline-interfaces perineter
description Perineter protection sensor
interfacel G gabitEthernet0/3
interface2 G gabitEthernet0/2

exi t

exi t

servi ce anal ysi s-engi ne

virtual -sensor vsO

description default virtual sensor

| ogi cal -interface perineter



exit
exit
[0] G to the command pronpt w thout saving this config.
[1] Return back to the setup without saving this config.

[2] Save this configuration and exit setup.

Enter your selection[2]:

Note

Y ou manage your sensor through the command and control interface. To allow your management
systems to access the sensor, you must configure the appropriate network access list entries for
appropriate management of | P addresses. In conjunction with using the setup command, these
accesslist entries can be modified at any time by using the service host > networ k-settings CL1
command.

After entering the information for the setup command, you receive the prompt shown at the end of Example
2-3.

Enter 2 (or just press Enter ) to save the configuration. After the configuration is saved, you will see the
following prompt to change the system time (unless you configured the sensor to use a Network Time
Protocol server):

*06: 33: 33 UTC Thu Nov 18 2004

Modi fy system date and tinme?[ no]:

If the timeisincorrect, enter yesto changeit. Y ou may also be prompted to reboot the sensor with the
following prompt:



Continue with reboot? [yes]:

Enter no to this prompt because you still need to configure afew more parameters. Y ou can reboot the
sensor later to make al of the changestake effect at the same time.

Note

To reboot the sensor later, you can use the reset command from the Privileged Exec mode.

Creating the Service Account

Y ou should create a Service account for the Cisco Technical Assistance Center (TAC) to use when
troubl eshooting problems with your | PS appliance. Unlike other user rolesin which the same role can be
assigned to multiple user accounts, you can assign the Service role to only one account on your 1PS
appliance.

To create a Service account, to perform the following stepsin an Administrator account:

Step 1.
Loginto CLI on the appliance.

Step 2.
Enter Global Configuration mode by using the following command:

sensor# configure term nal

Step 3.
Create the Service account (named serv_acct) by using the following user namecommand:

sensor (config)# usernane serv_acct privilege service

Step 4.
Enter a password for the Service account when prompted.



Step 5.
Exit the Global Configuration mode by using the following command:

sensor(config)# exit

When you log in to the | PS appliance by using the Service account, you will receive the warning in Example
2-4.

Example 2-4. Warning When You Use the Service Account to Log in to the IDS Appliance
Kok K Kk kk ko kR Rk Rk ko k ko k \NARN| NG %% %% %% %%k %k ko ko ok ok ko ok k kK

UNAUTHORI ZED ACCESS TO THI S NETWORK DEVI CE | S PRCHI Bl TED.

This account is intended to be used for support and

t roubl eshooti ng purposes only. Unauthorized nodifications

are not supported and will require this device to be

re-imaged to guarantee proper operation.

kkhkkkhhkkhkkhhkkhhkhkkhhkhhkhhhkhhhkhhkhhhkhhkhkhhkhhhkhhkhhhkhhkhhhkihkkihkkhkkikkihkhk*x

This serves as areminder that the Service account is designed solely for troubleshooting your sensor's
operation and for other support purposes. Adding or enabling additional services or applications will make
the I PS appliance configuration unsupported.

Manually Setting the System Clock
Many network environments use automatic clock functionality, such as Network Time Protocol (NTP).

These configurations automatically adjust the time on your devices based on a known time source. If you do
not have such amechanism, you may need to manually set the time on your |1PS appliance.

Note



The IDS module obtainsits time configuration from the Catalyst 6500 switch in which it is housed,
S0 you should not need to set the time by using the clock set command.

Besidesrunning setup , you can also manually set the time on your | PS sensor by using the clock set
Privileged Exec command. The syntax for thiscommand isasfollows:

clock set hh:mmi:ss] nonth day year

The parameters for the clock set command are described in Table 2-2 .

hh :mm[:ss]

Current time in 24-hour format. Seconds are optional.

day

Numeric value indicating the current day of the month (such as 1-31).

month

Name of the current month (without any abbreviation), such as January or March.
year

The current four-digit year value (such as 2005).

Table 2-2. clock set Parameters

Parameter Description

Suppose that you want to set the current time on your |PS appliance to one o'clock in the afternoon on
January 1, 2005. To accomplish this, you would use the following command after logging in to your
appliance:

sensor# clock set 13:00 January 1 2005

sensor #



Changing your Password

All users on your |PS appliance can change their password. Y ou can change your password through the CLI
by using the passwor d Global Configuration mode command.

Note

Y ou can also change your account password through graphical management applications (such as
IPS Device Manager).

The password command requires no parameters. To change your password, enter your old password and
then enter your new password twice (to verify that you entered it correctly, sinceit is not displayed on the
screen).

Note

Since the Service account bypasses the sensor CLI, you can change its password either by using an
account with administrative privileges or by using the passwd command at the bash shell prompt.

Adding and Removing Users

In the Global Configuration mode, you can add new users to and remove existing users from your sensor.
The user name Global Configuration mode command enables you to add new users. To remove an existing

user, simply insert the keyword no in front of the regular user name command. The syntax for the user name
command isasfollows:

usernanme nane [password password] [privilege adm nistrator|operator]|view

The sequence of commandsin Example 2-5 illustrates the process of adding to your sensor the user newuser
with aprivilege level of Operator.

Example 2-5. Adding to Your Sensor the User newuser with a Privilege Level of Operator



sensor# configure tern na

sensor (confi g)# username newser privilege operator
Enter new | ogi n password: ******

Re-enter new | ogi n password: ***x*x

sensor(config)# exit

sensor #

Note

From the Privileged Exec mode, you can confirm your user configuration changes by running the
show usersall command.

Y ou will want to add accounts to support your network environment. At minimum, you need to create an
account with Viewer privileges,; you will need thisto enable your monitoring application to access the sensor
and retrieveaarminformation.

Note

Y ou can also add and remove accounts through the graphical management applications (such as
IPS Device Manager).

Adding a Known SSH Host
Y our sensor maintains alist of validated SSH known hosts so that the sensor can verify the identity of the

serverswith which it communicates when it is operating as an SSH client. Adding an entry to the known
SSH hosts list also enables you to do the following:

« Automatically or manually upgrade the sensor by using SCP



« Copy current configurations, backup configurations, and I P logs via SCP

The syntax for the ssh host-key command isasfollows:

ssh host-key ip-address [key-nodul us-1ength] [public-exponent] [public-nt

The parameters for the ssh host-key command are described in Table 2-3.

ip-address
IP address of the SSH server
key-modulus-length

(optional) American Standard Code for Information Interchange (ASCII) decimal integer in the range
511-2048

public-exponent
(optional) ASCII decimal integer in the range 3-232
public-modulus

(optional) ASCII decimal integer, x, such that (2key-modulus-length ) < y < (2key-modulus-ength + 1y

Table 2-3. ssh host-key Parameters

Parameter Description

Note

Y ou will normally specify an | P address only for the ssh host-key global configuration command.
The sensor will contact the server and retrieve the other information. These keys are al'so used for
SSH servers that the sensor needs to connect to. Y ou do not have to define keys for the clients
that connect to the sensor itself. Y ou can aso view the currently configured SSH host keys by
using the show ssh host-keyscommand.



The command sequence in Example 2-6 adds the SSH host key for 10.89.132.78 to the list of known SSH
host keys.

Example 2-6. Adding the SSH Host Key for 10.89.132.78 to the List of Known SSH Host
Keys

sensor (config)# configure term na

sensor (config)# ssh host-key 10.89.132.78

MD5 fingerprint is BE:70:50:15:2C: 13: 97: 5C: 72: 53: 06: 9C. DC: 4D: A3: 20

Bubbl e Babbl e i s xepof-tudek-vycal - cynud-t ol ok- hol ek-zygaf - kuzak- syfot-tu
Wuld you like to add this to the known hosts table for this host?[yes]:
sensor(config)# exit>

sensor #

Note

Toincrease security when adding anew SSH host key, you should manually verify the key value
presented before you add the new SSH host-key entry. Not verifying the key can allow someone to
impersonate thereal server.

IPS CLI

Beginning with Cisco IDS version 4.0, the IDS appliance has an |OS-like CLI that you can use to configure
your sensor. When initially configuring your I PS appliance, you will usethe CLI to perform many of the
configuration steps.

Note

Although you can change most of the appliance's properties viathe CLI, you will probably usethe
graphical user interfaces provided by IDS Device Manager and IDS Security Monitor to make



most of the configuration changesto your appliance.

Using the Sensor CLI

Y ou can configure essentially every property of your appliance through the CL 1. Understanding the
following CLI characteristics enablesyou to use the CLI more effectively:

o Prompts

« Help

« Tabcompletion

o Commandrecall

o Command casesensitivity

« Keywords

Each of these characteristicsis described in the following sections.
Prompts

Prompts displayed by the CLI are not user changeable, but they do indicate the area of the CLI that you are
currently operating in. For instance, the Global Configuration modeisindicated by the following prompt
(with a sensor name of " Sensor"):

Sensor (config) #

For certain CLI commands, the system requires user input. When this happens, a prompt displays an option
enclosed in square brackets (such as "[yes]"). To accept this default value, all you need to dois press Enter .
Or you can override the default value by typing in another value.

Sometimesthe information displayed in CLI exceedsthe number of lines available on the screen. When this
occurs, the appliance presents you with the —more—interactive prompt (indicating that moreinformation is
available). To display more of the information, you have the following two options:

« Display the next screen by pressthe space key.



« Display thenext lineby pressing Enter .

Sometimes you may want to abandon the current command line and start over with ablank one. Y ou can
abort the current command line by pressing either the Ctrl-C or Ctrl-Q keys.

To return to a previous command level, use the exit command.
Help

To get help on acommand, use the ? character. Y ou can use the ? character to obtain help in the following
situations:

« After acomplete command

« Inthemiddle of acommand

When using the help character after a complete command, you enter the command, then a space, and then
the help character (?), asin Example 2-7 .

Example 2-7. Using the Help Character After a Complete Command

Sensor# show ?

cl ock Di spl ay system cl ock.

configuration Di splay the current system configuration.

event s Di splay | ocal event |og contents.

hi story Di spl ay conmands entered in current nenu.

i nterfaces Di splay statistics and i nformati on about systeminterfa
i nventory Di splay PEP information.

privil ege Di splay current user access role.

ssh Di splay Secure Shell information.

statistics Di splay application statistics.

t ech- support Generate report of current system status.

tls Display tls certificate informtion.



users Show al |l users currently |logged into the system
ver si on Di spl ay product version informtion.

Sensor #

Help will display al of the keywords or options that can be used with the partial command that you have
aready entered.

Y ou can a so enter an incomplete command or option and use the help character to display al of the
commands or options that begin with the specified sequence of characters, asin Example 2-8 .

Example 2-8. Using the Help Character with an Incomplete Command
Sensor (config)# service a?
al arm channel - confi gurati on authentication anal ysi s-engi ne

Sensor (config)# service a

Tab Completion

Sometimes you may be unsure of the complete command to enter. After you type the beginning of a
command, you can pressthe Tab key to have the system complete the command for you. If multiple
commands match the command segment you typed, the system can't fill inthe command; instead, it displays
the commands that match your partial entry and then redisplaysyour partial command, asin Example 2-9 .

Example 2-9. Using the Tab Key

| DS4240(confi g)# service a<tab>

al ar m channel - confi gurati on aut hentication
anal ysi s- engi ne

| DS4240(config)# service a



Command Recall

To cycle through the commands you have entered during your CLI session, use the up and down arrow keys
on your keyboard. When you reach the end of thelist, you will see ablank prompt.

Note

Instead of the arrows keys, you can press Ctrl-P for the up arrow and Ctrl-N for the down arrow.

Command Case Sensitivity

The CLI iscaseinsensitive. For example, Configur e and CONFigur e represent the same command. When
the system echoes the commands that you enter, however, it reproduces the commandsin the case you
typed. Suppose that you type the following at the command line:

Sensor# CONF

Now if you press the Tab key to invoke command completion, the system displaysthe following:
Sensor# CONFi gure

Keywords

When using the CLI, you will enter various commands to change the configuration of your appliance. You
can also use the following two keywords when entering commandsvia CLI:

e NO

o default

If you want to reverse the effect of acommand, you simply precede the command with the no keyword. For
example, the access-list command allows management access from a specific host or network; using the no
access-list command removes the previously granted access.



Some commands (such as those associated with signature tuning) have a default value. To return acommand
to itsdefault value, use the default keyword when entering the command.

For instance, when you configure the analysis-engine parameters (accessed viathe serviceanalysis-engine
global configuration command) asin Example 2-10 , the default command option enables you to set either
the global-parameters or the virtual-sensor to its default settings.

Example 2-10. Setting Default Values

| ds4240(confi g-ana)# ?

def aul t Set the value back to the system default setting.
exi t Exit service configuration node.

gl obal - paraneters Pl atf orm wi de configuration paraneters.

no Renove an entry or selection setting.

show Di splay system settings and/or history information.
vi rtual - sensor Map of virtual sensor definitions.

| ds4240(confi g-ana)# default ?
gl obal - paraneters Pl atformwi de configuration paraneters.

vi rtual -sensor Reset virtual -sensorcontents back to default.

| ds4240( confi g-ana) # defaul t

User Roles

Beginning with version 4.0, the IDS appliance incorporated multiple user roles. When you create an account,
you must assign it auser role. This user role determines the privileges of the account, and consequently the
operations that the user can perform. Y our Cisco | PS version 5.0 appliances support the following four user
roles:

o Administrator

o Operator



o Viewer
e Service
Each of theseisdiscussed in the following sections.

Administrator

When you assign the Administrator role to an account, you enable the user of that account to perform every
operation on the appliance that is available through the CL1. Some of the capabilities avail able to accounts
with Administrator access are asfollows:

Add users and assign passwords

» Enableanddisableinterfaces

« Assign interfacesto an interface group

« Modify host allowed to access appliance
« Modify sensor address configuration

« Tunesignatures

« Assignvirtual sensor configuration

« Manage routersfor IP blocking
Operator

The second-highest user role is the Operator role. Any accounts assigned the Operator role have unrestricted
viewing capability to sensor information, along with the following functions:
« Modify their own password
« Tunesignatures
« Manage routersfor | P blocking
Viewer
The lowest-privileged user roleisthe Viewer role. When you assign the Viewer role to an account, you

enable the user to view the configuration and event data on your appliance. The only appliance information
that users with this role can changeis their password.



Note

Applications (such asthe IDS Security Monitor) that you use to monitor your |PS appliance can
operate with only Viewer-level accessto the sensor. Y ou can create an account with Viewer
access by using the CLI and then configure your monitoring applications to use this account when
retrieving information from your | PS appliance.

Service

The Service role enables you to create a specia account that can access the native operating system (OS)
command shell rather than the sensor's normal CL1 interface. The purpose of this account is not to support
configuration of the sensor, but instead to provide an enhanced troubleshooting capability. By default, your
sensor does not have a service account. Y ou must create a service account to enable TAC to use this
account during troubleshooting.

The sensor allows you to assign the Service role to only one account on the sensor. When the Service
account's password is set (or reset), the Linux root account's password is automatically synchronized to this
new password. This enables the Service account user to use the su command to access root privileges on the
Sensor.

Note

On UNIX systems, the most privileged account is named root . Thisaccount has virtually
unlimited powers on the system. Gaining root access to a system enables an attacker to totally
control the system. Similarly, the Service account has virtually unlimited powers on the sensor.
Therefore, you need to protect access to the Service account.

Caution

Making modifications to your sensor by using the Service account can make your sensor
unsupported by the Cisco TAC. Cisco does not support adding any services or programs to your
sensor, since doing so can impact the proper performance and functioning of the other IDS
services. Furthermore, access to the Service account is recorded on the sensor.



CLI Command Modes

The CLI1 on your IPS appliance is organized into various modes. Each of these modes gives you accessto a
subset of the commands that are available on your | PS appliance. Numerous CL I modes such asthe
following are available on the I PS appliance:

o PrivilegedExec

« Global Configuration

» Serviceweb-server

o Serviceanalysis-engine

 Servicehost

« Service network-access

« Servicesignature-definition
Each of these isdescribed in the following sections.
Privileged Exec
The Privileged Exec mode isthe initial mode that you enter upon logging in to the IDS appliance. Y ou can

recognize this mode because it is composed of simply the sensor name followed by the # character, such asin
the following example (assuming a sensor name of 1DS4250):

| PS4250#

Some of tasksthat you can perform in the Privileged Exec mode are as follows:

Initialize the sensor

Manually set thetime

Reboot the sensor

Enter Global Configuration mode

Terminate the current login session



 Display system settings
Global Configuration

Y ou need to enter the Global Configuration mode, as you do in 10S, to change the configuration parameters
on your IPS appliance. Y ou access the Global Configuration mode by entering the configureterminal
command from the Privileged Exec mode. When you enter this mode, the prompt changes to the following:

| PS4250( confi g) #

Some of tasks that you can perform in the Global Configuration mode are asfollows:

« Change the sensor's host name

« Create user accounts

o Configure SSH, Telnet, and Transport Layer Security (TLS) settings
« Re-imagethe application partition

« Upgrade and downgrade system software and images

« Enter service configuration modes
Service

The Service modeis a generic third-level command mode. It enables you to enter the configuration mode for
thefollowing services:

« analysis-engine

« authentication

 event-action-rules

« host

o interface

- logger

o network-access



notification

signature-definition

ssh-known-hosts

trusted-certificates

o web-server

Each of theseis described in the following sections.
Service Analysis-Engine

The analysis-engine mode isathird-level service mode that enables you to perform various tasks such asthe
following:

Create new virtual sensors

Assign signature-definitionsto virtual sensors

Assign event-action-rulesto virtual sensors

« Assign sensing-interfacesto virtual sensors
Y ou can recognize this mode because the prompt changes to the following:

| DS4250( confi g- ana) #

Service Authentication

The authentication mode isathird-level service mode that enablesyou to configure the maximum failure
attempts allowed before an account becomes disabled.

Y ou can recognize this mode because the prompt changes to the following:

| PS4250( confi g-aut) #

This setting appliesto all accounts on the system. By default, account lockout is not enabled. Y ou need to be



careful when enabling it, since you can potentially lock out your account that has administrative access.
Service Event-Action-Rules

The event-action-rulesmode is athird-level service mode that enables you to perform various event-related
tasks such asthe following:

« Definetarget risk values
o Defineeventfilters
« Configuresystem- and user-defined variables

Y ou can recognize this mode because the prompt changes to the following:

| PS4240(config-rul)#

When entering this mode, you must specify the name of the instance configuration. Currently, the only
instanceallowedis rulesO. In the future, however, you may be able to specify multiple configuration
instances. Therefore, to access the event-action-rules mode, you use the following command:

| PS4240(confi g) # service event-action-rules rul esO

| PS4240(config-url)#

Note

The event-action-rules configuration replaces the alarm-channel -configuration that was availablein
Cisco IDS version 4.0.

Service Host

The host mode is athird-level service mode that enables you to perform various host-related tasks such as
thefollowing:



Enter the network-settings configuration mode

Enter the time-zone-settings configuration mode

Enable use of an Network Time Protocol (NTP) server

Display current settings

Y ou can recognize this mode because the prompt changes to the following:

| PS4250( confi g- hos) #

Thefollowing two fourth-level configuration modes are accessible viathe host mode:

» hetwork-settings
o time-zone-settings

The networ k-settings mode enabl es you to configure numerous host-related items, such as the following:

Configure asensor's | P address

Define adefault gateway

Defineaccesslists

Enable or disablethe Telnet server

Y ou can recogni ze the network-settings mode by the following command prompt:

| PS4250( confi g- hos-net) #

The time-zone-settings mode enables you to complete time-related tasks, such as the following:

« Configure the sensor'stime zone
« Display current time configuration

Y ou can recogni ze the time-zone-settings mode by the following command prompt:



| PS4250( confi g-hos-tim#

Service Interface

Theinterface modeisathird-level service mode that enables you to perform the following tasks:

« Configurephysical interfaces
« Configureinlineinterfacepairs(for inline-capabl e devices)
« Configureinterface notification parameters

Y ou can recogni ze the interface mode by the following command prompt:

| PS4250(config-int)#

Service Logger

Thelogger mode isathird-level service mode that enables you to configure the debug levelsfor the sensor.
Y ou can recognize this mode because the prompt changes to the following:

| PS4250( confi g-10Q) #

Service Network-Access

The network-access mode is athird-level service mode that enables you to perform the following tasks:

» Configure settingsfor PIX firewalls controlled by the Network Access Controller (NAC) process
« Configure settings for routers controlled by the NAC process
« Display current NAC-related settings

Y ou can recognize this mode because the prompt changes to the following:

| PS4250( confi g- net) #



Y ou can also enter ageneral fourth-level command mode that enables you to define many of the sensor's I P-
blocking (shun) settings, such asthefollowing:

« Configurenever-shun address

« Configurethe master blocking sensor

« Enable Access Control Listlogging

« Display current shun-related settings

Y ou can recognize this fourth-level mode because the prompt changesto the following:

| PS4250( confi g- net - gen) #

Service Notification

The notification mode isathird-level service mode that enablesyou to configure the Simple Network
Management Protocol (SNMP) characteristics of the sensor, such as the following tasks:

o Definecommunity names

o Define SNMP port

« Define SNMPtrap characteristics

Y ou can recognize this fourth-level mode because the prompt changesto the following:

| PS4250( confi g-not ) #

Service Signature-Definition

The signature-definition mode isathird-level service mode that enables you to perform various signature-
related tasks, such asthe following:



« Definefragment reassembly parameters
« Definestream reassembly parameters
« Modify specific signaturecharacteristics

Y ou can recognize this fourth-level mode because the prompt changesto the following:

| PS4250( confi g-sig)#

When entering this mode, you must specify the name of the instance configuration. Currently, the only
instanceallowedis sig0. In the future, however, you may be able to specify multiple configuration instances.
To access the signature-definition mode, use the following command:

| PS4240(confi g)# service signature-definition sig0

| PS4240(config-url)#

Service SSH-Known-Hosts

The ssh-known-hosts mode is athird-level service mode that enables you to perform various SSH-related
tasks, such asthe following:

o Define SSH keysfor allowed hosts
« Remove SSH-allowed hosts

Y ou can recognize this third-level mode because the prompt changes to the following:

| PS4250( confi g-ssh) #

Service Trusted-Certificates

The trusted-certificates modeis a third-level service mode that enables you to perform various TLS/SSL -
related tasks, such asthe following:



o Define X.509 host certificates for allowed hosts
« Remove X.509 host certificates

Y ou can recognize this third-level mode because the prompt changes to the following:

| PS4250(config-tru)#

Service Web-Server

The web-server modeisathird-level service mode that enables you to perform the following tasks:

o Enable or disable secure Web access
« Definethe port for secure Web access
o Definethe server ID for secure Web access

Y ou can recogni ze this third-level mode because the prompt changes to the following:

| PS4250( confi g- web) #

Administrative Tasks

The sensor command line enables you to perform numerous administrative tasks, such asthefollowing:

« Display the current configuration

« Back up the current configuration

« Restore the current configuration

« Display events

« Reboot the sensor

« Display technical-supportinformation

« Capture network packets



Some of these tasks will be covered in Chapter 12, "V erifying System Configuration.” For detailed
information on how to perform these administrative tasks, refer to the CLI documentation at Cisco.com
(http://www.cisco.com/go/ids ).

Configuration Tasks

The CLI providesyou with atextual interface that enables you to configure essentially every facet of the
sensor's configuration, such asthefollowing:

Configuresystemvariables

Configureeventfilters

View signature engines

Configurevirtual sensor systemvariables

Tune signature engines

Generate IP logs

Configuring these tasks through the CL I, however, is not asimple task. Most people prefer to use a
graphical interface, such as Cisco IPS Device Manager, to configure these parameters. Numerous chaptersin
this book explain how to configure these characteristics of your sensor by using the Cisco IPS Device
Manager. For complete documentation on Cisco IDS version 5.0 CLI, refer to the documentation at
Cisco.com (http://www.cisco.com/go/ids ).
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Foundation Summary

Installing network sensors correctly isan important component in protecting your network with Cisco
Intrusion Prevention. Cisco provides appliance sensors that support awide range of bandwidths and
deployment locations.

Y ou can upgrade your sensors from 4.1 to 5.0 by using one of the following two methods:

o Install 5.0 software via the network

o Install 5.0 softwarefrom aCD

Note

For the diskless sensors (IDS 4215, IDS 4240, IDS 4255), you can install the 5.0 software only
through the network since the sensors do not have a CD-ROM drive.

When installing anew sensor (or upgrading viathe recovery CD), you need to perform some basic
initialization stepsto get the sensor running. The basic applianceinitialization tasks are asfollows:

Run the setup command

Configure trusted hosts

Manually configurethetime

Create the Service account

The setup CLI command configuresthefollowing parameters.

o Sensor host name
e Sensor |P address

¢ Sensor netmask



Accesslistentries

Default gateway

Telnet server status

Web server port
o Timesettings

Some other tasks that you may need to perform during initialization include the following:

« Change your password
« Addand remove users
o Add known SSH hosts

Beginning with Cisco IDS version 4.0, the appliance sensors have an extensive CLI that enablesyou to
configure every aspect of your sensor's operation. Although the commands are different, using the CLI is
very similar to using |OS. The CL1 isdivided into the multiple configuration modes, each of which provides
asubset of the commands available to the user, such asthe following:

 Privileged Exec

« Global Configuration

» Serviceweb-server

o Serviceanalysis-engine

 Servicehost

« Service network-access

« Servicesignature-definition

Although the CL 1 enables you to configure every aspect of the sensor, configuring certain aspects, such as
signature tuning, are easier to do in the graphical interfaces (such as Cisco IPS Device Manager). When
troubleshooting, however, you may use this configuration capability to identify aproblem, or you may create
custom configuration scripts that you use to adjust the operation of your sensor.
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Q&A

Y ou have two choices for review questions:

« Thequestionsthat follow give you abigger challenge than the exam itself by using an open-ended
guestion format. By reviewing now with this more difficult question format, you can exercise your
memory better and prove your conceptual and factual knowledge of this chapter. The answersto these
guestions are found in the appendix.

« For more practice with exam-like question formats, use the exam engine on the CD-ROM.

1. What character do you use to obtain help viathe appliance CLI, and what are the two ways you
can useit to obtain help?

2. What command enables you to allow a host or all of the hosts on a network to connect to the
sensor?

3.  How many different user roles are available to assign to accounts on your sensor?
4. What isthe most privileged user role that you can assign to aCL | user?

5. Which user role provides the user with the ability to examine the sensor's events and
configuration but does not allow the user to change the configuration?

6. What parameters can you configure by using the setup CLI command?

7. What isthe purpose of the Service user role?

8.  What command do you use on the CLI to enter Global Configuration mode?
9. How many Service accounts can you have on your sensor?

10. What user role would you usually assign to the account that you use to enable your monitoring
applicationsto retrieve information from your sensor?

11. What character do you use on the CLI to cause your sensor to automatically expand the rest of
acommand for you?



12.  When a CLI command's output extends beyond a single screen, what character do you useto
show the next screen of information?

13. When a CLI command's output extends beyond a single screen, what character do you useto
seejust the next line of output?

14.  Which sensors cannot be upgraded with arecovery CD and why?
15. What are the transfer options available for upgrading appliance sensors through the network?

16. Beforeyou can use SCP to retrieve anew image file or signature update, what must you do on
the sensor?

= Day Day Up >
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Chapter 3. Cisco IPS Device Manager (IDM)

Thischapter coversthefollowing subjects:

Cisco IPS Device Manager

System Requirementsfor IDM

Navigating IDM

Configuring Communication Parametersby Using IDM

The Cisco |PS Device Manager (IDM) isatool that enables you to configure and manage a single Cisco
network sensor. This Java-based web tool provides you with agraphical interface to manipulate the
operation of your sensor. Each IPS appliance running on your network hasits own web server that provides
access to the IDM application on the sensor.

Accurately configuring your Cisco IPS devicesisvita to efficiently protecting your network. This chapter
explains how to navigate the graphical configuration tool that comes with each sensor. Beginning with Cisco
IPSversion 5.0, the IDM interface has been compl etely revamped. Reviewing this chapter will provide you
with information on how the new interface is structured. Thisinformation will be important for you to follow
the configuration examples used throughout the rest of the book.

"Do | Know ThisAlready?" Quiz

The purpose of the"Do | Know This Already?" quiz isto help you decide if you really need to read the
entire chapter. If you already intend to read the entire chapter, you do not necessarily need to answer these
guestions now.

The 10-question quiz, derived from the major sections in the " Foundation and Supplemental Topics" portion
of the chapter, helps you determine how to spend your limited study time.

Table 3-1 outlines the major topics discussed in this chapter and the "Do | Know This Already?' quiz
guestions that correspond to those topics.

Table 3-1. "Do | Know This Already?" Foundation and Supplemental
Topics Mapping



Foundation or Supplemental Topic Questions Covering ThisTopic

System Requirementsfor IDM 1,4,5
Navigating IDM 3,6,8,10
Configuring Communication Parametersbyusing 2,7, 9
IDM

Caution

The goal of self-assessment isto gauge your mastery of the topicsin this chapter. If you do not
know the answer to a question or are only partially sure of the answer, you should mark this
guestion wrong for purposes of the self-assessment. Giving yourself credit for an answer you
correctly guess skews your self-assessment results and might provide you with afal se sense of

security.

1. Whichversion of Linux issupported for usewith IDM?

€.

Red Hat
Debian
Slackware
Mandrake

SUSE

2. Whichof thefollowing isaconfigurable sensor communication parameter?

a. Changing the TLS/SSL port

b.

Changing the Telnet port

c. Changing SSH port

d.

Changing the TLS/SSL port and the Telnet port



e. None of these

3. Which of thefollowing isnot a configuration category in IDM?

a. Sensor Setup

b. AnaysisEngine

c. SNMP

d. IPLogging

e. Event Action Rules

4.  Which of thefollowing Solarisversionsis supported for use with IDM?

a Verson2.6
b. Version2.7
c. Verson29
d. Verson2.5

5. Which web browser is supported on Microsoft Windows 2000 for accessto IDM?

a. Opera7.54ul
b. Internet Explorer 5.5
C. Netscape 7.1
d. Netscape 6.0

e. Firefox 1.0

6. Which of thefollowing is not amonitoring category in IDM?

a. Blocking

b. Denied Attackers



c. IPLogging
d. Events
e. Network Blocks

7. Which of thefollowing is not aconfigurable sensor communication parameter?

a. Telnet port
b. TLSSSL port
c. Default route
d. IPaddress
e. Hostname

8. Where are the configuration options on the IDM screen?

a. Thelocation of the optionsis configurable.

b. The options are listed on the right side of the screen.
c. Theoptions are accessed via pull-down menus.

d. Theoptions are listed across the top of the screen.

e. Theoptionsarelisted on the left of the screen.

9. Where should you configure the sensor communication parameters?

a. Sensor Setup>Networ k

b. InterfaceConfiguration>Interfaces
c. Sensor Setup>Allowed Hosts

d. AnalysisEngine>Virtual Sensor

e. Analysisengine>Global Variables

10. Which Simple Network Management Protocol (SNMP) operations are supported by Cisco IPS



version 5.0?

a. Getonly

b. Setonly

c. Traponly

d. Get, Set, and Trap

e. SNMPisnot supported

The answers to the"Do | Know This Already?' quiz are found in the appendix. The suggested choices for
your next step are asfollows:

« 8or lessoverall score—Read the entire chapter. Thisincludes the " Foundation and Supplemental
Topics," "Foundation Summary,” and Q&A sections.

« 9o0r 10 overall score—If you want more review on these topics, skip to the "Foundation Summary"
section and then go to the Q& A section. Otherwise, move to the next chapter.
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Foundation and Supplemental Topics

Cisco IPS Device Manager

The Cisco IDM isaJava-based web interface that enables you to configure and manipul ate the operation of
your Cisco network sensors. Each I PS appliance running on your network hasits own web server that
provides access to the IDM application on the sensor. The web server uses Transport Layer Security (TLS)
to encrypt the traffic to and from the sensor to prevent an attacker from viewing sensitive management
traffic. The web server isalso hardened to minimize an attacker's ability to disrupt or compromise its
operation.

This chapter focuses on the following topics:

« System requirementsfor IDM
« Navigating I DM

« Configuring communication parametersby using IDM

System Requirements for IDM

Because the IDS Device Manager is aweb-based application, the major system requirement isaweb
browser. Having sufficient memory and screen resol ution al so promotes effective operation of IDM. The
recommended memory and screen resolution are asfollows:

e 256 MB memory (minimum)

« 1024 x 768 resolution and 256 col ors (minimum)

Cisco hasidentified system requirements based on the following three operating systemsfor use with IDM:

o Microsoft Windows
e SunSolaris

e Red Hat Linux



The recommended configuration for using Windowsisasfollows:

« Microsoft Windows 2000 or Windows XP
o Internet Explorer 6.0 with Java Plug-in 1.4.1 or 1.4.2, or Netscape 7.1 with Java Plug-in 1.4.1 or 1.4.2
« Pentium I11 or equivalent, running at 450 MHz or higher

The recommended configuration for using Solarisisasfollows:

e Sun Solaris2.80r 2.9
e Mozillal.7

The recommended configuration for using Red Hat isasfollows:

o Red Hat Linux 9.0 or Red Hat Enterprise Linux WS version 3, running GNOME or KDE

« Mozillal.7

Note

Although any web browser may work with IDM, Cisco supports only the browsers and system
configurationsmentioned here.

Navigating IDM

Starting with Cisco IPS version 5.0, the IDM interface has been completely restructured. The new graphical
interface (see Figure 3-1) contains an icon bar with the following options:

Configuration

Monitoring
« Back

Forward

¢ Refresh



« Help

Figure 3-1. Main IDM Screen
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Configuring the operational characteristics of the sensor isthe main functionality provided by IDM. By
clicking onthe Configuration icon (located on the top menu bar), you can display alist of configurable
items down the |eft side of the screen (see Figure 3-1). These items are divided into the following operational

categories:

Sensor Setup

Interface Configuration

AnaysisEngine

SignatureDefinition



Event Action Rules

Blocking

SNMP

Auto Update

These operational categoriesare explained in the following sections.

Note

Most operational categories have multiple options. If theindividual options (for a specific
category) are not shown, click on the plus sign on the left of the category name. Thiswill expand
that category and show all of the next-level options. Clicking on the minus sign (to theleft of a
category name) collapses theindividual options under the category name.

Note

The configuration options displayed vary depending on the privilege level of the user who logsin
to IDM.

Clicking on one of the configuration options (shown on the left side of the IDM interface) displaysthe
configuration information for that option in the main portion of the screen. For example, Figure 3-2 shows
the configuration screen displayed when you select Sensor Setup>Users.

Figure 3-2. Sensor Setup Users Screen
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When you make changes to a configuration screen, the Apply icon isno longer grayed out. To save the
changes, click on the Apply button at the bottom of the configuration screen. Clicking on the Reset button
removes your changes (restoring the original configuration values).

Note

When you make changes to a configuration screen and then attempt to move to another
configuration screen (without clicking on either the Apply icon or the Reset button), the popup
window shownin Figure 3-3 appears. To save your changes, simply click on Apply Changes. To
discard the changes, click on Discard Changes. Clicking on Cancel causes you to remain at the
current configuration screen without applying changes or restoring them to their original values.

Figure 3-3. Accept Changes Popup Window

[View full size image]
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Sensor Setup

When configuring access to your sensor, you will use the options available in the Sensor Setup category.
These include configuring the sensor's | P address, the users on the system, and the sensor's time parameters.
Through the Sensor Setup options, you can also configure access to the sensor for Secure Shell (SSH) and
secure web access (using HTTPS). The Sensor Setup category is divided into the following options:

o Network

« Allowed Hosts

o SSH>Authorized Keys

e SSH>Known Host Keys

e SSH>Sensor Key

o Certificates>Trusted Hosts

o Certificates>Server Certificate

e Time



o Users

The Network option enables you to configure the basic sensor network properties such as |P address, default
gateway, network mask, and host name. The Allowed Hosts option enables you to define which 1P addresses
are allowed to access the sensor viaits management interface.

The SSH options enable you to define the authorized host keys for systems that you want to connect to from
the sensor (such as when using Secure Copy [ SCP] to upgrade the sensor's software) as well as the public
keysfor SSH clientsthat are allowed to connect to the sensor. Similarly, the two Certificates options enable
you to define the trusted certificates for systems that the sensor needs to connect to viaHTTPS. Thiswould
commonly apply to master blocking sensors and other I PS devices to which your sensor connects by using
Remote Data Exchange Protocol (RDEP).

The Time option enables you to define the time settings on the sensor. Thisincludes specifying a Network
Time Protocol (NTP) server, time zone settings, and summertime parameters. Finally, the Users option
enables you to view the currently configured users, add users, and change users passwords (if you loginvia
aprivileged account). If you log in to anonprivileged account, you will be able to change only your own
password.

Interface Configuration

Each time your sensor is powered on; it automatically detects the interface modulesthat areinstalled in the
sensor. The network interfaces enable your sensor to monitor network traffic, using either promiscuous or
inline modes of operation. Before monitoring traffic, the interfaces need to be configured.

The command and control interface enables you to access your sensor. Thisinterface is permanently mapped
to aspecific physical interface (depending on the model of the sensor).

The Interface Configuration category includes the following options:

Interfaces

Interface Pairs*

Bypass*

TrafficFow Notifications

Note

The selections marked with an asterisk (*) may not be shown if your sensor does not have enough



interfaces to support inline mode. Inline mode requires at least two interfacesin addition to the
command and control interface.

The Interfaces option enables you to configure basic interface properties, such as speed and whether the
interface is enabled. The Interface Pairs option enables you to define pairs of interfaces that will be used for
inline monitoring. When using inline mode, you may al so need to use the Bypass option to configure the
software bypass mode, which determines how network traffic is handled during operational disruptionsin the
sensor'sinspection applications.

The Traffic Flow Notifications option enables you to configure the following parameters:

e Missed Packet Threshold
« NotificationInterval
o Interfaceldle Threshold

These parameters determine when event notifications are generated based on the flow of traffic acrossthe
sensor'sinterfaces. For moreinformation on Traffic Flow Notifications, refer to Chapter 4, "Basic Sensor
Configuration.”

Analysis Engine

The analysis engine performs packet analysis and alert detection. It monitors traffic that flows through the
specifiedinterfacesand interface pairs.

The Analysis Engine category providesthefollowing options:

e Virtua Sensor
o Global Variables

To use the any of the sensor's interfaces to analyze network traffic, you must assign it to avirtual sensor.
The Virtual Sensor option enables you to assign or remove sensor interfaces from avirtual sensor.

Note

Currently, sensor software supports only asingle virtual sensor (vs0). In the future, however,
Cisco I PS sensors may support multiple virtual sensors. These virtual sensors would enable you to



make one physical sensor appear to be multiple sensors, each with unique configuration settings.
Thisconcept issimilar to that of virtual firewalls, whereasingle physical firewall can be
configured (viasoftware) to operate as multiple virtual firewalls that each have unique
configuration parameters.

The Global Variables option enables you to configure the maximum number of 1P log files that the sensor
will support.

Signature Definition

Network intrusions are attacks and other misuses of network resources. A signature is a set of rulesthat a
sensor uses to detect intrusive activity. Asthe sensor scans network traffic, it searches for matches to the
signatures that it is configured to detect. When a match to a signature is found, the sensor takes the action
that you have configured for that signature.

The Signature Definition category hasthe following options:

SignatureVariables

Signature Configuration

Custom Signature Wizard

Miscellaneous

Using the Signature Variables option, you can configure signature variables that define ranges of 1P

addresses. Y ou can then use these signature variables when defining signatures. When you change the value
of the variable, the changeis automatically replicated to all of the signatureswhereit isreferenced. Y ou can
also change the predefined signature variabl e that determines which ports are examined during web analysis.

Using the Signature Configuration option, you can view the avail able signatures and their properties. Y ou
can enable and disable signatures aswell as adding new signatures and editing the properties of existing
signatures.

Using the Custom Signature Wizard option, you can create custom signatures by using amenu-driven
interface that simplifiesthe creation process.

The Miscellaneous option enables you to configure specific global sensor parametersfor thefollowing
aspects of the sensor's operation:

« Application policy settings



o Fragment reassembly settings
« Streamreassembly settings
« IPlog settings

For more information on configuring these options, refer to Chapter 8, "Sensor Tuning."

Event Action Rules

Event action rules define how your sensor will process specific events when it detects them on the network.
Event action rules define the following functionality on the sensor:

Calculating the Risk Rating

Adding event-action overrides

Filtering event action

Executing the resulting event action

o Summarizing and aggregating events
« Maintaining alist of denied attackers

The Event Action Rules category provides the following options:

EventVariables

Target Value Rating

Event Action Overrides

Event Action Filters

General Settings

Using the Event V ariables option, you can define variables that you use when defining event filters. These
variablesidentify listsor ranges of | P address. By defining event variables (instead of using the actual
addresses in thefilters), you can more easily update | P addresses. Whenever you need to add or remove an
address, you just change the event variable definition.

The Target Vaue Rating enables you to configure an asset rating for specific | P address ranges. The asset
rating can be one of the following values:



No value

e Low

Medium

High

Missioncritical

The Event Action Overrides option defines when actions are automatically assigned to events based on the
value of the Risk Rating. Y ou can assign an event action override for each of the actions that you can
normally assign to asignature.

The Event Action Filters option enables you to define event action filters. Thesefilters prevent (or filter)
configured actions from being applied to specific events. Filters can be based on numerousfactors such as 1P
address, signature I D, and Risk Rating.

The General Settings option enables you to define general settings that apply to event action rules. These
include the following parameters, aswell asthe ability to enable and disable the meta-event generator and
summarizer:

o Deny attacker duration

« Block action duration

o Maximum denied attackers

Blocking

One of the actions that you can configure your sensor to take when a signature triggersis to block traffic
from the system that initiated the intrusive traffic. The two types of blocking actions that you can configure
areasfollows:

o Host block

« Connection block

When you configure a signature to block a connection, it blocks only traffic from the host that triggered the
signature to the destination port, the protocol (such as TCP or UDP), and the destination | P address that
triggered the signature. Therefore, the blocking decision is based on the following parameters:



Source | P address

Destination | P address

Destination port

Protocol

A host block, on the other hand, blocks all traffic from the attacking host regardless of the destination port,
protocol, or destination | P address.

The Blocking category hasthe following configuration options:

« BlockingProperties

« DevicelLoginProfiles

» BlockingDevices

« Router Blocking Devicelnterfaces
« Cat6k Blocking DeviceInterfaces
« Master Blocking Sensor

Using the Block Properties option, you can configure the basic blocking properties along with the IP
addresses that the blocking devices should never block. The Device Login Profiles option defines the
credentials necessary for the sensor to access the blocking devices that you add by using the Blocking
Devices option. To block network traffic, the blocking device applies an access control list (ACL) to one of
itsinterfaces. Y ou configure which interface the blocking ACL will be applied to on routers by using the
Router Blocking Device Interfaces option. Similarly, you configure which interface the blocking ACL will be
applied to on Catalyst 6000 switches by using Cat6k Blocking Device Interfaces.

Note

For Cisco PIX and ASA blocking devices, you do not need to configure a specific interface since
each usesthe device's shun command to block the traffic.

The Master Blocking Sensor option enables you define which sensorswill serve as master blocking sensors.
A master blocking sensor initiates I P blocking for another sensor, since only one sensor can initiate IP
blocking on aspecific blocking device.



Simple Network Management Protocol

Beginning with Cisco IPS version 5.0, sensor software supports Simple Network Management Protocol
(SNMP) functionality (see RFC 1157, " Simple Network Management Protocol [SNMP]"). SNMP facilitates
the exchange of management information between network devices, enabling network administrators to
manage network performance aswell asfind and solve network problems. Using SNM P, management
stations can efficiently monitor the health and status of many types of network devices, including switches,
routers, and sensors.

Note
SNMP isasimple protocol in which the network-management system issues arequest, and
managed devices return responses. Thisinteraction isimplemented by using one of thefollowing
four operations:

« Get—Retrievesinformation for aspecific SNMPfield

o GetNext—Retrievesthe next SNMPfield

o Set—Setsthe valuefor aspecific SNMPfield

« Trap—Configures SNMP to generate a SNMP response when a certain event occurs

Besides polling for SNMP responses, your can configure your sensors to generate SNMP traps. In
this situation, the management station does not poll the sensor for information. Instead, when a
specific event occurs, the sensor sends an unsolicited message to the management system. SNMP
traps are effective in environmentswhereit isimpractical to constantly poll every device on the
network.

The SNMP category provides the following options:

o SNMP General Configuration
« SNMP Traps Configuration

SNMP Gets, Sets, and Traps are disabled by default. To use these features to manage your sensor, you heed
to enable them.



Auto Update

To maintain the latest software images on your sensors, you can configure your sensor to automatically load
service pack and signature updates from acentral FTP or SCP server. Selecting Auto Update displays the
configuration values that your sensor will use to automatically update software.

Note

Y our sensor cannot automatically load service pack and signature updates from Cisco.com. Y ou
need to download them to your FTP or SCP server, from which your sensors can automatically
retrieve them. Furthermore, if you need to downgrade the software (return to a previous software
Version) on your sensor, you can use the downgr ade global configuration command viathe sensor
CLI.

Note

FTP transmitslogin credentialsin the clear (in other words, the traffic is not encrypted). Therefore,
the FTP server should be on a separate management network since it will be a prime target for
attack. At minimum, the user account used to retrieve sensor software images needsto have
minimal privilegesonthe FTPserver.

Monitoring

Besides helping you configure your sensor, IDM also provides the ability to monitor the status and operation
of the sensor. The monitoring functionality is divided into the following options (see Figure 3-4):

Denied Attackers

Active Host Blocks

Network Blocks

IP Logging

Events

Support Information>Diagnostic Report



« Support Information>Statistics

« Support Information>System Information

Figure 3-4. IDM Monitoring Functionality
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Note

The monitoring options displayed vary depending on the privilege level of the user who logsinto
IDM.

The Denied Attackers option enables you to view the IP addresses that are currently blocked by the sensor.
The Active Host Blocks option enables you to manually block specific hosts for a specified duration.
Similarly, the Network Blocks option enables you to manually establish ablock for an entire network. Using
the IP Logging option, you can manually log traffic from a specified host.



Using the Events option, you can view events generated by the sensor. Monitoring events provides abasic
mechanism that you can use to examine the events that your sensor is generating.

The Support Information options provide information useful in debugging the operation of the sensor. Refer
to Chapter 12, "Verifying System Configuration,” for more information on debugging the operation of your
Sensor.

Back

Asyou move through the various configuration and monitoring screens, IDM keeps track of the options you
have selected. Clicking on the Back icon enables you to return to one of previous configuration screens that
you were modifying or viewing (the Back icon issimilar to your browser's Back button). Each click on the
Back icon takes you back one screenin the list of configuration screensthat you have visited.

For instance, suppose that you view the following configuration screensfor the sensor:

« Blocking > Blocking Properties
e Sensor Setup > Users
« Interface Configuration > Interfaces

Clicking onthe Back icon returns you to the Sensor Setup Users configuration screen. Clicking on the Back
icon asecond time will return you to the Blocking Blocking Properties configuration screen.

Forward

Asyou move through the various configuration and monitoring screens, IDM keeps track of the options that
you have selected. Clicking on the Forwar d icon enables you to move forward through thislist of your
selections. Thefunctionality provided by the Forwar d icon isthe opposite of the functionality provided by
the Back icon.

For instance, suppose that you view the following configuration screensfor the sensor:

« Blocking>BlockingProperties
e Sensor Setup>Users
« InterfaceConfiguration>Interfaces

Clicking onthe Back icon returns you to the Sensor Setup Users configuration screen. Clicking on the
Forward icon returns you to the Interface Configuration>Interfaces configuration screen.



Refresh
Clicking on the Refresh icon causes the current screen to update based on the configuration information

stored on the sensor. If you try to refresh without applying changes that you have made, you will be
prompted to either save the changes or discard them.

Help
Clicking onthe Help icon brings up context-sensitive help in a separate browser window. Suppose that you

are configuring the blocking propertiesfor the sensor (via Blocking Blocking Properties). Clicking onthe
Help icon brings up Help information on configuring the blocking properties (see Figure 3-5).

Figure 3-5. IDM Help Screen
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Configuring Communication Parameters Using IDM



To configure the sensor communication parameters on your sensor, perform the following steps:

Step 1. Click on the Configuration icon located on the top IDM menu bar.

Step 2.  If the Sensor Setup category is not expanded, click on the plus sign to the left of Sensor Setup.
Step 3. Click on Sensor Setup>Networ k. Thiswill display the sensor's current communication

parameters (see Figure 3-6).

Figure 3-6. Sensor Communication Parameters Screen
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Step 4.  Enter the host name to be used for the sensor in the Hosthamefield.
Step 5.  Enter the IP address of the sensor in the | P Addressfield.

Step 6.  Enter the network mask in the Network M ask field.



Step 7. Enter the default route that the sensor will use for command and control traffic by specifying the
I P address of the default router in the Default Routefield.

Step 8.  To enable secure web access, click on the Enable TL S/SSL check box. Y ou can also specify the
port for secure web access by specifying a port number in the Web server port field (the default
i1S443).

Note

Many tools automatically target systems based on default ports (such as port 443 for
TLS/SSL). Changing the web server port may make it more difficult for an attacker to
directly attack your web server since doing so requires the attacker to scan the
network first to determine the new port assigned to TLS/SSL.

Step 9. Toenable Telnet accessto the sensor, click on the Enable Telnet check box (the default isfor
Telnet access to be disabled because it is an insecure management protocol since it does not
encrypt the traffic).

Step 10. Click onthe Apply button to save the changes to the communication parameters.
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Foundation Summary

The Cisco | PS Device Manager (IDM) provides agraphical interface that enables you to configure the
operational characteristics of asingle sensor on your network. IDM is a Java-based web application that
should work with most web browsers.

The recommended memory and screen resolution are asfollows:

e 256 MB memory (minimum)
o 1024 x 768 resolution and 256 colors (minimum)

Cisco hasidentified system requirements based on the following operating systemsfor usewith IDM:

o Microsoft Windows 2000 and Windows XP
« Sun Solaris2.8 and 2.9
« Red Hat Linux 9.0 and Red Hat Enterprise Linux WS version, 3 running GNOME or KDE

Thefunctionality provided by IDM isdivided into the following two categories:

« Configuration
« Monitoring

The configuration tasks are divided into the following categories:

Sensor Setup

InterfaceConfiguration

AnalysisEngine

SignatureDefinition

Event Action Rules

Blocking



« SNMP

« Auto Update
Each of these categories provides one or more configuration screens that control the operation of the sensor.
The monitoring functionality isdivided into the following categories:

 Denied Attackers

« Active Host Blocks

« Network Blocks

« |PLogging

« Events

« Support Information>Diagnostic Report

« Support Information>Statistics

« Support Information>System Information
The monitoring categories provide you with information about the current operation of the sensor.

IDM provides online help and al so supports Back and Forward icons (asin a browser) to help you operate
more efficiently whileusing IDM to configure your sensor.
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Q&A

Y ou have two choices for review questions:

« Thequestionsthat follow give you abigger challenge than the exam itself by using an open-ended
guestion format. By reviewing now with this more difficult question format, you can exercise your
memory better and prove your conceptual and factual knowledge of this chapter. The answersto these
guestions are found in the appendix.

« For more practice with exam-like question formats, use the exam engine on the CD-ROM.

10.

11.

12.

Which Windows operating systems are supported for accessing IDM?

What is the minimum amount of RAM that isrecommended for systemsto run IDM?
Which fields can you configure when you access the Sensor Setup>Networ k option?
What SNMP functionality isavailablefor Cisco IPSversion 5.0?

Which web browsers are supported for IDM use on systems running Windows operating
systems?

Which web browser is supported for accessing IDM from both Solaris and Linux operating
systems?

Is Telnet access to the sensor enabled by default?

What two blocking actions can you configure on the sensor?
What versions of Solaris are supported for accessto IDM?
What is the purpose of the Back icon?

What are the main categories of configuration options available to auser with Administrator
privileges?

Is SSH access to the sensor enabled by default?
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Chapter 4. Basic Sensor Configuration

Thischapter coversthefollowing subjects:

» Sensor Host Configuration Tasks
« Interface Configuration Tasks
o AnalysisEngineConfiguration Tasks

For al Cisco IPS deployments, you need to perform certain basic sensor configuration tasks (such as
defining the hosts allowed to connect to the sensor and creating new user accounts). Understanding how to
perform basic sensor configuration tasksis vital to any successful Cisco |PS deployment.

Y ou must correctly configure your sensors to protect your network. This chapter focuses on various basic
sensor configuration tasks. Although you can configure your sensors viathe command-lineinterface (CLI),
the examplesin the chapter use the Cisco I|PS Device Manager (IDM) graphical user interface.

"Do | Know ThisAlready?" Quiz

The purpose of the"Do | Know This Already?' quiz isto help you decide if you really need to read the
entire chapter. If you already intend to read the entire chapter, you do not necessarily need to answer these
guestions now.

The 10-question quiz, derived from the major sectionsin the "Foundation and Supplemental Topics" portion
of the chapter, helps you determine how to spend your limited study time.

Table 4-1 outlines the major topics discussed in this chapter and the"Do | Know This Already?' quiz
guestions that correspond to those topics.

Table 4-1. "Do | Know This Already?" Foundation and
Supplemental Topics Mapping

Foundation or Supplemental Questions Covering ThisTopic
Topic

Sensor Host Configuration Tasks | 1, 6, 7, 9



Foundation or Supplemental Questions Covering ThisTopic
Topic

Interface Configuration Tasks 2,3,4,8

AnalysisEngineConfiguration 5
Tasks

Caution

The goal of self-assessment isto gauge your mastery of the topicsin this chapter. If you do not
know the answer to a question or are only partialy sure of the answer, you should mark this
question wrong for purposes of the self-assessment. Giving yourself credit for an answer you
correctly guess skews your self-assessment results and might provide you with afal se sense of

security.

1. Which of thefollowingisavalid user role on the sensor?

a. Operator
b. Anayst
c. Guest

d. System
e. Manager

2. Which of thefollowing parameters cannot be configured when you are editing amonitoring
interfacevial DM?

a. Interface Duplex
b. Interface Speed
c. Alternate TCP Reset Interface

d. InterfaceDescription



e. Interface Name

3. Whentheinline software bypassis configured to Off, which of thefollowing istrue?

a. Inlinetraffic continuesto flow through the sensor if the analysis engineis stopped.
b. Inlinetraffic stopsflowing through the sensor if the analysis engineis stopped.

c. Inlinetrafficisnever inspected.

d. Inlinetraffic stopsflowing through the sen