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About the Tutorial 

Windows Server 2012 codenamed Windows Server 8 is the most recent version of the 

operating system from Microsoft regarding server management , but not the last one which 

is Windows Server 2016. Officially it was released on August 1,  2012 and is just a 

commercial version  as of now . 

Windows Server 2012 has four editions: Foundation, Essentials, Standard and Datacenter . 

Each one of them has their own limitation s except  the Datacenter version , which is also 

the most expensive one . 

This  is an introductory tutorial that explains all the fundamentals of Windows Server 2012 .  

 

Audience 

This tutorial has been designed for all those readers who want to learn the features of 

Windows Server 2012 . It is especially going to be useful for all thos e professionals who 

are required to install and use this operating system to perform various duties in their 

respective organizations . 

 

Prerequisites 

We assume the readers of this tutori al have a practical  experience of handling a Windows -

based Server s. In  addition, it is going to help if the readers have a basic  knowledge of how 

to install and use an operating system . 

 

Disclaimer & Copyright 

â Copyright 201 6 by Tutorials Point (I) Pvt. Ltd.  

All the content and graphics published in this e -book are the pro perty of Tutorials Point (I) 

Pvt. Ltd. The user of this e -book is prohibited to reuse, retain, copy, distribute or republish 

any contents or a part of contents of this e -book in any manner without written consent 

of the publisher.   

We strive to update the  contents of our website and tutorials as timely and as precisely as 

possible, however, the contents may contain inaccuracies or errors. Tutorials Point (I) Pvt. 

Ltd. provides no guarantee regarding the accuracy, timeliness or completeness of our 

website o r its contents including this tutorial. If you discover any errors on our website or 

in this tutorial, please notify us at contact@tutorialspoint.com  
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Windows Server 2012 codenamed Windows Server 8 is the most recent version of the 

operating system from Microsoft regarding server management .  But it is not the last one, 

as the last one is Windows Server 2016. Officially it was released on August 1 st ,  2012 and 

is being sold as a commercial version only . 

 

Improvements in Windows Server 2012 

The major Improvement s on this version are  as follows :  

¶ I t is ready to be integrated with cloud systems and it still can maintain the classic 

features of local datacenters as a result Hyper - V Virtualization  has new features 

Hyper - v repl icas , it allows you to create virtual machines replications between 

cluste rs and storage systems.  

 

¶ The Storage migration  virtual disks can be moved to different physical storages,  

Virtual machine snapshots , virtual machines can be deleted from the Hyper - v and 

also from the virtual disks and it can be used directly without the  need to shut 

down the virtual machine.  

 

¶ The  Core server installation  easily switch es to GUI installation with out the need 

of reinstallation.  

 

¶ The f ile server and storage service impr ovement is that  it eliminates identical copies 

in  the same volumes as such and saves space.  

 

¶ The  Storage pools and storage spaces  allows you to group the hard disks to 

one or more storage pools then it allow s to create virtual disks . It can add other 

disks  to the storage pools and make available to the users without impacting them.  

 

¶ The iSCSI Target Server  can offer block storage to other servers and applications 

on the network using the iSCSI standard.  

 

¶ Active Directory cloning  can deploy additional domain  controllers by cloning an 

existing virtual domain controller.  

1. Windows Server 2012 ς Overview 
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The Windows Server 2012 has four editions: Foundation, Essentials, Standard and 

Datacenter . Each one of them has their own limitation accept the Datacenter version 

which is also the most expensive one .  

The following table will show what is the right one for your business needs :  

Specifications  Foundation  Essentials  Standard  Datacenter  

Distribution  OEM only  Retail, volume licensing, OEM  
Volume licensing 

and OEM  

Licensing 

model  
Per server  Per CPUpair + CAL  

Processor chip 

limit  
1 2 64  

Memory limit  32 GB  64 GB  4 TB  

User limit  15  25  Unlimited  

File sharing 

limits  

1 standalone 

DFS root  

1 standalone 

DFS root  
Unlimited  

Network Policy 

and Access 

Services limits  

50 RRAS 

connect ions and 

10 IAS 

connections  

250 RRAS 

connections, 50 

IAS connections, 

and 2 IAS 

Server Groups  

Unlimited  

Remote 

Desktop 

Services limits  

50 Remote 

Desktop 

Services 

connections  

Gateway only  Unlimited  



Windows Server 2012  

  7 

 

Virtualization 

rights  
N/A  

Either in 1 VM or 

1 physical 

server, but not 

both at once  

2 VMs  Unlimited  

Active 

Directory 

Certificate 

Services  

Certificate 

Authorities only  

Certificate 

Authorities only  
Yes 

Hyper - V No No Yes 

Server Core 

mode  
No No Yes 

Windows 

Server Update 

Services  

No No Yes 

 

For finding out the cost of licensing you can click on the following link :  

https://www.microsoft.com/en -us/server - cloud/products/windows -server -2012 -

r2/pu rchasing.aspx  

 

https://www.microsoft.com/en-us/server-cloud/products/windows-server-2012-r2/purchasing.aspx
https://www.microsoft.com/en-us/server-cloud/products/windows-server-2012-r2/purchasing.aspx
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In this chapter, we will discuss regarding the requirements and prerequisites of the 

Windows Server 2012.  

System Requirements 

Although most of the servers nowadays probably have the necessary requirements for 

Windows Server 2012. It will certainly be useful to know them in case you want to upgrade 

from an older system.  

The main requirements are:  

¶ CPU socket minimum 1.4 GHz (64 -bit processor) or faster for single core and 

Microsoft  recommends is 3.1 GHz (64 -bit processor) or faster multi - core . 

 

¶ RAM memory minimum is 2GB, but Microsoft recommends 8GB.  

 

¶ 160 GB hard disk with a 60 GB system partition space in your hard disk.  

One important thing to note here is that the installation process itself will verify your 

computer hardware and let you know if it qualifies for a Windows Server 2012 installation. 

If not, then you will need to upgrade your hardware.  

Installation  

The following steps are to be adhered for the installation of Wind ows Server 2012.  

Step 1: We can download the evaluation ISO of Windows Server 2012 R2 from the 

following link :  

https://www.microsoft.com/en -us/evalcenter/evaluat e-windows -server -2012 - r2  

But you will need to sign in first  with a Microsoft account like Hotmail for example in order 

to complete the download and the good thing is that the evaluation period will last for 180 

days , so you will have enough time to k now if it will be the right product for you or not .  

 

At the end , if you decide to buy the license of you r Windows server 2012 R2 . You can 

purchase it online via a Microsoft online store found in  ï 

2. Windows Server 2012 ς Installation 

https://www.microsoft.com/en-us/evalcenter/evaluate-windows-server-2012-r2
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http://www.microsoftstore.com/store/msusa/en_US/list/Windows -

Server/categoryID.70676900?icid=BusinessR_Software_80_Windows_Server_112315  

For the Enterprise s olution , I would recommend to purchase it via a Microsoft partner that 

is found in your countr y. 

 

Step 2 : After downloading the ISO of Microsoft , create a  boot USB driver  which can be 

created wi th  the Microsoft tool called Windows USB/DVD Downlo ad Tool and can be 

downloaded from the following link:  

https://www.microsoft.com/en -us/download/windows -usb -dvd -download - tool  

After downloading the EXE file , open it a nd select the ISO file location and then click next 

like in the following screenshot , and wait up to the end when the Boot USB is created.  

 

http://www.microsoftstore.com/store/msusa/en_US/list/Windows-Server/categoryID.70676900?icid=BusinessR_Software_80_Windows_Server_112315
http://www.microsoftstore.com/store/msusa/en_US/list/Windows-Server/categoryID.70676900?icid=BusinessR_Software_80_Windows_Server_112315
https://www.microsoft.com/en-us/download/windows-usb-dvd-download-tool
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Step 3: After completing the above given steps, plug - in  the USB to the server and wait 

for a while till it load s the files . This will continue for about a couple of  minutes  as shown 

in the following screenshot . 

 

Step 4: After the files are loaded , you will see the screen of language setting s of 

installatio n, keyboard, time and currency format . Generally,  all the default  ones are also 

good enough to start with . Click Next.  

 

Step 5 : Click ñInstall nowò.  
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Step 6 : Once  you have clicked on Inst all Now, the setup will start and it will load all the 

files and the screen will look as shown in the following screenshot .  

 

Step 7 :  Wait until the files are loaded and then you will see the f ollowing screen.  Letôs 

select Windows Server 2012 DataCenter Evaluation (Server with GUI) and click Next.  
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Step 8 :  Click ñI accept the license termsò and then c lick on the Next button  as shown in 

the following screenshot . 

 

Step 9:  The following screen will appear.  In ñDriver Optionsò you can create a new 

partition, delete or fo rmat the Hard disk.  After you have done this process then you can 

select the partition where the Windows server 2012 R2 will be installed in o ur case we 

have one partition.  Once all this is done, t hen click on Next.  
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Step 10:  Letôs wait until this process finishes during this time  and then  the server will 

reboot.  

 

Step 11: Once the reboot is done the following screen will appear.  Set the password for 

the server and t hen click on ñFinishò. 
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Step 12: It will take some minutes until the setup finishes completely .  

 

Step 13: Once all this is done, you have completed the installation process and the 

follo wing screen will appear.  

Congratulation s!!!  
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Like the previous version , Windows Server 2012 has the following roles which can be use d 

and in the subsequent chapter, we will see ho w to install and configure the most important 

ones.  

The following picture shows all the roles. A small reminder! ï Roles and Features are 

the tools that you need to install or activate in order to c omplete your I T Administration 

duties , without the ir installation you cannot do anything . 

 

 

 

 

 

 

 

 

 

3. Windows Server 2012 ς Server Roles 
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To add a role in the server we should adhere to the following steps:  

Step 1:  Click with the mouse on Server Manager which is found in the task bar  as shown 

in the follow ing screenshot.  

 

Step  2 :  After opening the ñServer Managerò, click on the second option ñAdd roles and 

features ò. 
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Step 3 :  The following screen will appear, then you can Click on the Next  button . 
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Step 4:  Select the Role-based or feature -based installation and  then click on the Next  

button.  
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In the next screen that appears, you will have the following two options :  

Option 1: Select a server from the server pool . This option is ï if you want to install the 

services in the physical server like being done in the following screenshot.  

 

  



Windows Server 2012  

  20  

 

Option 2:  Select a virtual Hard disk if you want to install the s ervices in a virtual disk that 

can be somewhere in the network storage. Take a look at the following screenshot  for 

better understanding.  
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Step 5:  The last step will be to check the service that you want to install , but in the 

upcoming chapters  we will continue this setup for each and every important services.  
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Windows PowerShell is a command - line shell  and scripting language  designed 

especially fo r system administration . I tôs analogue in Linux is called as Bash Scripting . 

Built on the .NET Framework, Windows PowerShell helps IT professionals to control and 

automate the administration of the Windows operating system and applications that run 

on Win dows Server environment.  

Windows PowerShell commands, called cmdlets , let you manage the computers from the 

command line. Windows PowerShell providers  let you access data stores, such as the 

Registry and Certificate Store , as easily as you access the file  system.  

In addition, Windows PowerShell has a rich expression parser and a fully developed 

scripting language . So in simple words you can complete all the tasks that you do with 

GUI and  much more.  

PowerShell Icon can be found in the task bar and  in the start menu . Just by clicking  on 

the icon, it will open .  

 

 

 

4. ²ƛƴŘƻǿǎ {ŜǊǾŜǊ нлмн ҍ PowerShell 
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To open it , just click on the icon and then the following screen will open and it means that 

PowerShell is ready for you to work on . 

 

The latest versi on of PowerShell is 5.0 and to check what is installed in our server we type 

the following command  ï :$ PSVersionTable  as shown in the following screenshot and 

from the screen we also know that we have PSVersion 4.0  
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To update with the latest version where it has more Cmdlets we have to download 

Windows Management Framework 5.0  from the following link ï 

https://www.microsoft.com/en -us/download/details.aspx?id=50395  and ins tall it.  

 

PowerShell ISE 

The Windows PowerShell Integrated Scripting Environment  (ISE) is a host application 

for Windows PowerShell. In Windows PowerShell ISE, you can run commands and write, 

test, and debug scripts in a single Windows -based graphic us er interface with multiline 

editing, tab completion, syntax coloring, selective execution, context -sensitive help, and 

support for right - to - left languages.  

You can use menu items and keyboard shortcuts to perform many of the same tasks that 

you would perf orm in the Windows PowerShell console. For example, when you debug a 

script in the Windows PowerShell ISE, to set a line breakpoint in a script, right -click the 

line of code, and then click Toggle Breakpoint .  

  

https://www.microsoft.com/en-us/download/details.aspx?id=50395
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To open it you just go to Start ï Search and  then Type ï PowerShell  as shown in the 

following screenshot .  

 

Then click on Windows Power Shell ISE . Or click o n the downward Arrow as shown in the 

following screenshot.  
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It will list all the application s installed on the server and then clic k on Windows PowerShell 

ISE. 

 

 

The following table will be open  ï 

 

It has three section s, which include ï The PowerShell Console  with number 1, then 

Scripting File  number 2 and the third is the Command Module  where you can find the 

module . 

While creating the script you can run directly and see the result like the following example :  
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PowerShell Basic Commands 

There are a lot of PowerShell commands and it is very difficult to put in all these commands 

in this tutorial, we will focus on some of the most important as well as basic commands of 

PowerShell .  

The first step is to go to the Get -Help command which give s you an explanation about how 

to give a command and it s parameter .  
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To get the  list of Updates :  

¶ Get -HotFix and to install a hot fix as follow s 

¶ Get -HotFix - id kb2741530   
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Remote  Management Service  is one of the most important part pertaining to 

administration of Windows Server 2012.  Administration of servers is performed through 

Windows Management Ins trumentation.  WMI instructions can be sent over network WinRM 

ñRemote Managementò. 

By default this utility is enable d, you can check it by going to Server Manager ï>  the n 

click on Local Server  as shown in the following screenshot.  

 

If in case it is disable d,  you can enable it by Opening PowerShell and then typ ing  Enable -

PSRemoting  as shown in the screenshot given below.  

 

There is another way to enable it  ï Click on ñServer Managerò ï>  Local Server , then 

ENABLE Remote ma nagement .  

5. ²ƛƴŘƻǿǎ {ŜǊǾŜǊ нлмн ҍ Remote Management 
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Adding a Server for Remote Management 

To add other servers for remote management,  follow the steps given below :  

Step 1 :  Server Manager - >  Dashboard - >  Add other servers to manage . 

 

Step 2 :  If the server s are joined to the domain , you a dd the select option ñActive 

Directory ñ, in my case they are not joined , so I selected the second option ñDNSò ï>  In 

the search Box , I add ed the IP of the server that has to be managed ï>  click on a small 

arrow ï>  OK. 
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Step 3: Go to Server Manager  - >  All Servers , you will se e the server that you have added . 

As my server is in the Work Group , I have to right click and click on ï ñManage Asò as 

shown in the following screenshot.   
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Step 4: Enter the credentials of the remote server as follow s and then - >  OK. 

 

To remove a managed ser ver , Right Click on server - >  Remove Server .  
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The Windows Firewall with Advanced Security is a  firewall that runs on the Windows Server 

2012 and is turned on by default.  The Firewall settings within Windows Server 2012 are 

managed from wit hin the Windows Firewall Microsoft Management Console . To set 

Firewall settings perform the following  steps :  

Step 1: Click on the Server Manager from the task bar  - >  Click the Tools menu and select 

Windows Firewall with Advanced Security . 

 

Step 2: To see the current configuration settings by selecting Windows Firewall 

Properties  from the MMC. This allows access to modify the settings  for each of the 

three firewall profiles , which are ï Domain, Private  and Public  and IPsec settings.  

6. Windows {ŜǊǾŜǊ нлмн ҍ Windows Firewall 
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Step 3: Appl ying custom rules , which will include the following  two steps :  

¶ Select either Inbound Rules  or Outbound Rules  under Windows Firewall with 

Advanced Security  on the left side of the management console.  (As you Know 

outbound traffic is  the traffic genera ted from server towards the internet and 

inbound traffic is vice versa).  The rules that are currently enabled are denoted by 

green checkbox icon, while disabled rules display a grey checkbox icon.  

 

¶ Right -clicking a rule will allow you toggle enable/di sable . 
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How to Create a New Firewall Rule? 

To create a new Firewall Rule , you have to adhere to the following steps:  

Step 1: From the right side of either the Inbound Rules or Outbound Rules ï click  ñNew 

Ruleò. 
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Step 2: Custom  from the Rule T ype radial button Ą click Next .  
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Step  3: Select the Program association  for the Custom Firewall Rule as either All programs 

or the path to a program Ą click Next .  
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Step 4: Protocol type field select the protocol type  Ą click Next .  
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Step  5: Select an IP address association  for both local and remote addresses Ą click 

Next .  
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Step 6: Select an action to take on matching traffic Ą click Next .  
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Step 7: Select the profiles associated with the custom rule Ą click Next . 
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Step 8:  Put a name for your Firewall rule and an optional description Ą Finish . 
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Step 9: The firewall rule can be found on the corresponding Rule tab, either inbound or 

outbound depending on the type created. To disable or delete the rule  find the rule in the 

MMC, right -click it  and select either Disable Rule  or Delete .  
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In this chapter ,  we will see how to enable remote desktop application . It is important 

beca use this enables us to work remotely on the server . To do this , we have the following 

two options . For the first option, we have to follow the steps given below.    

Step  1:  Go to Start  Ą right click ñThis PCò Ą Properties . 

 

 

7. ²ƛƴŘƻǿǎ {ŜǊǾŜǊ нлмн ҍ Remote Desktop 
Management  
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Step 2: On Left side c lick  ñRemote Settingò. 

 

Step 3: Check radio button ñAllow Remote connection to this computerò and Check box 

ñAllow connection only from computers running Remote Desktop with Network Level 

Authentication  ( recommended) ò Ą click ñSelect Usersò. 
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Step 4: Click Add . 

 

Step 5:  Type user that you want to allow access . In my case , it  is administrator  Ą click 

OK. 
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For the second option , we need to follow the steps given below.  

Step 1:  Click on ñServer Manageò Ą Local Server Ą click on ñEnableò or Disable , if it is 

Disabled . 
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Resource M onitor is a great tool to identify which program/service is using resources like 

program, applications, network connection  and memory usages.   

To open Resource Monitor,  go to Server Man age Ą Tools . 

 

Click on ñResource Monitorò, the First Section is ñOverview ò. It tells how much CPU is 

consuming every application and on the right side of the table , it monitor s in real time the 

chart of CPU usage.  The Memory tells how much memory every application is consuming 

and in the right side of the table it is being monitor ed in real time in the chart of CPU 

usage.  

The Disk tab splits it by the different hard drives. This will show the current Disk I/O  and 

will show the disk usage per process.  The network tab will show the processes and their 

network bytes sent and received. It will also show the current TCP connections and what 

ports are currently listening, IDs too.  

8. ²ƛƴŘƻǿǎ {ŜǊǾŜǊ нлмн ҍ Resource Monitor 
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In this chapter,  we will see how to Install Active Directory in Windows Server 2012 R2.  

Many of us who have worked with the previous version run DCPROMO.EXE  to install it , 

but in the 20 12 version , it is recommended by Microsoft not to use it anymore.  

To continue with Installati on  follow the steps given below.  

Step 1: Go to ñServer Managerò Ą Manage Ą Add Roles and Feature . 

 

Step 2: Click the  Next  button.   

 

9. ²ƛƴŘƻǿǎ {ŜǊǾŜǊ нлмн ҍ Active Directory 
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Step 3: As we  are installing AAD on this machine , we will select ñRole-based or feature -

based Installation ò Ą Next .  

 

Step 4: Click on ñSelect a server from the server poolò, this is the case when it will be 

installed locally .  
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Step 5 : Check mark in the box next to Active Directory Domain Services. A box  will 

be explaining  additional roles services or features  which  are also required to install domain 

services.  
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Step 6: Click Add Features.  

 

Step 7: Check ñGroup  Policy Managementò Ą Next .  
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Step 8: Click the  ñNextò button . 

 

Step 9: Click  ñInstallò. 
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Installation Screen will come up now  and you have to wait until installation bar completes.  

 

Now that the installation of DC role is finishe d, you have to configure it for you server.  
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Step 10:  Click ñServer Managerò Ą Open the Notifications Pane by selecting the 

Notifications icon  from the top of the Server Manager. From the notification regarding 

configuring AD DS (Active Directory Domain  Services) ,  click Promote this server to a 

domain controller .  

 

Step 11 :  Click ñAdd a new forestò Ą Insert your root domain name into the Root domain 

name  field. In my case , I have  put ñexample.comò. 
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Step 12: Select  a Domain and Forest f unctional level . Once selected fill in a DSRM 

password  in the provided password fields. The DSRM password is used when booting the 

Domain Controller into recovery mode.  

 

Step 13: In the next screen which shows up,  there is a warning on the DNS  Options tab , 

click OK  and then select Next .  
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Step 14: Enter NETBIOS name and click ñNextò. 

 

Step 15:  Select location of the SYSVOL, Log files  and Database folders and then click 

Next .  
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Step 16:  Click ñInstallò and wait until it is fin ished . The server will restart several times.  

 

The i nstallation is now complete . 
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In Windows 2012 , creating account OU and group is nearly the same as in the previous 

versions.  

To Create a n OU user , please follow the steps give n below.  

Step 1: Go to:  Server Manager  Ą Tools  Ą Active Directory Users and Computers . 

 

Step 2: To create an OU named Management. Right -click domain in A ctive Directory  Users 

and Computers, choose New  and click Organizational Unit .  

 

10.  Windows Server 2012 ҍ DC Accounts 



Windows Server 2012  

  62  

 

Step 3: Type Management  to name the OU. Check the Protect container from 

accidental deletion option . This option will protect this object from accidental deletion.  
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Step 4: To create a user , Right -click on the Management  OU Ą click New  Ą and then  

click User .  

 

  



Windows Server 2012  

  64  

 

Step 5: Complete the field with the data of the users  Ą then click Next .  

 

Step 6: Now type - in the password. Check on the tick box Ą User must change password 

at next logon. The user will be forced to change the password when the use r logs in  Ą 

Click Next  Ą and then click Finish .  
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In Windows Server 2012 a new file system it is presented with is caller Resilient  File 

System  (ReFS).  

The key attributes of ReFS include:  

¶ Maintaining a high level of data availabi lity and reliability, even when the individual 

underlying storage devices experience failures.  

 

¶ Providing a full, end - to -end resilient architecture when used in conjunction with 

Storage Spaces. When used together, ReFS and Storage Spaces provide enhanced 

resiliency to storage device failures.  

The significant functionality included with ReFS is described below :  

¶ Integrity :  ReFS stores data in a way that protects it from many of the common 

errors that can normally cause data loss. When ReFS is used in co njunction with a 

mirror space or a parity space, detected corruption  ð both metadata and user data, 

when integrity streams are enabled  ð can be automatically repaired using the 

alternate copy provided by Storage Spaces. In addition, there are Windows 

Power Shell cmdlets ( Get - FileIntegrity  and Set - FileIntegrity ) that you can use 

to manage the integrity and disk scrubbing policies.  

 

¶ Availability :  ReFS prioritizes the availability of data. Historically, file systems were 

often susceptible to data corruption t hat would require the system to be taken 

offline for repair. With ReFS, if corruption occurs, the repair process is both localized 

to the area of corruption and performed online, requiring no volume downtime. 

Although rare, if a volume does become corrupte d or you choose not to use it with 

a mirror space or a parity space, ReFS implements salvage , a feature that removes 

the corrupt data from the namespace on a live volume and ensures that good data 

is not adversely affected by non - repairable corrupt data. B ecause ReFS performs 

all repair operations online, it does not have an offline chkdsk  command.  

 

¶ Scalability :  As the amount and size of data that is stored on computers continues 

to rapidly increase, ReFS is designed to work well with extremely large data  sets  

ð petabytes and larger  ð without performance impact. ReFS is not only designed 

to support volume sizes of 2^64 bytes (allowed by Windows stack addresses), but 

ReFS is also designed to support even larger volume sizes of up to 2^78 bytes 

using 16 KB c luster sizes. This format also supports 2^64  ï 1-byte  file sizes, 2^64 

files in a directory  and the same number of directories in a volume.  

 

¶ Proactive Error Correction :  The integrity capabilities of ReFS are leveraged by a 

data integrity scanner , which is also known as a scrubber . The integrity scanner 

periodically scans the volume, identifying latent corruptions and proactively 

triggering a repair of that corrupt data.  

 

 

11.  Windows Server 2012 ҍ File System 
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When the metadata for a ReFS directory is corrupted, subfolders and their associated files 

are automatically recovered. ReFS identifies and recovers the files while ReFS remains 

online. Unrecoverable corruption of the ReFS directory metadata affects only those files 
that are in the directory in which the corruption has occurred.  

ReFS includes a new registry entry, RefsDisableLastAccessUpdate , which is the 

equivalent of the previous NtfsDisableLastAccessUpdate  registry entry.  The new 

storage command lets in Windows PowerShell are available ( Get -FileIntegrity  and Set -

FileIntegrity ) for you to manage the integrity and disk scrubbing policies.  

 

 

 

 

  

https://technet.microsoft.com/library/jj218348.aspx
https://technet.microsoft.com/library/jj218351.aspx
https://technet.microsoft.com/library/jj218351.aspx
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The Managed Service Accounts (MSA )  was introduced in Windows Server 2008 R2 to 

automatically manage (change) passwords of service accounts. Using MSA , you can 

considerably reduce the risk of system accounts running system service s being 

compromised.  MSA has one major problem which is the usage of such service account only 

on one computer. It means that MSA Service Accounts cannot work with cluster or NLB 

services , which operate simultaneously on multiple servers and use the s ame account and 

password.  To fix this , Microsoft added the feature of Group Managed Service Accounts 

(gMSA) to Windows Server 2012.  

To create a gMSA , we should follow the steps given below:  

Step 1: Create  the KDS Root Key.  This is used by the KDS serv ice on DC to generate 

passwords.  

 

To use the key immediately in the test environment, you can run the PowerShell 

command:  

Add- KdsRootKey ƵEffectiveTime ((get - date).addhours( - 10))  

To check  whether  it creates successfully or not, we run the PowerShell c ommand:  

Get- KdsRootKey 

Step 2:  To create and configure gMSA  Ą Open  the Powershell terminal and type:  

New  ï ADServiceAccount  ï name gmsa1  ï DNSHostName dc1.example.com  ï 

PrincipalsAllowedToRetrieveManagedPassword " gmsa1Group "  

In which,  

¶ gmsa1  is t he name of the gMSA account to be created . 

 

¶ dc1.example.com  is the DNS server Name . 

 

¶ gmsa1Group is the active directory group which includes all systems that have to 

be used.  This group should be created before in the Groups.  

12.  Windows Server 2012 ҍ Group Managed Service 
Accounts  
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To check it ,  Go to Ą Server Manager  Ą Tools  Ą Active Directory Users and Computers  Ą 

Managed Service Accounts . 

 

Step 3: To install gMAs on a server Ą open PowerShell terminal  and type in the following 

commands :  

¶ Install  ï ADServiceAccount ï Identity gmsa1  

¶ Test  ï ADServiceAccount gmsa1  

The result should come ñTrueò after running the second command, as shown in the 

screenshot given below . 
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Step 4: Go to service properties , specify that the service will be run with a gMSA account .  

In the This account  box in the Log on  tab type the name of the service account. At the 

end of the name use symbol $ , the password need not to be specified. After the changes 

are saved, the service has to be restarted.  

 

The account will get the ñLog On as a Serviceò and the password will be retrieved 

automatically.  
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The features of Group Policy Management were installed during the DC Role Installation . 

Many of the management features havenôt changed as compared to the previous versions 

of Windows Server . To create a GPO (Group Policy Overview), we need to follow the steps 

given below.  

Step 1:  To create a GPO open the Group Policy Management Console  (GPMC ) , go to  

Server Manager  Ą Tools  Ą Group  Policy Management  as shown in the screenshot 

below . 

 

  

13.  Windows Server 2012 ҍ Group Policy Overview 
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Step 2:  Right -click  on an  OU Ą select the first option Create a GPO in this domain and 

Link it here  

 

Step 3: Type the Name  for this GPO object Ą click OK button. We have s elected the  name 

as Test  GPO. 
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Step 4: Right -click  the GPO object  and click Edit . 
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As you know Dynamic Host Configuration Protocol  (DHCP) is commonly implemented 

network services in todayôs network environments. DHCP is prima rily used to automatically 

distribute IP configuration settings to network clients, eliminating manually configuring 

hosts on TCP/IP -based networks.  

To Install DHCP role , you will have to follow the steps given below.  

Step 1:  Go to ñServer Managerò Ą Manage  Ą Add Roles and Features.  

 

Step 2: Click Next  

 

14.  Windows Server 2012 ҍ DHCP Role 
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Step 3: Select the Role - based or feature - based installation  option Ą click Next .  
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Step 4: We will install a Local  DHCP Role as it will Select a server from the Server Pool  Ą 

th en click Next .  
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Step 5: From  the Roles  lists, check the DHCP Server role  Ą click Add Features  on the 

popup windows  as shown in the following screenshots . 
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Step 6:  Click  Next .  

 

Step 7 :  Click Next .  
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Step 8: Click Install . 

 

St ep 9:  Click Close . 
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Post-deployment Configuration 

In this section, we will see how to do the post -deployment configuration  of the DHCP. 

Please follow the steps given below.  

Step 1:  Click on the warning icon and then click on ñComplete DHCP Configurationò. 
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Step 2: Click Next .  

 

Step 3: Select a domain user account that has permissions to create objects in the Net 

Services container in Active directory or a domain admin account Ą click Next .  
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Step 4:  Click Close . 

 

Scope Implementation of DHCP 

Now we have to configure the service to make it useful for the computers.  To do this, we 

need to follow the steps given below.  

Step 1: Server Manager screen  Ą Tools  Ą DHCP. 
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Step 2: Right -click on the DHCP Server Ą th en click  on ñAdd/Remove Bindingsé ñ 
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Step 3:  Ensure  the static IP address of the server should appear  as shown in the following 

screenshot.  
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Step 4: Right -click on IPv4 Ą Select ñNew Scopeò. 
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Step 5: Click ñNextò. 

 

 

Step 6: Enter Scope Name  and description as shown in the following screenshot and then  

Ą Next .  
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Step 7: Enter the Start and End IP address, the Subnet mask, leave the Length as default 

ñ24ò for class C subnet Ą click Next .  

 

Step 8: Enter your IP range in the exclusion list. If you have devices on the network that 

require static IP address and also ensure that the excluded range falls with the Start and 

End range earlier specified,  then Ą click Next .  
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Step 9: Enter the desired lease duration for the assigned IPôs or leave as default Ą then 

click Next .  

 

 
Step 10: Select  Ą Yes , I want to configure these options now  to configure the DHCP 

options for the new scope  Ą then click on Next . 
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Step 11: Enter the de fault gateway which is the IP of your Router  Ą then click Next .  

 

Step 12: Add DNS IP Ą click Next ( we can put Google DNS or if it is a Domain environment 

you can put the  DC IP  there )  then click Ą Next .  

 



Windows Server 2012  

  89  

 

Step 13: Specify your WINS Se rver if any and then click Ą Next .  

 

Step 14: Select Yes , I want to activate this scope now  option  to activate the scope 

immediately and then click Ą Next .  
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Step 15: Click Finish . 
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DNS Role is one of the mo st important services in a network with Domain Controllers 

Environment . I t helps us to resolve domain names internally and externally to IP and to 

have access to the requested service for the respective domain.  

Let us now see how to install the DNS Role.  For this we need to follow the steps given 

below.  

Step 1:  To Install DNS role , go to ñServer Managerò Ą Manage  Ą Add Roles and Features.  

 

Step 2: Click Next .  

 

15.  Windows Server 2012 ҍ DNS Role 
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Step 3 : Select the Role - based or feature - based installation  option and then click 

Next .  

 

Step 4: We will install a Local  DNS role as it will select a server from the server pool  Ą 

and then click Next .  
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Step 5:  From the Server  Role s  lists, check the DNS Server  role  Ą click Add Features on 

the popup windows  and then  click Next .  
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Step 6: Click Next .  

 

Step 7:  Click Install . 
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Step 8 : Wait until installation bar is complete . 

 

Once the installation is finished, click on Close .  
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To manage DNS , we have to create a primary Zone because by default , there are no  zones  

in order to manage the records.   

Step 1: To manage DNS, go to Server Manager  Ą Tools  Ą DNS Ą Right click on ñForward 

Lookup Zoneò Ą New Zone . 

 

 

16.  Windows Server 2012 ҍ Primary Zones 
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Step 2: Select ñPrimary Zoneò and then click Next .  

 

Step 3:  Enter the name of the primary Zone for which you want to manage the records . 
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Step 4 : Select  ñCreate a new file with this filenameò option . 

 

Step 5:  If you want to update the record of this zone manually , you have to select ñDo 

not allow dynamic Updatesò, as shown in the following screenshot.  
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Step 6:  Click  the  Finish  button . 
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As you know, in DNS you can add re cords according to your need and in Windows server 

2012 as well. This doesnôt change too much from its earlier version of Windows Server 

2008.  

To add or manage records, we have to follow the steps given below:  

Step 1: Server Manager  Ą DNS Ą Right click on the server that has a DNS record , which 

in our case is local .  

 

  

17.  Windows Server 2012 ҍ Manage Records 
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Step 2: Go to ñForward Lookup Zoneò. 
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Step 3 :  Right Click on the empty Field  Ą New Host (A or AAAA) é 
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Step 4:  Name field and the subdomain name or case is WWW. Ą IP address we put is 

192.168.1.200 . So, w hen we will type - in ou r browser www.example.com , it will redirect 

us to 192.168.1.200 . 

 

Step 5: To add a Mail Server Record , we add an  MX record and then Right click Ą New 

Mail Exchanger  as shown in the screenshot given below  

 

  

http://www.example.com/
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Step 6: At ñFully qualifies domain name(FQDN) of mail serverò, you enter the name of 

mail serve r Ą then in the ñMail server priorityò, you enter a number . The  smaller the 

number , the higher the priority.  
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The II S or Internet Inf ormation Services  role is one of the most important services in 

Windows Server 2012 . I t has improved features as compared to its previous  versions and 

it help s us to publish web application or webpages . 

Let us now see how to install the II S Role  for which you will have to follow the steps given 

below.  

Step 1: To Install IIS role , go to ñServer Managerò Ą then Manage  Ą and then to Add 

Roles and Features.  

 

Step 2: Click on Next  in the window which pops up.  

 

18.  Windows Server 2012 ҍ IIS Overview 
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Step 3: Select the Role - based or feature - based installation  option and then click on 

Next .  

 

Step 4:  I will install a Local  IIS role as it will Select a server from the server pool  Ą then 

click on Next .  
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Step 5: From the Roles lists, check the ñWeb serverò (IIS) Server role  Ą Next .  

 

Step 6 :  Click Next .  
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Step 7:  Click Next .  

 

 
Step 8:  You can choose all the default setting or customize them according to you needs.  
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Step 9: Click Install . 

 

Step 10 :  Wait until the Installation Wizard finishes.  Once it is done click Close.  
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Step 11:  Check if your IIS is installed correctly . This can be done by open ing  your internet 

explorer and then typ ing  http://localhost  and you should be able to see the following 

screenshot.  

 

 

  

http://localhost/
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The IIS ( Internet Information Services )  is facing internet all the time . So, it is 

important to follow some rules in order to minimize the risk of being hacked or havin g any 

other security issues.  The first rule is to take all the updates of the system regularly.  The 

second one is to create different application polls to this , which can be done by following 

the steps shown  below . 

Step 1: You have to go to:  Server Manager  Ą Internet Information Services(IIS) Manager  

Ą Application Pulls . 

 

  

19.  Windows Server 2012 ҍ IIS Security 
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Step 2: Click ñSitesò Ą Right Click ñDefault Websiteò Ą Manage Website  Ą Advance 

Settings . 
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Step 3: Select the Default Pools .  
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Step 4  Disable the OPTIONS method , this can be done by following the path ï Server 

Manager  Ą Internet Information Services  (IIS) Manager  Ą Request Fil tering . 
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Step 5: In the a ction  pane, select "Deny Verb"  Ą Insert óOPTIONSô in the Verb Ą OK. 

 

Step 6: Enable Dynamic IP Restrictions blocks  by going to ï IIS Manager  Ą Double click 

on "IP Address and Domain Restrictions"  Ą Actions pane .  
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Step 7: Then select  "Edit Dynamic Restriction Settings"  Ą Modify and set the dynamic IP 

restriction settings according to your needs Ą press OK .  

 

Step 8:  Enable and Configure Request Filtering Rules , to do this ï IIS Manager  Ą Double 

click on "Request Filtering"  Ą Change to the Rules tab  Ą Actions Pane.  
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Step 9: Then  select "Add Filtering Rule"  Ą Set the required rules  Ą Click  OK. 
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Step 10 : Enable  logging , to do this we need to follow th is path ï IIS Manager Ą select 

the specific site you want to configure Ą Logging . 
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Virtualization is one of the most important technology feature and Microsoft has invested 

on this and the responsible role is calle d as Hyper -V.  

Let us now see how to install the Hyper -V Role , for doing this we should follow the steps 

given below.  

Step 1: To Install DNS role go to ñServer Managerò Ą Manage  Ą Add Roles and Features.  

 

Step 2:  Click Next .  

 

20.  Windows Server 2012 ҍ Hyper-V 
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Step 3:  Select the Role - based or feature - based installation  option Ą click Next .  

 

Step 4: I will install a Local  Hyper -V role as it will Select a server from the server pool  Ą 

Next .  
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Step 5: From the Roles lists, check the Hyper -V Server role  Ą click Add Features on the 

popup windows  which show up and then Ą Next . 

 

Step 6: Click  Next .  
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Step 7: Choose your serverôs physical network adapters that will take part in the 

virtualization  Ą Next .  

 

Step 8:  Under Migration ,  leave the defa ult settings Ą Next .  
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Step 9:  Choose the path where to sa ve the file.  

 

Step 10: Click Install and wait for the installation bar to finish . 
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In this chapter,  we will see how to create a virtual machine . Firstly,  we should  open the 

Hyper -V manager  and then follow the steps given below.  

Step 1:  Open ñServer Managerò Ą and then Click on ñHyper-Vò. 

 

  

21.  Windows Server 2012 ҍ Advanced Configuration 
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Step 2: Click ñNewò on the Right side Panel or click on Action  button in the options  as 

shown in the screenshot below.  

 

Step 3: Double Click on the Virtual Machine  option as shown in the following screenshot.  
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Step 4: A new table will be open Ą Type the Name of your new machine and then click 

Next .  

 

Step 5: A new table will be open where you must  allocate the memory . Keep in mi nd that 

you can not choose more memory than what you have  in your system.  

 

Step 6: In the Connection  dropdown box, choose yo u physical network adaptor  and click 

Next .  

 






































































































