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About the Tutori al

Windows Server 2012 codenamed Windows Server 8 is the most recent version of the

operating system from Microsoft regarding server management , but not the last one which

is Windows Server 2016. Officially it was released on August 1, 2012 and is just a
commercial version  as of now .

Windows Server 2012 has four editions: Foundation, Essentials, Standard and Datacenter .
Each one of them has their own limitation s except the Datacenter version , which is also
the most expensive one

This is an introductory tutorial that explains all the fundamentals of Windows Server 2012

Audi ence

This tutorial has been designed for all those readers who want to learn the features of
Windows Server 2012 . It is especially going to be useful for all thos e professionals who
are required to  install and use this operating system to perform various duties in their
respective organizations

Prerequisites

We assume the readers of this tutori al have apractical experience of handling aWindows -
based Server s.In addition, itis going to help if the readers have a basic knowledge of how
to install and use an operating system

Di scl ai mer & Copyright

a Copyright 201 6 by Tutorials Point (I) Pvt. Ltd.

All the content and graphics published in this e -book are the pro  perty of Tutorials Point (1)
Pvt. Ltd. The user of thise  -book is prohibited to reuse, retain, copy, distribute or republish
any contents or a part of contents of this e -book in any manner without written consent

of the publisher.

We strive to update the contents of our website and tutorials as timely and as precisely as
possible, however, the contents may contain inaccuracies or errors. Tutorials Point (1) Pvt.
Ltd. provides no guarantee regarding the accuracy, timeliness or completeness of our
website 0 rits contents including this tutorial. If you discover any errors on our website or

in this tutorial, please notify us at contact@tutorialspoint.com
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1. WindowsServe012¢ Overview

Windows Server 2012 codenamed Windows Server 8 is the most recent version of the
operating system from Microsoft regarding server management . But itis not the last one,
as the lastone is Windows Server 2016. Officially it was released on August 1 s, 2012 and

is being sold asa commercial version  only .

BR Windows Server2012

| mprovenWintdowsn Server 2012

The major Improvement s on this version are as follows :

1 Itis ready to be integrated with cloud systems and it still can maintain the classic
features of local datacenters as a result Hyper -V Virtualization has new features
Hyper -v repl icas , it allows you to create virtual machines replications between
cluste rs and storage systems.

1 The Storage migration virtual disks can be moved to different physical storages,
Virtual machine snapshots , virtual machines can be deleted from the Hyper -v and
also from the virtual disks and it can be used directly without the need to shut

down the virtual machine.

1 The Core server installation easily switch es to GUI installation with  out the need
of reinstallation.

1 Thefile serverand storage service impr ovement isthat iteliminatesidentical copies
in the same volumes as such and saves space.

1 The Storage pools and storage spaces allows you to group the hard disks to
one or more storage pools then it allow s to create virtual disks . It can add other
disks to the storage pools and make available to the users without impacting them.

1 The iSCSI Target Server can offer block storage to other servers and applications
on the network using the iSCSI standard.

1 Active Directory cloning can deploy additional domain controllers by cloning an
existing virtual domain controller.
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The Windows Server 2012 has four editions:
. Each one of them has their own limitation accept
most expensive one

Datacenter

which is also the

Windows Server 2012

Foundation, Essentials, Standard and

the Datacenter version

The following table will show what is the right one for your business needs

Services limits

connections

Specifications Foundation Essentials Standard Datacenter
o . . . Volume licensing
Distribution OEM only Retail, volume licensing, OEM and OEM
Licensing Per server Per CPUpair + CAL
model
Proces'so'r chip 1 5 64
limit
Memory limit 32GB 64 GB 47TB
User limit 15 25 Unlimited
File sharing 1 standalone 1 standalone Unlimited
limits DFS root DFS root
. 50 RRAS 250 RRAS
Network Policy . connections, 50
connect ions and : _—
and Access 10 IAS IAS connections, Unlimited
Services limits . and 2 IAS
connections
Server Groups
50 Remote
Remote Deskio
Desktop ) P Gateway only Unlimited
Services

B i
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Windows Server 2012

Either in 1 VM or
V|rtugllzat|on N/A 1 physical 2 VMs Unlimited
rights server, but not
both at once
Active
Directory Certificate Certificate Yes
Certificate Authorities only Authorities only
Services
Hyper -V No No Yes
Server Core No No Yes
mode
Windows
Server Update No No Yes
Services
For finding out the  cost of licensing  you can click on the  following link

https://www.microsoft.com/en

-us/server - cloud/products/windows

-server -2012 -

r2/pu_rchasing.aspx

Pricing and licensing overview

Edition ideal for..

Datacervier Highly virtualized private and hybad
doud emronments

Standard Low density or non-virtualized
environments

Essentials Senall business emvironments for servers
with up to two processors

Foundation  Economical geneval purpose server with

a single processor

¥

Feature comparison

Full Windows Server functionality with unlimited virtual
nstanies

Full Windows Server functionality with teo virtual
instances

Simpler interface, pre-configured connectivity to
cloud-based senvices: one virtual instance of Essentials

General purpose Server functionality with no virtualization
rights

tutorialspoint
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Licensing

model

Processor «
CAL*

CAL*

Server {25 User
Limit)

Server (15 User
Limit)

Pricing Open
NL (US$)

$6,155**

282"

$501*

OEM only



https://www.microsoft.com/en-us/server-cloud/products/windows-server-2012-r2/purchasing.aspx
https://www.microsoft.com/en-us/server-cloud/products/windows-server-2012-r2/purchasing.aspx

2. Windows Server 20X2nstallation

In this chapter, we will discuss regarding the requirements and prerequisites of the
Windows Server 2012.

System Requirements

Although most of the servers nowadays probably have the necessary requirements for
Windows Server 2012. It will certainly be useful to know them in case you want to upgrade
from an older system.

The main requirements are:

1 CPU socket minimum 1.4 GHz (64 -bit processor) or faster for single core and
Microsoft recommends is 3.1 GHz (64  -bit processor) or faster multi -core.

1 RAM memory minimum is 2GB, but Microsoft recommends 8GB.

1 160 GB hard disk with a 60 GB system partition space in your hard disk.

One important thing to note here is that the installation process itself will verify your
computer hardware and let you know if it qualifies for a Windows Server 2012 installation.
If not, then you will need to upgrade your hardware.

Installation

The following steps are to be adhered for the installation of Wind ows Server 2012,

Step 1: We can download the evaluation ISO of Windows Server 2012 R2 from the
following link

https://www.microsoft.com/en -us/evalcenter/evaluat _e-windows -server -2012 -r2
But you will need to sign in first with a Microsoft account like Hotmail for example in order
to complete the download and the good thing is that the evaluation period will last for 180
days, so you will have enough time to k now if it will be the right product for you or not .
() Windows Server 2012 R2
(¥
o Evauations | 180 days Q

Plaace 5ign n 10 download Windoae Server 2012 R If you have not registered befora you will e asted to do <o

et S rrecazso 0oes en-u evalconte evahmte-sedons-senve-2LE- QS eriustios 311

At the end , if you decide to buy the license of you r Windows server 2012 R2 . You can
purchase it online via  a Microsoft online store found in T
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https://www.microsoft.com/en-us/evalcenter/evaluate-windows-server-2012-r2

Windows Server 2012

http://www.microsoftstore.com/store/msusa/en_US/list/Windows -
Server/categorylD.70676900?icid=BusinessR_Software 80 Windows Server 112315

For the Enterprise s olution , | would recommend to purchase it via a Microsoft partner that
is found in your countr y.

€ 9 rrecroscituterecom c ;19 wE D 3§ N

Windows Server

Sor By Releearce |- Tirwing 1.5 Senm

Windows Server 2012
Ucense Pack

and manage witud desitops

Step 2 : After downloading the ISO of Microsoft , create a boot USB driver which can be
created wi th the Microsoft tool called Windows USB/DVD Downlo ad Tool and can be
downloaded from the following link:

https://www.microsoft.com/en -us/download/windows  -usb -dvd -download -tool
After downloading the EXE file , open ita nd select the ISO file location and then click next
like in the following screenshot , and wait up to the end when the Boot USB is created.

B Microsoft Store

WINDOWS 7 USB/DVD DOWNLOAD TOOL Tems of use | Online help

Step 1 of 4: Choose ISO file

Source fle:  |C:\Windows_Server_R2.1SO

Next
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Windows Server 2012

Step 3: After completing the above given steps, plug-in the USB to the server and wait
forawhile tillitload s the files . This will continue for about a couple of minutes as shown
in the following screenshot

Step 4: After the files are loaded , you will see the screen of language setting s of
installatio n, keyboard, time and currency format . Generally, all the default ones are also
good enough to start with . Click Next.

- Waodows %0 _——

B Windows Server 2012

Step5 : Cl ick Alnstall nowo

B8 Windows Server 2012
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Windows Server 2012

Step 6 : Once you have clicked on Inst  all Now, the setup will start and it will load all the
files and the screen will look as shown in the following screenshot

Setup is starting

Step 7: Wait until the files are loaded and then you will see the f ollowing screen. Let 0s
select Windows Server 2012 DataCenter Evaluation (Server with GUI) and click Next.

11
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Windows Server 2012

Step 8:Cl i ck Al accept the | hcliekrpsthe tNext bugtah as shdwninh e
the following screenshot

MOCROSONT SOFTIARS LICERSE TLses

MOCROSON T WRDOWS W EVIR JOL) DATACINTIR

0 e ol pin Pense el D

Step 9: The following screen  will appear. | n fADri ver Optionsodo you
partition, delete or fo  rmat the Hard disk. After you have done this process then you can
select the partition where the Windows server 2012 R2 will be installed in o ur case we

have one partition.  Once all thisis done,t  hen click on Next.

12

4| tutorialspoint

EIMPLYEAEYLEARMNINEG



Windows Server 2012

Step10: Let d6s wait waegs ffilishes during thip time and then the server will
reboot.

Getting e ready for mtalltion (4%

Step 11:  Once the reboot is done the following screen will appear. Set the password for
the serverandt henclick on #fAFi.ni sho

Settings

Type a password for the bullt-mn admnesiraton account thal you can use to Sgn in 10 this compater

User name

13
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Windows Server 2012

Step 12: It will take some minutes until the setup finishes completely

Finalizing your settings

Step 13: Once all this is done, you have completed the installation process and the
follo wing screen will appear.

Congratulation s!!!

Press Ctri+Alt+Delete to sign in

5:03

Monday, September 2

G 12
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3. Windows Server 20xZ2ServelRoles

Like the previous version , Windows Server 2012 has the following  roles which can beuse d
and inthe subsequent chapter, we will see ho w to install and configure the most important
ones.

The following picture shows all the roles. A small reminder! i Roles and Features are
the tools that you need to install or activate in order to ¢ omplete your | T Administration
duties , without the ir installation you cannot do anything

Before You Begin Selact one or more roles to install on the selected server,

Instaliation Type Roles

Server Selection
[T] Active Directory Certificate Services

[[] Active Directory Domain Services

[] Active Directory Federation Services

[[] Active Directory Lightweight Directory Services
[[] Active Directory Rights Management Services
[[] Application Server

[T] DHCP Server

[T] DNS Server

[] Fax Server

[m] File and Storage Services (2 of 12 instalied)
(] Hyper-V

[[] Network Policy and Access Services

[] Print and Document Services

Remote Access (1 of 3

O szr;otevbesktop Services

[[] Volume Activation Services

7] Web Server (I15)

[C] Windows Deployment Services

[T] Windows Server Essentials Experience

[[] Windows Server Update Services

Features

15
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Windows Server 2012

To add a role in the server we should adhere to  the following steps:

Step 1:  Click with the mouse on Server Manager which is found in the task bar as shown
in the follow ing screenshot.

Server Manager

Step 2. After opening the fAServer Manager 0, click
features 0 .

16
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Windows Server 2012

Step 3 : The following screen will appear, then you can Click on the Next button .

Installation Type

Server Sslection

DESTINATION SERVER

This wizard helps you install roles, role services, or features. You determine which roles, role services, or
features to install based on the computing needs of your organization, such as sharing decuments, or
hasting a website.

To remove roles, role services, or features:
Start the Remove Roles and Features Wizard

Before you continue, verify that the following tasks have been completed:

* The Administrator account has a strong password
* Network settings, such as static IP addresses, are configured
* The most current security updates from Windows Update are installed

If you must verify that any of the preceding prerequisites have been completed, close the wizard,
complete the steps, and then run the wizard again.

To continue, click Next.

[[] skip this page by default

< Previous | | Mext = | | Install | | Cancel
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Windows Server 2012

Step 4: Select the Role-based or feature -based installation and then click on the Next
button.

. . DESTINATION SERVER
Select installation type oy,
Before You Begin Select the installation type. You can install roles and features on a running physical computer or virtual

machine, or on an offline virtual hard disk (VHD).

— ® Role-based or feature-based installation
Server Selection X : .
Configure a single server by adding roles, role services, and features.

) Remote Desktop Services installation

Install required role services for Virtual Desktop Infrastructure (VD)) to create a virtual machine-based
or session-based desktop deployment.

[<previous | [ Net> | | nstal | [ Cancel

18
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Windows Server 2012

Inthe next screen that appears, you will have the following two options

Option 1: Select a server from the server pool . This option is 1 if you want to install the
services in the physical server like being done in the following screenshot.
% tul
— DESTINATION SERVER
Select destination server S

Before You Begin Select a server or a virtual hard disk on which to install roles and features.

Installation Type (®) Select a server from the server pool
S () Select a virtual hard disk

Server Roles Server Pool
Features
Filter:
Name |P Address Operating System

Microsoft Windows Server 2012 R2 Standard

1 Computer(s) found

This page shows servers that are running Windows Server 2012, and that have been added by using the
Add Servers command in Server Manager. Offline servers and newly-added servers from which data
collection is still incomplete are not shown.

<Previous | | Net> | | instal Cancel
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Windows Server 2012

Option 2:  Select a virtual Hard disk if you want toinstall the s ervices in a virtual disk that
can be somewhere in the network storage. Take a look at the following screenshot  for
better understanding.

i 3 DESTINATION SERVER
Select destination server
Before You Bagin Select a server or a virtual hard disk on which to install roles and features.
Installation Type () Select a server from the server pool
3 (@ Select a virtual hard disk
Server Pool 1. Select a server on which to mount
the virtual hard disk (VHD).
Filer: | |
If you select a VHD file from a
: network share, that share must
Name IP Address Operating Syste: grant Read and Write permissions
11 VIl e  tothe computer (local system)
account of the server that you
selected to mount the VHD. User-
only account access is not
sufficient.
< [T B
1 Computer(s) found
Virtual Hard Disk 2, Select an offline VHD file on which

Windows Server 2012 is already
installed, and on which you want
to install roles and features.

| < Previous \.7Next ;‘ ’ _Install | | Cancel l

\\ServerName\Path\OfflineVirtualHardDisk.vhd Hiommas:

20
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Step 5: The last step will be to
upcoming chapters we will continue this setup for each

check the service that you want to install

Windows Server 2012

and every important services.

, but in the

Select server roles

Before You Begin
Installation Type

Server Selection

Features

Select one or more roles to install on the selected server,

Roles

[IRActive Directory Certificate Services —

[T] Active Directory Domain Services

[T Active Directory Federation Services

[T] Active Directory Lightweight Directory Services
[T] Active Directory Rights Management Services
[[] Application Server

[[] DHCP Server

[C] DNS Server

[C] Fax Server

[] File and Storage Services (2 of 12 installed)
[ Hyper-v

[[] Network Policy and Access Services

[T] Print and Document Services

[m] Remote Access (1 of 3 installed)

[[] Remote Desktop Services

DESTINATION SERVER

Description

Active Directory Certificate Services
(AD CS) is used to create
certification authorities and related
role services that allow you to issue
and manage certificates used in a
variety of applications.

<Previous | [ Net> | | nstal | [ Cancel
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4. 2 AYR2g6a { PoWSSHD H N m

Windows PowerShell is a command -line shell and scripting language designed
especially fo r system administration . [t6 sanalogue in Linux is called as Bash Scripting .
Built on the .NET Framework, Windows PowerShell helps IT professionals to control and

automate the administration of the Windows operating system and applications that run

on Win dows Server environment.

Windows PowerShell commands, called cmdlets |, let you manage the computers from the
command line. Windows PowerShell providers let you access data stores, such as the
Registry and Certificate Store , as easily as you access the file system.

In addition, Windows PowerShell has a rich expression parser and a fully developed
scripting language . So in simple words you can complete all the tasks that you do with
GUl and much more.

PowerShell Icon can be found in the task bar and in the start menu . Just by clicking on
the icon, itwill open.

= T G

Windows Adminstrative
Server Manager PowerShe Tools

A -

- h

8

Control Panel

22
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Windows Server 2012

Toopenit , justclickontheicon andthen thefollowing screen will open and it means that
PowerShell isready foryou towork on.

-~

Ly Administrator: Windows PowerShell | = [ o

Windows PowersS
Copyright (C) 2014 Microsoft Corporation. All rights reserved.

PS C:\Users\Administrator> _

The latest versi  on of PowerShell is 5.0 and to check what is installed in our server we type
the following command i :$PSVersionTable as shown in the following screenshot and
from the screen we  also know that we  have PSVersion 4.0

PS C:\Users\Adm nistrator> $PSVersionTable

PSVersion

WSManStackVersion

SerializationVersion
LRVersion

BuildVersion

PSCompatibleVersions

PSRemotingProtocolVersion

PS C:\Users\Admmistrator> _

23
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Windows Server 2012

To update with the latest version where it has more Cmdlets we have to download
Windows Management Framework 5.0 from the following link ¥
https://www.microsoft.com/en - us/download/details.aspx?id=50395 and ins tall it.

8 htty microsoft.com/en-t

And you can download it for free.*

Get started >

indows Management Framework 5.0

Windows Management Framework 5.0 includes updates to Windows PowerShell,
Windows PowerShell Desired State Configuration (DSC), Windows Remote Management
(WinRM), Windows Management Instrumentation (WMI). Release notes:
http://go.microsoft.com/fwlink/?LinkID=717903

Powshre |l | | SE

The Windows PowerShell  Integrated Scripting Environment (ISE) is a host application
for Windows PowerShell. In Windows PowerShell ISE, you can run commands and write,

test, and debug scripts in a single Windows -based graphic us er interface with multiline
editing, tab completion, syntax coloring, selective execution, context -sensitive help, and
support for right  -to-left languages.

You can use menu items and keyboard shortcuts to perform many of the same tasks that

you would perf orm in the Windows PowerShell console. For example, when you debug a

script in the Windows PowerShell ISE, to set a line breakpoint in a script, right -click the
line of code, and then click Toggle Breakpoint

24
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Windows Server 2012

To open it you just go to Start I Search and then Type 1 PowerShell as shown in the
following screenshot

Everywhere -

, Windows PowerShell

Windows PowerShell ISE

verShell (x86)

er Options

z, Windows PowerShell ISE (x86)

g‘ Change power-saving settings

Then click on Windows Power  Shell ISE . Or click o n the downward Arrow as shown in the
following screenshot.

25
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Windows Server 2012

It will list all the application s installed on the server and then clic k on Windows PowerShell
ISE.

z Windows PowerShell (x86)

E Windows PowerShell ISE

E Windows PowerShell ISE (x86)

The following table will be open T

o 4 M ﬂ ) @ ~ (Y]

33 Age-F>I»

iR

21 w1 =1 =1 ~1 21 =1 =1

It has three section s, which include 1 The PowerShell  Console with number 1, then
Scripting File number 2 and the third is the Command Module where you can find the
module .

While creating the script you can run directly and see the result like the following example
26
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Windows Server 2012

¢ View Tooks Dedeg Addom Mep

4 4 A 0 B 8 =RNnal

Power Bhaaslilc Commands

There are a lot of PowerShell commands and it is very difficult to put in all these commands
in this tutorial,  we will focus on some of the most important as well as basic commands of

PowerShell .

Thefirststepis togoto the Get-Help command which give syou an explanation about how
to give a command and it s parameter .

yJse »-ir'nn'l\tr‘afor‘\ L;gf He] p \_Ad ..p’;)-F
NAME
_-"-dd-:".pp;)-:Pa:l\;,ige
<string> [-DependencyPath <string[]>] [-ForceApplicationShu
[<«CommonParameters>]

Add-AppxPackage [-Path] <string> -Fm]1>1'er [DP;:HPde\,F'r-fh csfrmq[W ] [thb]-D—
[ For C»-»-Qph(:thln hutdo <

A d Ij -2.':(p_',-_ F' ac
[-Install,

Add-AppxPackage -MainP g
[-WhatIf] [-Confirm] mmonParameterss ]

27
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Windows Server 2012

To getthe list of Updates

T Get-HotFix and to install a hot fix as follow S
M Get-HotFix -id kb2741530

C:\Users\Admmi strator> Get-HotFix

Sourt Description

28
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5. 2 AYR2 6a { RoldoEMdhagement

Remote Management Service is one of the most important part pertaining to
administration of Windows Server 2012. Administration of servers is performed through
Windows ManagementIns  trumentation. WMI instructions can be sent over network WinRM
ARemote Managemento.

By default this utility is enable d, you can check it by goingto Server Manager i > then
click on Local Server as shown in the following screenshot.

@ v Server Manager * Local Server

S8 PROPERTIES
I52 Dashboard RS
i Local Server
- Computer name oy
B§ All Servers Workgroup WORKGROUP
W3 File and Storage Services D
@l Remote Access
Windows Firewall Public: On
Remote management Enabled
Remote Desktop Enabled
NIC Teaming Disabled
Ethernet SIS 0.0 enabled
Ifin case itis disable d, you can enable it by Opening PowerShell and then typing Enable -

PSRemoting as shown in the screenshot given below.

e

There is another way toenableit T Cl i ck on @ASer veEx LobhhSeover € thén
ENABLE Remote management .

29
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TOSTTOvaTY m
B Local Server )
Computer name s

ii All Servers Norkorouo WORKGROUP
B} File and Storage Services b

g“-l Remote Access

Addiasgr veRemot e Management

To add other servers for remote management, follow the steps given below :

Step 1: Server Manager -> Dashboard -> Add other servers to manage

m WELCOME TO SERVER MANAGER

.
§ locy Senver

B Arsenes
#§ Fie and Storage Sesvices o F oo
;lj Remots Aces .
QUICK START
WhalS MW
LEARN MORE :

Step 2: If the server s are joined to the domain, you add the sel ect option
Directory i, in my case they are not joined , Solselected the second opti de IMDNSO

the search Box , | add ed the IP of the server that has to be managed i > clickon a small
arrow 1> OK.

30
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B Add Servers [-[=

l Active Directory import l Selected
Computer =
Search RARGRANS el
4 QTHER (1)
Name IP Address By
l
[
i 1 Computer(s) selected '
B
n Help _ OK Cancel
Step 3: Goto Server Manager -> All Servers , you will se e the server that you have added
As my server isin  the Work Group , | have to right click and clickon T iIManage a#s 0
shown in the following screenshot.
_ I- SERVERS
I Dashboard B e
i Local Server
p i v Rw
#§ Fieand Storage Services b borvie asne Ped Address Maracesbiie Last Update Windows Artratan
S, oo SRS 10 SNAD Orine - Performance counters not started 682016 41139 P m

W

Computer Management

Remote Desktop Connecton

Windows PowerShell

Configure NC Tearung

Configure Windows Automatc Feedback
EVENTS Manage As ..
: 1 Remove Server
p v Ww Refresh

r

Sopy
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Step 4: Enter the credentials of the remote server as follow s and then

To remove a managed ser

Enter User Account and Password

Enter the name and password of an account with user rights on the
selected servers,

For example, user, user@example.contoso.com, or domain\user name.

Entering a blank user name and password deletes cached credentials.

K. T

[ Remember my credentials

-> OK.

ver, Right Click on server -> Remove Server .

Filter

| -
Server Name

jeo @v @v

IPv4 Address Manageability Last Update

WAlN@F  Online - Performance counters not started 6/8/2016 4:15:47 PM  00252-60120)

Add Roles and Features

Restart Server

Computer Management
Remote Desktop Connection
Windows PowerShell

EVENTS

Configure NIC Teaming
Configure Windows Automatic Feedback

Windows Act

Manage As ...

All events | 0 total

Filter

Server Name

iD

| ' Remove Server

g Refresh

Severity S | Copy

te and Time
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6. Windows{ S NI S NWindowsFirewall

The Windows Firewall with Advanced Security is a

2012 and is turned on by default.
managed from wit
Firewall settings perform the following

Step 1:

Windows Firewall with Advanced Security

WELCOME TO SERVER MANAGER

' Local Server
s AN Servers
i a00s

& DNS

#8 File and Storage Services P

--‘n;&-\l"'}d‘
aa P

Click on the Server Manager from the task bar

AT . neat

firewall that runs on
The Firewall settings within Windows Server 2012 are
hin the Windows Firewall Microsoft Management Console . To set

steps :

re < k¢ 2| cor
jre this 10cal serv

m o "- :.l':?!:ll

4ol toles

yred feature

Pedormance

BPA results

ROLES AND SERVER GROUPS
Woles J berver groogs 1 Sevvert tatal 1
i apos 1 & DNS
@ Manageamhity @ Manageabiay
Events Events
sennces Sernces

Performance

BPA results

-> Click the Tools menu and select

Aztrve Directory Admunntratve Center
Actve Dwrecrary Damans s Trusts
Active Dvreceory Magtule for Wesdaws Power Sl
Actve Direcrory Stes and Servces

Active Directory Users and Computen
ADSHEen

Componant Servees

Computer Maragemen
Detragment and Optimae Drves

ONS

Buers Viewer

Croup Policy Management

SCSI Initistor

Loval Secuney Pubcy

QDBC Dwta Soorces (32-bity

QOBC Data Scurces 64-bat)

Performance Momtor

Resource Momtor

Secuctty Canfiguestion Wizsed

Sareces

Systemn Configureton

System information

Task Scheduler

:m : 'qunwecmuq

Dugnostx
Windows PowerShet

Windows PowerShed (86]
Windows PowerShed 15§
Windows PowerShed 154 (6]

Step 2:
Properties  from the MMC. This
three firewall profiles

' tutorialspoint
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Actve Drectory Admnatrabve Contar
WELCOME TO SERVER MANAGER e e St T
H Active Dwectory Module dor Windows PowerShed
o Windows Firewall with Advanced Secunty |=la] x|
Fle Acion Vies Help
« m B
& Windows Fuewall mith Adssecs K
K} Outbound Pules Wrrkoes Fouwal it Advareed Secuty Frafie | Pubic Profle | Fasc Sctinge | —
85 Conmection Security Rudes ‘ oy ot Polay
¢+ 5 Monitosng Specly behavior for when & Conguter is correcied £ &3 compenie bt Poticy.
Overview ‘ Uae jore Defaudt Peiicy
Domasn Profile ‘ . ‘9""“?"""' v:‘ nose / Regat
| @ Wedows Frewal s o0 Fbound connections (Bock Gletak) v »
© roount connections 85 not match & nd Outtound conrectons [Mow wfets -
O Oubourd conmectione that do et malch & [ umaman }
Private Profile
&
o matotaghotay T Soachy etrn e ot Wdown [ |
© rbound cormectione et ds not match # 7 [3=| Fomad behavior L
€ Oubourd convectons that 99 not mech =
Pubhbc Profile s Active
=~ =
O Wndows Frewat o on wopied ATy —
© oot comnactione Pt ds not reatch u nd
O Oubourd corvmctors that ds ot mutch &
B o frewed Frpetes —
—3 . e
Getting Started — .
Cowate cormection securty ndet 12 specty how and when corvoctors Setwoen congeites e 2 0urtcaied and
protecied by usng ntemet Pratacel secusty [Peec)
Step 3:  Applying custom rules , which will include the following two steps

1 Selecteither Inbound Rules or Outbound Rules under Windows Firewall with
Advanced Security on the left side of the management console. (As you Know
outbound traffic is the traffic genera ted from server towards the internet and
inbound traffic is vice versa). The rules that are currently enabled are denoted by
green checkbox icon, while disabled rules display a grey checkbox icon.

1 Right -clicking a rule will allow you toggle enable/di sable .
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Fle Acion View Help
e« 2 =
i

=M"':h ‘Nunc Group * jon |~

°“”°“: - Rt | rample inbound Block

g on Secwly © 2ctive Diractory Demain Controlter - Ec..  Active Diractory Domain Ser..
- sy © Active Dicectory Domein Controier - Ec...  Active Directory Domain Sev..
8 Active Directory Domain Controffer - LD...  Active Directory Domain Ser...
@ Active Directory Domain Controlfer - £D...  Active Directory Domain Ser..
@ Active Directory Domain Controller - LD Active Directory Domain Ser.
10 Active Directory Derain Controlles - Net... Active Directory Domain Ser._.
10 Active Directory Domain Controller - SA..  Active Directory Domain Ser._.
8 Active Directory Domain Controller - SA..  Active Directory Domain Ser...
€ Active Directory Domain Controfler - Sec.. Active Directory Domain Ser...
{0 Active Directory Domain Controler - Sec...  Active Directory Domain Ser...
{8 Active Directory Domain Controller - W3...  Active Directory Domain Ser..
{8 Active Directory Domain Controller (RPC)  Active Directory Domain Ser..
8 Active Divectory Demain Controfles {(RPC_. Active Directory Domain Ser._
8 Active Directory Web Services (TCP-in)

Profie
A
A
a1
A
A
A
A1
Al
A
A
Al
Al
A
A
A

qFFEFERRRFRRERELY

FEREFFREFEET

FEEEEEEECEEREEE

g
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How to Create a New Firewall Rule?
To create anew Firewall Rule , you have to adhere to the following steps:

Step 1: From the right side of either the Inbound Rules or Outbound Rules T click ANew

Rul eo.

T
|

g | Mame Profle  Ensbled Mhon_:_ ound |
s P € Actrve Desctory Doman Controller - fc..  Active Directory Domain Ser.. Al Yes Abow ™ fule_

'%m“'__"'""'““' 0 Active Dieecrory Doman Controfier  Ec..  Active Disectory Domsin Ser.  All Yes Allow v :p s A
€ Active Directory Demnain Controller - LD..  Active Directory Domsain Ser..  All Yo Aow |0 by
€ actve Dieectory Doman Controfier - LD Active Directory Domin Ser..  All Yes ASon |V Filter by State »
€ Active Deectory Domnuin Contreller - LD Active Directory Domain See.  All Yes Atiow  Filtes by Group »
€ Actsve Directory Demnain Contrelier - Net..  Active Dwectory Domsein See..  All Yes Al View >
G Active Directory Deman Controlies - S Active Directory Domain Ser_.  All Ves Alow
) Active Dieeciony Domain Controller - SA_  Active Ditectory Domain Ser.. Al Yes Allow G PRefresh
€ Actrve Directony Deenmn Contrelles - Sec Active Dirctory Domamn See. Al Yes Abew & Bportat..
€D Actrve Deectory Deenun Controies - Sec Active Dumctory Dansen See Al Yes Adew | @ e
0 Activr Diencaory Demnun Controller - Wi Active Ditectory Domam Ser. Al Yes Abow
& Active Dvecrary Desnan Contrefies (RPC)  Actrve Directory Domain See_. Al Yes Aliow
€ Active Dectory Doman Controlies (RPC..  Actree Directory Domain Ser. Al Yer Allow
€ Actave Dieectory Web Services (TCP ) Active Directory Web Servces  All Yer Aicw
@ BranchCache Content Retraval (HTTR-In)  BramchCache - Comters Rets. Al Ne Aliow
@ BranchCache Hosted Cache Server (NTT.. BuanchCache - Hosted Cach. ANl Ne Alow
@ BranchCache Pees Dacovery (WSD-In)  BramchCache - Peer Dacove..  All Ne Alow
@ COM- Network Access DCOM-in) COMe Network Access A Ne Abow
@ COM- Remote Admimistrabon [DCOM-In)  COMe Remcte Adwministratl.. AN Ne Allow
© Core Networkng - [ [ Core N 9 an Ves Aow
@ Core Networkng - Desti Urveachs.. Cere Netwerking A Yes Aow
€ Core Networking - Dynamic Most Config... Core Networking an Yes Abow
€8 Core Networking - Dynamic Host Config.. Core Netwarking A Ves Abow
) Core Networking - internet Group Mana.  Core Netwerking Al Yes Abon
€ Core Networking - PHTTPS (TCH-4n) Core Netmerbing an Yes Aow
O Cote Netwarkmng - Pyt (P vteie) Core Networking A Ves Aton
@ Core Networkng - Mutticast Lutener Do Core Networking an Yes Abew
0 Core Networong - Mutticast Latener Qu. Core Netweriing A Ves Aliew
| € Core Networking - Multicat Listenas Reg.. Core Netwarking A Yer Alow v

< m >l <] 3 ] >

Mew Rule..
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Step 2: Custom from the Rule T ype radial button A click Next .

Rule Type
Select the type of frewal rule 10 create

Sheps:
What type of nule would you lke to create ?

' Program
Rule that controls connections for 8 program

. Port
Rule that controls connections for a TCP or UDP port.

' Predefined:

| Actve Ovectory Doman Servces
Rule that controls connections for 8 Windows expenence.

® Custom
Custom nde
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Step 3: Selectthe Program association for the Custom Firewall Rule as either All programs
or the path to a program A click Next.

Program

Specify the full program path and exacutable name of the program that this nie matches.

Steps:
Rue Type Does this rule apply to all programs or a specific program?

Program

Protocol and Ports @ Al programs

Scope FRude applies to all connections on the computer that match other nie properties.
Action
Profie
Name

) This program path:
\
Example- c\path\program exe
%Programfiles

% \browser'browser exe

38
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Step 4: Protocol type field  select the protocol type A click Next .

Protocol and Ports
Specify the protocols and ports to which this nule applies.

Steps:
Rue Type To which pods and protocols does this nie apply?

|Tce

| Specéic Ports
{80
Bxamle: 80, 443, 50005010

| A1 Pots

39
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Step 5: Select an |IP address association for both local and remote addresses A click
Next .

Scope
Specfy the local and remote IP addresses to which this nule applies.

Steps:

Which local IP addresses does this rule apply to?
® Any IP address

?
e
?
K () Thesz IP addresses:
°
e
*

Customize the nterface types to which this nde applies:
Which remote IP addresses does this rule apply to?
® Any IP address

() These IP addresses:

40
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Step 6: Select an action to take on matching traffic A click Next .

Action
Specify the action to be taken when a connection matches the condtions specfied in the nie.

Steps:
What action should be taken when a connection matches the specfied conditions?

Rue Type
Program
- () Allow the connection
Prctocsl and Pots This includes connections that are protected with [Psec 2s wedl as those are not.
Scope
Action
Profis
Name

) Allow the connection if it is secure
This includes only connections that have been authenticated by using IPsec. Conneclions
:hbeseand_ghwmn [Psec properties and nies in the Connection Security
node

| Customize

‘e Block the connection
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Step 7:  Select the profiles associated with the custom rule A click Next .

Profile
Specfy the profiles for which this nie applies

Steps:

When does this nule apply?

V' Domain
Applas when a computer is connectad to ts coporate doman.

V' Private

Apples when a computer s connected to a pavate network location, such a3 3 home
or work place.

V' Public
Apphes when a computer is connectad to a public network location.

42
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Step 8: Put a name for your Firewall rule and an optional description A Finish .

Name
Specfy the name and description of this rule.

Steps:

Name:

| Example Inbound Block

Description {optional):

This ne wal block incoming connections on port 80

Rule Type
Program

Protocol and Ports
Scape

Action

Profie

Name

L
L
2
-
-
-
L
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Step 9: The firewall rule can be found on the corresponding Rule tab, either inbound or
outbound depending on the type created. To disable or delete the rule find the rule in the
MMC, right -click it and select either Disable Rule  or Delete

e icion Ven teb
«s 25+ B
& Window Firewsl with Advence

B inbound Rules
K3 Outbound Rudes

B Commection Security Bules

+ % Monitering

MName

0 Active Directary Domam Controlier |
Qmmmmcm‘:k-q
0 Active Directory Domain Controller - L
@ Active Directory Domain Controlier - L
@ 2ctive Directory Domain Controlier - L

inSer..
nSer.,
nSer.,
nSe.,
nSw..

€ Active Directory Domain Control -
@ ictive Directory Domain Controlier - §

lnSet
Help n Se.

) Active Duectary Domam Controller - S5 Aciive Uirectary Uomanm Ser...
@ Active Directory Domain Conbroller - Sec...
9 Active Directory Domain Coatroller - Sec...
0 Active Directory Domain Centrolier - Wi

0 2ctive Directory Domain Cantrolier (RPC)
8 Active Directory Domain Controller (RPC..
0 Active Directory Web Services (TCP-In)
@ BeanchCache Content Retrieal (HTTP-In)
@ BranchCache Hosted Cache Server (HTT_
@ BeanchCache Pees Discovery (WSD-In)
© COM+ Network Access (DCOM-In)

@ COM- Remote Administration (DCOM-in)
0 Coon Netwerking - D Unrsach

Actrve Directory Domain Ser..
Active Directory Domain Ser..,
Active Directory Domain Ser..,
Active Directory Domain Ser...
Active Directory Domman Ser..,
Active Directory Web Services
BeanchCache - Content Retr..,
BranchCache - Hosted Cach...
BranchCache - Peer Dascove,.,
COM+ Network Access
COM+ Remcte Administrati.,
Core Networki

e}
. i

@ Coee Netwoding - Destinaticn Unresch
@ Core Networking - Dynamc Host Config...
@ Coee Netwerking - Dynamsc Host Corfig..
8 Cose Netwedking - Intemet Group Mana...
@ Core Networing - IPHTTPS (TCP-In)

@ Coee Networking - 1Pvé (PvE-In)
ochg.mmnn_
ﬂr—n.,..&:_u..n..-u-..«rs.

I

Cere g
Cose Networking
Cere Networking
Cere Netwecking
Core Networking
Cere Networking
Cere Netwerking

R N

EEEEEEEEREEEEREEEEEEREEEEEEEREEEE g

?» 4

|

R R R R R AR R R R AR R R R 1]

.
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Management

In this chapter , we will see how to enable remote desktop application . It is important
beca use this enables us to work remotely on the server . Todothis , we have the following
two options . For the first option, we have to follow the steps given below.

Step 1: GotoStat A ri ght «cl i ¢l Hiopdritiess. PCo

Windows Administrative
Server Manager PowerShell Tools

v
Unpin from Start
Manage
Properties
Map network drive
Disconnect network drive

Resize

Control Panel Intemet Explorer

Desktop

tutorialspoint
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Step 2: OnLeftsidec lick iRemot e Settingo

T ii» Control Panel » System and Secunty » System v & | , Saarch Control Panel p ]
Control Panel Home ©
View basic information about your computer
& Device Mansges Windows edition
RS
B Advanced syem setings © 2013 Micosoh Comporstion Al rghs sened. g WiNAOWs Server2012 R2
System
Processon Inted(R) Xeon(R) CPU E3-1220 3 @ 3.10GH: 309 GH:
Installed memory (RAM): 146 GB
System type: 64-bit Operating System, xfd-based processor
Pen and Touch: No Pen or Touch Input is avadlable for this Display

Computer name, domain, and workgroup settings

Step3: Check radio button AAlIl ow Remote connection to t
flAllow connection only from computers running Remote Desktop with Network Level
Authentication (recommended) 0A cl i ck fASel.ect Userso

Computer Name | Hardware | Advanced | Remote |

Remote Assistance

[ ]Allow Remote Assistance connections to this computer

Advanced

Remote Desktop

Choose an option, and then specify who can connect.
() Don't allow remote connections to this computer
(® Allow remote connections to this computer

[w] Allow connections only from computers running Remote
Desktop with Network Level Authentication (recommended)

| Select Users... |

| [ Appb
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Step 4: Click Add .

SFINTTT IV UMD | S

The users listed below can connect to this computer, and any members of
the Administrators group can connect even if they are not listed.

G Administrator

Administrator already has access.

Add... Remove

To create new user accounts or add users to other groups, go to Control
Panel and open User Accounts.

Step 5:  Type user that you want to allow access . In my case , it is administrator A click
OK.

Select this object type:
Users or Built-in security principals
From this location:

Pty

Enter the object names to select (examples):
administratod
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For the second option , we need to follow the steps given below.

Stepl: Click on fASer vAtocaM@ervea g ¢l i ¢k o n 0drBiable | ikitis
Disabled .

(7 \

(€)=~ Server Manager * Local Server

i PROPERTIES

i Dashboard ¢ AL D1SRO6

§ local Server )

— Computer name o1

B All Servers Workgroup WORKGROU?

#§ Fie and Storage Senvices b L2st checkad for updates

;;i Remots Access

48
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Resource M onitor is a great tool to identify which program/service is using resources like
program, applications, network connection and memory usages.

To open Resource Monitor, go to Server Man age A Tools.

Component Services
Computer Management
Coanection Manager Acminsstration Kit
Defragment and Optimize Drives
P 0% Event Viewer
D Configure this local server g By Mgt
SCS Initiator
Local Secunty Policy
Microsoft Azure Services
Netwark Policy Server
ODBC Data Sources (32-bid)
4 (Create 3 server group ODEC Data Sources (64-be)
) Performance Monitor
5 Connect this server fo cioud services Remote Access Maragement
| | Resource Monitor
Reuting and Remote Access
Security Configuration Wizard
oUPS o
| Serverstctak 1 System Configuration
System Information

m

Click on @Res ouythe &irstNbection iso Mfi@verview 0. It tells how much CPU is
consuming every application and on theright side of thetable , it monitor s in real time the
chart of CPU usage. The Memory tells how much memory every application is consuming
and in the right  side of the table itis  being monitor ed in real time in the chart of CPU

usage.
The Disk tab splits it by the different hard drives. This will show the current Disk 1/O and
will show the disk usage per process. The network tab will show the processes and their

network bytes sent and received. It will also show the current TCP connections and what
ports are currently listening, IDs too.
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In this chapter, we will see how to Install Active Directory in Windows Server 2012 R2.
Many of us who have worked with  the previous version run  DCPROMO.EXE toinstall it |,
butin the 2012 version , itis recommended by Microsoft not to use it anymore.

To continue with Installati on follow the steps given below.

Stepl: Goto fAServer MaManage A Add Roles and Feature

;aniSm Corate Sever Grong
AR Servers
Serosr Manages Sropertes
#§ Fie and Stomge Senvices 9
j- Remote Access

Step 2: Click the Next button.

DESTINATION SERVER

Before you begin ALTRNO1SR0S

This wizard helps you install roles, role services, or features. You determine which roles, role services, or
) features to install based on the computing needs of your organization, such as sharing documents, or
Instaliation Type hosting a website.

Server Selection

Before You Begin

To remove roles, role services, or features:
Start the Remove Roles and Features Wizard

Before you continue, verify that the following tasks have been completed:

* The Administrator account has a strong password
* Network settings, such as static IP addresses, are configured
* The most current security updates from Windows Update are installed

If you must verify that any of the preceding prerequisites have been completed, close the wizard,
complete the steps, and then run the wizard again.

To continue, click Next.

[[] Skip this page by default

| < Previous Next > Install | Cancel
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Step 3: Aswe are installing AAD on this machine , we wi | | s e-lbasedtor fedRuoel - e
based Installation 0 A Next.
Select installation type S remnioce

Bsfore you Bsgn

Windows Server 2012

Select the matallation type. You cam matall roles aod festures on 3 running piyscal compoter or witus
machne o on am offme vrtual hars Sok (VD)

Server Salection

® Role based or festure based instaitation
Comfigure & ungie server by addeg roles, rolke services and features.

~ Remmote Desktop Services mstallation
Install reqrared rOle seveces for Virnaad Desitop infrastrucsure (VD) 22 Oeate 2 wrtual machee-2ased
ST JOIRSN-Dced SeTRICE SepioyTene

) ] e

Step4: Click on
installed locally

gefore You Begn

iSel ect a s er v e rthisfigtmemasa vhen itsvidl bev e r

Select destination server < =it

Select a server or 3 virtual hard disk on which 10 install roles and features.

Instatation Type ®7 Select a seever from the server pool
T
Server Roles Server Pool
Features
Name P Address Operating Syxtem

1 Computer(s) found
This page shows servers that are runming Windows Server 2012, and that have been added by using the
Add Servers d in Server Manager, Offine servers and newly-added servers from which data

collection is stll incomplete are not shown,

[cm] Next » ] Install
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Step 5 : Check mark in the box next to
be explaining additional roles services or features
services.

i Add Roles and Features Wizard

Select server roles

. -
< ¥Frevious

Select one or more roles to install on the selected server.

Active Directory Domain Services.
which are also required to install domain

1>

| <

Next >

Windows Server 2012

A box will

DESTINATION SERVER

X

Description

Active Directory Domain Services
(AD DS) stores information about
objects on the network and makes
this information available to users
and network administrators. AD DS
uses domain controliers to give
network users access to permitted
resources anywhere on the network
through a single logon process.

¥
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Step 6: Click Add Features.

Add features that are required for Active Directory
Domain Services?

You cannot install Active Directory Domain Services unless the
following role services or features are also installed,

4 Remote Server Administration Tools
4 Role Administration Tools
4 AD DS and AD LDS Tools
Active Directory module for Windows PowerShell
4 AD DS Tools
[Tools] Active Directory Administrative Center
[Tools] AD DS Snap-ins and Command-Line Tools

Include management tools (if applicable)

Step7: Check i Gaup Pol i cy ManaAgHextent O

DESTINATION SERvER
Select features ==
Bafora vou Segn Select one or more featres o install on the selected server.
Instadaton Type Features Description
Server Selection R - TA]  NETFramework 35 combines the
vor Rk ! : power of the NET Framework 2.0
Serws Aok b [E NET Framemork 45 Festures (2 of 7 installed) APk with pew tachnologies for
R e o s buiog appicatons ko
ADDS [ Batlocker Drve Encryption MMMEM
Corfrmaton [ Bitlocker Network Uniock zmm'w“’,
[ BranchCache secure communication, and peovide
[ Csent for NFS the abdity 1o model 3 range of
business
0] e processes.
[ Ducect Pray
[T} Enkanced Storage
[ Fadlover Clustering
l! Group Policy Management instalied l
L] %S Hostable Web Core
[J ink and Handwriting Services
<l " Bl
| <Pravious || Next> st | | Comcel |
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Step 8: Click the A N e xbutton .

Active Directory Domain Services

Before You Begn
neaiatoe Toe
Sarver Salecten
Server Roied
e

Cerfamption

OUSTAATON SRV

Actve Dwectory Doman Senvcns (AD D) storer sviormution sbout uien. compaters and other deverns
on the netwark. wmwmmmwwumuuwu-mc
1haring and colfaboration between uters. AD U5 & ahio required for &
quMWNMWMWWWnMM

Thingt to note
* To help ensure that users can stil 199 On 80 the network in the case of » server cutage mital »
of two dor <o 3 for 8 G0

* AD U5 requeres 3 DNS server 15 be imitaled on the network. I you 30 not have » ONS server
mtalied, you will be prompted 10 mstall the DNS Server role on tha machine

¢ imtaiing AD DS wil also wutall the DFS Namesp OFS Repd and Foe Peph "=
which are requeed by AD DS

Step9: Click il nst al

I o

Confirm installation selections

Before You Segn
Ingalignon Type
Server SelecTien
Server Roles
Fextues

ADCS

' tutorialsp

To nstall the followng roles, role or b

[ Restart the dess sever By & requ

Optional § {sch a5 admine tocks) mght be daplayed on tha page because they have
been selected automatically. ¥ you do not want to install these optional features, cick Previous o clear
thewr check bowes.

Actve Ditectory Doman Senvces
R Server Adm Tools
Role Admnstration Tooks
AD 05 and AD LDS Tooks
Actve Deectory modiule for Windows PowerShell
AD DS Tools
Actve Directory Admntratve Certer
AD 0S Snap-ins and Command-Line Tools

[Eraio] [ wee> || t |
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Installation Screen will come up now and you have to wait until installation bar completes.

DESTINATION SIRVIR

Installation progress

View installation progress

o Feature installation
_

-~ " o P - Ao 41 ¢ X AMIN12A0
Conhgurabon requered. Instalilabon succeeded on WINZDIZAD

Active Directory Domain Services L
Addtional steps are required to make this machine 3 domain controller.
:f:"".‘.'ft thes server 10 & Soman Controlier
T
Remote Server Administration Tools
Role Administration Tools
AD DS and AD LDS Tools
Active Directory module for Windows PowerShell
AD DS Tools

Active Directory Administrative Center
AD DS Snap-Ins and Command-Line Tools v

You can close this wizard without interrupting running tasks. View tagk progress or open this
page again by cliciong Notfications in the command bar, and then Task Details.

Bxport configuration settngs

Now that the installation of DC role is finishe d, you have to configure it for you server.
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Step 10: Cl i ck i Ser veir A Kpen dhg éNotifications Pane by selecting the
Notifications icon from the top of the Server Manager. From the notification regarding
configuring AD DS  (Active Directory Domain Services) , click Promote this server to a
domain controller

j, Post-deployment Configura.
I Dashboard WELCOME TO SERVER MANAGI
i Local Server ;"" ;::w n required for Active Directory Domair
i Al Servers - S
@ ADDS M
_. o Feature installation
W} File and Storage Services P e
& Configuration required. Installation succeeded on
= m—————e—
Add Roles and Features
WHATS NEW Task Details )
Hide
LEARN MORE
ROLES AND SERVER GROUPS
Roles: 2 Server groups: 1 Servers totak: 1
8l ADDS 1 e File ?nd Storage 1
Services
@ Manageability @ Manageability
Events Events
Services Performance
Performance BPA results
BPA results
Stepll :Cl i ck AAdd a Anlasertybuomotdomain name into the Root domain
name field.Inmycase ,lhave put FfAexampl e. como.
Deployment Configuration TARGET SERVER
S

Deployment Configuration )
Select the deployment operation

omain Controller Options ; . i )
(U Add a domain controller to an existing domain

(O Add a new domain to an existing forest
® Add a new forest

Specify the domain information for this operation

Root domain name example.com
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Step 12: Select a Domain and Forest f unctional level . Once selected

fill in a DSRM

password in the provided password fields. The DSRM password is used when booting the

Domain Controller into recovery mode.

Domain Controller Options TARGET SERVER
[=—rn—x0]

Select functiona! level of the new forest and root domain

Forest functional level: I Windows Server 2012 R2 I ns
Domain functional level: | Windows Server 2012 R2 |

Specify domain controller capabilities

| Domain Name DNS) serve
| Glabat Catalan {
V| Global Catalog (G

Read o domain controfler (RODC

Type the Directory Services Restore Mode (DSRM) password

Password: esessssnsee
Confirm password: 00000000004
Step 13:  In the next screen which shows up, there isa warning on the DNS

click OK and then select Next .
= Active Directory Domain Services Configuration Wizard

DNS Options

Options tab

TARGET SERVER

l A, Adelegation for this DNS server cannot be created because the authoritative parent zone cannot be found... Show more

% |

Deployment Configuration y ) :
Specify DNS delegation options

Domain Controller Options

Create DNS delegation

Additional Options
Paths

Review Options

Prerequisites Check A delegation for this DNS server cannot be created because the
3 authoritative parent zone cannot be found or it does not run Windows
DNS server. If you are integrating with an existing DNS infrastructure,
you should manually create a delegation to this DNS server in the

parent zone to ensure reliable name resolution from outside the
domain “example.org”. Otherwise, no action is required.

More about DNS delegation

| < Previous I I Next > Install
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Stepl14: Enter NETBI OS name and click fANexto

TARGET SERVER

Additional Options

Deployment Configuration p , : -
Verify the NetBIOS name assigned to the domain and change it if necessary
Domain Controller Options

DNS Options

The NetBIOS domain name: EXAMPLE

Paths
Review Options

Prerequisites Check

More about additional options

I <Previog5| . ‘ Install ‘

Step 15:  Select location of the SYSVOL, Log files and Database folders and then click
Next .

TARGET SERVER
Paths [ —

Specify the location of the AD DS database, log files, and SYSVOL
Database folder: C:\Windows\NTDS

Log files folder:  C:\Windows\NTDS

SYSVOL folder:  C:\Windows\SYSVOL

EIE]E]
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Step16: Cl i ck #Al nstal | 0 isafinidhedv dhetseruemnillirektartiseveral times.

Prerequisites Check TARGET SERVER

[ ® Al prerequisite checks passed successfully, Click ‘Install’ to begin installation. Show more X |

Deployment Configuration e . e A gossgiia g
Prerequisites need to be validated before Active Directory Domain Services is installed on this
Domain Controller Options computer

DNS Options Rerun prerequisites check

Additional Options
Paths A View results
Cryprograpny aigontnms wnen estaiisning Security cnannel sessions.
Review Options
For more information about this setting, see Knowledge Base article 942564 (http://
go.microsoft.com/fwlink/?Linkld=104751),
A delegation for this DNS server cannot be created because the authoritative parent
zone cannot be found or it does not run Windows DNS server. If you are integrating
with an existing DNS infrastructure, you should manually create a delegation to this
DNS server in the parent zone to ensure reliable name resolution from outside the
domain “example.org”, Otherwise, no action is required,
@ Prerequisites Check Completed
(VI prerequisite checks passed successfully. Click 'Install’ to begin installation. v|

A Ifyou click Install, the server automatically reboots at the end of the promotion operation.

More about prerequisites

<Previous | | Next> | | InﬂQJ| Cancel

The i nstallation is now complete .
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10. Windows Server 201R DCAccounts

In Windows 2012 , creating account OU and group is nearly the same as in the previous
versions.

To Create a n OU user , please follow the steps give n below.

Step 1: Go to: Server Manager A Tools A Active Directory Users and Computers

Manage Tools View Help

Active Directory Administrative Center

Active Directory Domains and Trusts

Active Directory Module for Windows PowerShell
- Active Directory Sites and Services

ADSI Edit

Step 2: To create an OU named Management. Right -clickdomainin A ctive Directory Users
and Computers, choose  New and click Organizational Unit

—
File Action View Help

CEIEEE EEEY R =51

] Active Directory Users and Com|| Name Type Description
b ) Saved Queries 3 mmmm——... Domain
4 73— | Deleaate Control Folder to store your favo...
b ) Builtin elegate Control...
b j Comput Find...
p 21 Domain Change Domain...
b [ Foreign3 Change Domain Controller...
= M
b ‘:J nag™ Raise domain functional level...
b L] Users
Operations Masters...
New 4 Computer
All Tasks 4 Contact
Refresh Group
Properties InetOrgPerson
mslmaging-PSPs
Help =
MSMQ Queue Alia
Organizational Unit
Printer
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Step 3: Type Management to name the OU. Check the Protect container from
accidental deletion option . This option will protect this object from accidental deletion.

| Ceaten: o/

Management|
[w] Protect container from accidental deletion
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Step 4: To create a user , Right-click on the Management OU A click New A and then

click User .

B actc = <
File Action View Help
e 2@ L0/ XDz BHm 3earas
] Active Directory Users and Com|| Name Type Description
b | Saved Queries % -
4 ﬁi—com ere are no items
p (] Builtin
p 1 Computers
p 2. Domain Controllers
b [ | ForeignSecurityPrincipal:
b || Managed Service Accout
b (2] Users
21 M
(] Manag Delegate Control...
Move...
Find...
New » Computer
All Tasks » Contact
View » Group
Cut lnetOrgl?erson
Delete mslmagmg-PSPs.
Rénarne MSMQ Qt.leue Alla.s
Refrech Or.gamzatlonal Unit
< Export List... L
Creates a new item ' Properties m
Shared Folder

' tutorialspoint

EIMPLYEAEYLEARRMINEG

63



Windows Server 2012

Step 5: Complete the field with the data of the users A thenclick Next.

IFlolian Liapi

I @example.com

User logon name (pre-Windows 2000):
EXAMPLE  \ | |f.rapi

Step 6: Now type -in the password. Check onthe tick box A User must change password
at next logon. The user will be forced to change the password when the userlogsin A
Click Next A andthenclick Finish .

& Creste in: example com/Management

o [

Confirm password: Iuoouuu

[w] User must change password at next logon

[T] User cannot change password
[] Password never expires
[ ] Account is disabled
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11. Windows Server 201RFileSystem

In Windows Server 2012 a new file system it is presented with is caller Resilient File
System (ReFS).

The key attributes of ReFS include:

|l

Maintaining a high level of data availabi lity and reliability, even when the individual
underlying storage devices experience failures.

Providing a full, end -to-end resilient architecture when used in conjunction with
Storage Spaces. When used together, ReFS and Storage Spaces provide enhanced
resiliency to storage device failures.

The significant functionality included with ReFS is described below :

l

Integrity : ReFS stores data in a way that protects it from many of the common

errors that can normally cause data loss. When ReFS is used in co njunction with a
mirror space or a parity space, detected corruption 0 both metadata and user data,
when integrity streams are enabled 0 can be automatically repaired using the
alternate copy provided by Storage Spaces. In addition, there are Windows

Power Shell cmdlets (  Get - FileIntegrity and Set -FileIntegrity ) that you can use
to manage the integrity and disk scrubbing policies.

Availability  : ReFS prioritizes the availability of data. Historically, file systems were

often susceptible to data corruption t hat would require the system to be taken
offline for repair. With ReFS, if corruption occurs, the repair process is both localized

to the area of corruption and performed online, requiring no volume downtime.

Although rare, if a volume does become corrupte d or you choose not to use it with

a mirror space or a parity space, ReFS implements salvage ,afeaturethatremoves
the corrupt data from the namespace on a live volume and ensures that good data

is not adversely affected by non -repairable corrupt data. B ecause ReFS performs
all repair operations online, it does not have an offline chkdsk command.

Scalability : Asthe amount and size of data that is stored on computers continues

to rapidly increase, ReFS is designed to work well with extremely large data sets
0 petabytes and larger & without performance impact. ReFS is not only designed

to support volume sizes of 2764 bytes (allowed by Windows stack addresses), but

ReFS is also designed to support even larger volume sizes of up to 278 bytes

using 16 KB ¢ luster sizes. This format also supports 264 i 1-byte file sizes, 264
files in a directory  and the same number of directories in a volume.

Proactive Error Correction : The integrity capabilities of ReFS are leveraged by a
data integrity scanner , which is also known as a scrubber . The integrity scanner

periodically scans the volume, identifying latent corruptions and proactively
triggering a repair of that corrupt data.
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When the metadata for a ReFS directory is corrupted, subfolders and their associated files
are automatically recovered. ReFS identifies and recovers the files while ReFS remains

online. Unrecoverable corruption of the ReFS directory metadata affects only those files

that are in the directory in which the corruption has occurred.

ReFS includes a new registry entry, RefsDisableLastAccessUpdate , Which is the
equivalent of the previous NtfsDisableLastAccessUpdate registry entry. The new
storage command lets in Windows PowerShell are available ( Get-Filelntegrity and Set-

Filelntegrity ) for you to manage the integrity and disk scrubbing policies.
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12. Windows Server 201k Group Managed Service

Accourts

The Managed Service Accounts (MSA ) was introduced in Windows Server 2008 R2 to
automatically manage (change) passwords of service accounts. Using MSA , you can
considerably reduce the risk of system accounts running system service s being
compromised. MSA hasone major problem which is the usage of such service account only

on one computer. It means that MSA Service Accounts cannot work with cluster or NLB
services , which operate simultaneously on multiple servers and use the s ame account and
password. To fix this , Microsoft added the feature of Group Managed Service Accounts
(gMSA) to Windows Server 2012.

To create a gMSA , we should follow the steps  given below:

Step 1: Create the KDS Root Key. This is used by the KDS serv  ice on DC to generate
passwords.

ey Administrator: Windc

Windows PowerS
ICopyright (C) 2013 Microsoft Corporation. All rights reserved.

PS C:\Users\Administrator> add-kdsrootkey -effectiveimmediately

Guid

c2d3cb22-62d5-f2f7-ee88-6bb5daefd85a

To use the key immediately in the test environment, you can run the PowerShell
command:

Add KdsRootKey ZEffectiveTime ((get - date).addhours( -10))

To check whether it creates successfully ornot, we runthe PowerShellc ommand:

Get- KdsRootKey

Step 2:  To create and configure gMSA A Open the Powershell terminal and type:

New T ADServiceAccount I name gmsal i DNSHostName dcl.example.com T
PrincipalsAllowedToRetrieveManagedPassword " gmsalGroup "
In which,

1 gmsal isthe name of the gMSA account to be created
1 dcl.example.com is the DNS server Name

1 gmsalGroup is the active directory group which includes all systems that have to
be used. This group should be created before in the Groups.
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Tocheckit , Goto A Server Manager A Tools A Active Directory Users and Computers A
Managed Service Accounts

= Active Directory Use
File Action View Help

e 2m 0 EBc: BHm PaETER

. Active Directory Users and Com|[Name Type
b | Saved Queries msDS-GroupManagedServiceAccount
a@ds .

b | Builtin

b | Computers
2| Domain Controllers |

b ForeignSecurityPrincipal:}%
4 | Managed Service Accour||

& gmsal

Step 3: Toinstall gMAs on a server A open PowerShell terminal and type in the following
commands :

1 Install i ADServiceAccount 171 Identity gmsal

1 Test i ADServiceAccount gmsal

The result should come ATrued after, agghowninnte t he sec
screenshot given below

X Adm

windows PowerShe
opyright (C) 2013 Microsoft Corporation. All m

PS C:\Users\Admjnistrator> insta11-adserviceacco
PS C:\Users\Administrator> test-adserviceaccount
rue

PS C:\Users\Administrator>
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Step4: Gotoservice properties , specify that the service will be run with a gMSA account
Inthe Thisaccount box inthe Logon tab type the name of the service account. At the
end of the name use symbol $, the password need not to be specified. After the changes

are saved, the service has to be restarted.

| General| Log On | Recovery | Dependencies |
Logon as:

() Local System account
[ ] Allow service to interact with desktop

@ Thisaccount  EXAMPLE\gmsa1$

Password:

Confirm password:

The account wi || get ast hae Sidragd th@massword will be retrieved
automatically.
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13. Windows Server 201RGroup Policy Overview

The features of Group  Policy Management were installed during the DC Role Installation
Many of the management f eadtasdcomparech dovhe prévious vensmms g
of Windows Server . To create a GPO (Group Policy Overview), we need to follow the steps

given below.

Step 1: To create a GPO open the  Group Policy Management Console (GPMC), goto
Server Manager A Tools A Group Policy Management as shown in the screenshot
below .

Manage Tools View
Active Directory Administrative Center
Active Directory Domains and Trusts
Active Directory Module for Windows PowerShel|
Active Directory Sites and Services
r. Fi Active Directory Users and Computers
S ADSI Edit
@ M Compaonent Services
i Computer Management
Defragment and Optimize Drives
= DNS
Pe Event Viewer
1 nitiator
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Step 2: Right-click on an OU A select the first option Create a GPO in this domain and
Link it here

& File Action View Window Help

e 2@ o XE g

.z Group Policy Management FW Users
4 £\ Forest: firewall.local Linked Group Policy Objects l ey

4 (55 Domains
4 Fg example.com Link Order GPO
= Default Domain Policy

p =1 Domain Controllers

@ Create a GPO in this domain, and Link it here...
b [ Group . —
b (5 WMIFi Link an Existing GPO
b (3 Starter Block Inheritance
b (g8 Sites Group Policy Update...

5% Group Policy !

o 2 Group Policy Modeling Wizard...
"+, Group Policy F

New Organizational Unit

| View 4
New Window from Here
Delete

Rename
Refresh

Properties

Step 3: Typethe Name forthis GPO object A click OK button. We have s elected the name
as Test GPO.

Source Starter GPO:
{none)
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Step 4: Right -click the GPO object and click Edit.

|z File Action View Window Help
e 2@ 0/ XE e B
.3 Group Policy Management FW Users
4 _ﬂ _Fc_:rest: firewall.local Linked G Policy O
4 35 Domains
4 F3 firewalllocal Link Orde
»/ Default Domain Policy yay 1
b 2] Domain Controllers o
4 3] FW Users
5 Test , ¢~
» 3 GroupPoliyd LB
b [ WMI Filters Enforced
b () Starter GPOs || v | Link Enabled
b i Sites Save Report...
5% Group Policy Modelin _
"%, Group Policy Results New Window from Here
Delete
Rename
Refresh
tutorialspoint
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14. Windows Server 201RDHCP Role

As you know Dynamic Host Configuration Protocol (DHCP) is commonly implemented
network services in today 6BHCREsprima rilkuses to automaticaltlye nt s .
distribute IP configuration settings to network clients, eliminating manually configuring

hosts on TCP/IP -based networks.

To Install DHCP role , you will have to follow the steps given below.

Stepl: Go t o ASer verA Managa dheAddRoles and Features.

Manage Tools

| Add Roles and Features
' \ Remove Roles and Features

Add Servers
Create Server Group

‘ Server Manager Properties

Step 2:  Click Next

DESTINATION SERVER

Before you begin

This wizard helps you install roles, role services, or features. You determine which roles, role services, or
features to install based on the computing needs of your organization, such as sharing documents, or
Installation Type hosting a website.
Server Selaction ;
To remove roles, role services, or features:
Start the Remove Roles and Features Wizard

Before you continue, verify that the following tasks have been completed:

* The Administrator account has a strong password
* Network settings, such as static |P addresses, are configured
* The most current security updates from Windows Update are installed

If you must verify that any of the preceding prerequisites have been completed, close the wizard,
complete the steps, and then run the wizard again.

To continue, click Next.

[[] Skip this page by default

< Previous Install ‘
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Step 3: Selectthe Role -based or feature -based installation option A click Next .

DESTINATION SERVER

Select installation type

Select the installation type. You can install roles and features on a running physical computer or virtual

Before You Begin X ) L riad .
machine, or on an offline virtual hard disk (VHD).

le- or feature- instal
Configure a single server by adding roles, role services, and features.

0]

Server Selection

() Remote Desktop Services installation
Install required role services for Virtual Desktop Infrastructure (VDI) to create a virtual machine-based

or session-based desktop deployment.
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Step 4: We willinstall a Local DHCP Role as it will Select a server from the Server Pool A
then click Next.

DESTINATION SERVER

Select destination server

Before You Begin Select a server or a virtual hard disk on which to install roles and features.

Instaliation Type (®): Select a server from the server pool
S S () Select a virtual hard disk

Server Roles Server Pool
Featurss

Filter: |

|P Address Operating System

192,168,040 Microsoft Windows Server 2012 Datacenter Evaluation

1 Computer(s) found

This page shows servers that are running Windows Server 2012, and that have been added by using the
Add Servers command in Server Manager. Offline servers and newly-added servers from which data
collection is still incomplete are not shown.

[<Breviws | instal | [ Cancel
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Step 5: From the Roles lists, check the DHCP Server role A click Add Features  on the
popup windows as shown in the following screenshots

DESTINATION SERVER

Select server roles

Before You Begin Select one or more roles to install on the selected server.

Instaliation Type Roles Description

Server Selection T . . Dynamic Host Configuration
= , [ Active Directory Certificate Services Protocol (DHCP) Server enables you

[Vl Active Directory Domain Services (Installed) to centrally configure, manage, and
Features [C] Active Directory Federation Services provide temporary IP addresses and
DHCP Server [] Active Directory Lightweight Directory Services ;‘::du;‘;m‘”" for client
Confirmation [[] Active Directory Rights Management Services

[[] Application Server

™

[V DNS Server (Installed)

[[] Fax Server

[] File And Storage Services (Installed)
[] Hyper-v

[[] Network Policy and Access Services
[[] Print and Document Services

[[] Remote Access

[C] Remote Desktop Services

Add features that are required for DHCP Server?

The following tools are required to manage this feature, but do not
have to be installed on the same server.

4 Remote Server Administration Tools
4 Role Administration Tools
[Tools] DHCP Server Tools

Include management tools (if applicable)

| pdd et
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Step 6: Click Next.

Select features

Before You Begin
Installation Type
Server Selection

Server Rolas

DHCP Server

Confirmation

Step 7 : Click Next .

DHCP Server

Befors You Bagn
Inszzlision Type
Server Ssiection
Server Scles
Featurss

Confirmation

Select one or more features to install on the selected server.

Features

LNET Framew

b [®] .MET Framewark 4.5 Features (Installed)
p O Background Intelligent Transfer Service (BITS)

[] BitLocker Drive Encryption

[ BitLocker Metwaork Unlock

[] BranchCache

[] Client for NFS

[] Data Center Bridging

[] Enhanced Storage

[] Failover Clustering

Group Policy Management (Installed)

[ Ink and Handwriting Services

[] Internet Printing Client

[ Ip Address Management (IPAM) Server

1 omem - -

<l

Windows Server 2012

DESTINATION SERVER

Description

.NET Framework 3.5 combines the
power of the .NET Framework 2.0
APls with new technologies for
building applications that offer
appealing user interfaces, protect
your customers' personal identity
information, enable seamless and
secure communication, and provide
the ability to model a range of
business processes.

install | [ Cancel

The Dynamec Host Configuration Protocol aliows servers to assign, or lease, IP addresses to computers
and other devices that are enabled as DHCP clients. Deploying 2 DHCP server on the network provides
computers and other TCP/#-based network devices with valid IP addresses and the additional

xon parameters these devices need, called DHCP options. This afiows computers and devices
1o connect to other network resources, such as DNS servers, WINS servers, and routers.

Things to note:

* You should configure at least one static [P address on this computer.
* Before you install DHCP Sesver, you should plan your subnets, scopes and exclusions. Store the pian

in a safe place for later reference.

Mcee information about DHCP Sarver

e |
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Step 8: Click Install

Confirm installation selections

Befors You Bzan To install the following roles, role services, or faatures on selected server, ciick Install.

Insta¥asion Type

Sarver Szlzcton Optional # {such as admin bds)mgﬂbedmltyedmmspagebecmﬂqm
Seryer Roles

Featurss

their chack boxes.

been selectad automatically. i you do not want to install these optional features, click Previous to clear

DHCP Server DVHCR Server
Remote Server Administration Tools
Role Administration Tools
DHCP Server Tocls

Export configuration settings
Specify an aternate source path

Step 9: Click Close .

Installation progress
View installation progress
o Feature instafiaton

Conliguration required. installabon succended on

DHCP Server
lamdithPm-qmaﬂmd
Complete DHCP condig
Remote Server Admanistration Tooks
Role Admunistration Tooks
DHCP Seever Tools

You can dose this wizard without intermupting running tasks. View task progress or open this
page again by clicking Notifications in the command bar, and then Task Details

Erport configuration settings

=Desos e o
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Pogdtepl oyment Configuration

In this section, we will see how to do the post -deployment configuration of the DHCP.
Please follow the steps given below.

Stepl: Click on the warning icon and then atiokdon ACom

Post-deployment Configura...

Configuration required for DHCP Server at
server.example.com

Complete DHCP confiquration

o Feature installation
_
Configuration required. Installation succeeded on
server.example,com
Add Roles and Features

Task Details
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Step 2:  Click Next .

Description

I [ oo
target computer:

Authorization
Create the following security groups for defegation of DHCP Server Administration.
- DHCP Admimistrators
- DHCP Users

Agthorize DHCP server on target computer (f domain joined).

Step 3: Select a domain user account that has permissions to create objects in the Net
Services container in Active directory or a domain admin account A click Next .

Authorization

Speaiy the credentials to be usad to authorize this DHCP server in AD DS.

daeioﬂmvgzse(smdmn‘ab

EXAMPLE\administrator
User Name:
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Step 4: Click Close .

Summary

The status of the post install configuration steps are indicated below:

Creating security groups

Please restart the DHCP server service on the target computer for the security groups to be
effective.

Authorizing DHCP server PO ORI . Done

< Previous Cancel

Scope | mpiloenmeonft aDHCP

Now we have to configure the service to make it useful for the computers. To do this, we
need to follow the steps given below.

Step 1: Server Manager screen A Tools A DHCP.

v \n | } ) Manage Tools View Help

Active Directory Administrative Center

Active Directory Domains and Trusts

Active Directory Module for Windows PowerShell
l Active Directory Sites and Services

Active Directory Users and Computers

ADSI Edit

Component Services

Computer Management

Defragment and Optimize Drives
]

DNS

- .
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Step 2: Right -click on the DHCP Server A thenclick on AAdd/ Removeé Bindings

File Action View Help

e m XDz Ha B2

S T —
i Unauthorize

| Backup...

Restore...

Al Tasks

More Actions

| View

, Delete
Refresh
ot Lt
EVProperties
Hdé

<] m IE

Add or Remove bindings from this server
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Step 3: Ensure the static IP address of the server should appear as shown in the following
screenshot.

IPvd | IPvE

Select the connections that the DHCP server supports for servicing clients. If this list is
empty, verify that a static IP address is configured for this computer.

Connections and server bindings:
%] 192.168.040 Ethemet
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Step 4: Right-clickonIPv4 A Sel ect H@ANew Scopebod

File Action View Help
o= =2

@ DHCP WJ Name
2 § soveranple

b i IPvA BIPv6 Display Statistics...
g play

More Actions »

New Multicast Scope... ﬁ

Configure Failover..;
Replicate Failover Scopes...

More Actions »

Define User Classes...
Define Vendor Classes...

Reconcile All Scopes...
‘ Set Predefined Options...
| e L
| Properties
. Help

K T ey

Create a new scope
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Step 5:

Step 6:
A Next.

Click ANexto

Windows Server 2012

New Scope Wizard

Welcome to the New Scope
Wizard

This wizard helps you set up a scope for distributing IP
addresses to computers on your network

To continue, click Next.,

]Cancel}

Enter Scope Name and description as shown in the following screenshot and then

EIMPLYEAEYLEARMNINEG

New Scope Wizard
Scope Name
You have 1o provide an identfying scope name. You also have the option of providing
a description
Type a name and description for this scope. This information helps you quickly identfy
how the scope is to be used on your network
Name | Computers Scope
Descrption Computers DHCP Scope
< Back Next > Cancel
tutorialspoint
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Step 7:  Enter the Start and End IP address, the Subnet mask, leave the Length as default
240 for cl aAc<lickNesubnet

IP Address Range
You define the scope address range by identifying a set of consecutive IP addresses.

~ Configuration settings for DHCP Server
Enter the range of addresses that the scope distributes.
Start IP address: [ 192.168. 0 . 100

End IP address: |192.168. 0 . 200

~ Configuration settings that propagate to DHCP Client

Length: I 24 _‘;l

Subnet mask: [ 255.255.255. 0

e ]

Step 8: Enter your IP range in the exclusion list. If you have devices on the network that
require static IP address and also ensure that the excluded range falls with the Start and
End range earlier specified, then A click Next.

Add Exclusions and Delay

Exclusions are addresses or a range of addresses that are not distnbuted by the f
server. A delay is the time duration by which the server will delay the transmission of a
DHCPOFFER message.

Type the IP address range that you want to exclude. if you want to exclude a single
address, type an address in Start IP address only.

Start IP address: End IP address:
M

Excluded address range:
192.168.0.100to0 152.168.0.110

| <Bock | Ned> |
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Step 9:

Enter the desired lease duration for the assi gned

click Next.

Step 10:

Lease Duration
The lease duration specifies how long a client can use an IP address from this scope.

Windows Server 2012

| Pds or A tenve

Lease durations should typically be equal to the average time the computer is

connected to the same physical network. For mobile networks that consist mainly of

portable computers or dial-up clients, shorter lease durations can be useful.
Likewise, for a stable network that consists mainly of desktop computers at fixed
locations, longer lease durations are more appropriate.

Set the duration for scope leases when distributed by this server.

Limited to:

Days: Hours:  Minutes:

5 [ [

Select A Yes, | want to configure these options now

options for the new scope A thenclickon Next.

Configure DHCP Options

to configure the DHCP

You have to configure the most common DHCP options before chents can use the

scope.

When clients obtain an address, they are given DHCP options such as the IP
addresses of routers (defaulk gateways), DNS servers, and WINS settings for that
scope.

The settings you select here are for this scope and overide settings configured in the

Server Options folder for this server.
Do you want to configure the DHCP options for this scope now?

" Ng. | will configure these options later
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Step 11: Enter the de fault gateway which is the IP of your Router A thenclick Next.

Router (Default Gateway)
You can specy the routers, or default gateways, to be distibuted by this scope.

To add an IP address for a router used by clients, enter the address below.
IP address:

Step12: AddDNSIP A click Next( we can put Google DNS orifitis a Domain environment
you can putthe DC IP there ) thenclick A Next.

Domain Name and DNS Servers
The Domain Name System (DNS) maps and translates domain names used by clients {
on your network.

You can specify the parent domain you want the client computers on your network to use for
DNS name resolution.

Parent domain: I example.com

To configure scope clients to use DNS servers on your network, enter the IP addresses for those
servers.

Server name: IP address:
| [ . . . Add
Remove |
Up |
Down |
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Step 13:  Specify your WINS Se rverifany andthenclick A Next.

WINS Servers
Computers running Windows can use WINS servers to convert NetBIOS computer |
names to |P addresses.

Entering server |IP addresses here enables Windows clients to query WINS before they use
broadcasts to register and resolve NetBIOS names.

Server name:
| i @ % Add

B":ﬂ'ltl‘-.’é'
Up

Down

To change this behavior for Windows DHCP clients modify option 046, WINS/NBT
Type. in Scope Options.

Step 14: Select Yes, | want to activate this scope now option to activate the scope
immediately andthenclick A Next.

Activate Scope
Clients can obtain address leases only f a scope is activated

Do you want to activate this scope now?

[ IYes. | want to activate this scope now|

" No, | wil activate this scope later
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Step 15:

Windows Server 2012

Click Finish.

New Scope Wizard

Completing the New Scope
Wizard

You have successfully completed the New Scope wizard.

To provide high availability for this scope, configure failover for
the newly added scope by right clicking on the scope and
clicking on configure failover.

To close this wizard, click Finish.

tutorialspoint
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15. Windows Server 20E2DNS Role

DNS Role is one of the mo st important services in a network with Domain Controllers
Environment . It helps us to resolve domain names internally and externally to IP and to
have access to the requested service for the respective domain.

Let us now see how to install the DNS Role. For this we need to follow the steps given
below.

Stepl: TolnstallDNSrole ,go t o fASer veA MiAmageah Add Roles and Features.

Manage Tools

| Add Roles and Features
' \ Remove Roles and Features

Add Servers
Create Server Group

| Server Manager Properties

Step 2:  Click Next .

DESTINATION SERVER

Before you begin

This wizard helps you install roles, role services, or features. You determine which roles, role services, or
features to install based on the computing needs of your organization, such as sharing documents, or
Installation Type hosting a website.
Server Selection .
To remove roles, role services, or features:
Start the Remove Roles and Features Wizard

Before you continue, verify that the following tasks have been completed:

* The Administrator account has a strong password
* Network settings, such as static IP addresses, are configured
* The most current security updates from Windows Update are installed

If you must verify that any of the preceding prerequisites have been completed, close the wizard,
complete the steps, and then run the wizard again.

To continue, click Next.

[[] Skip this page by default

| < Previous Install
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Step 3: Select the Role -based or feature -based installation option and then click
Next .

- DESTINATION SERVER
Select installation type .
Bafors You Begnm Select the installation type. You can install roles and features on a runmng physial computer or wriual
_ maching or on an offine virtusl hard disk (YHD)
Sarvit Selection '® Role-based or feature-based installation
Configure & single server by adding roles, role services, and festures.
' Remote Desktop Services installation
Irstall required role services for Virtual Desktop Infrastructure (VD) to creste 2 virtus! machine-based
o sesuon-based desktop deployment.

el [ |

Step 4: We will install a Local DNS role as it will select a server from the server pool A
and then click Next .

Select destination server

Before You Begin Select 2 server or a virtual hard disk on which to mstall roles and features.

installation Type ®/ Selact 2 server from th
() Select 3 virtual hard disk

1 Computer(s) found

This page shows servers that are running Windows Server 2012 and that have been added by using the
Add Servers d in Server Manager. Offine servers and newly-added servers from which data
collection s stll incompiete are not shown.

[ <Previous || Ne> |
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Step 5: Fromthe Server Role s lists, checkthe DNS Server role A click Add Features on
the popup windows and then click Next .

DESTINATION SERVER
Select server roles —
Before You Begin Select one or more roles to install on the selected server.
Installation Type Roles Description
Server Selaction [ - . ) "A|  Domain Name System (DNS) Server
| e ] oo G
[ Active Directory Domain Services (Installed) networks. DNS Server is easier to
Features [T Active Directory Federation Services manage when it is installed on the
DNS Server e Di ; : : . same server as Active Directory
DWMWhmht&mmw« Dkl Sarnicas Wivia salack whd
Confirmation [ Active Directory Rights Management Services Active Directory Domain Services
[ Application Server gl ole you caninstall and configure
DNS Server and Active Directory
HCP Server
I—;%h Domain Services to work together.
[7] Fax Server
b [W] File and Storage Services (2 of 12 installed)
[0 Hyper-v
[[] Network Policy and Access Services ]|
[C] Print and Document Services
[[] Remote Access
[[] Remote Desktop Services o
[ | (o]

Add features that are required for DNS Server?

The following tools are required to manage this feature, but do not
have to be installed on the same server,

4 Remote Server Administration Tools
4 Role Administration Tools
[Tocls] DNS Server Tools

Include management tools (if applicable)

o] e
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Step 6: Click Next .

P

DNS Server

Bafore You Begn
iInstalladon Type
Server Selecion
Server Roles

Step 7:  Click Install

Windows Server 2012

DESTINATION SERVER

Doman Name & (DNS) provides » standard method for associating names with numeri internet
mmmnm&hmanmmewm
names inttead of 8 long series of numbers. In addiion, DNS peovid
mmmmmuummomumm%%m
can be integrated with Dynamic Host Configunation Protocol (DHCP) services on Windows, eliminating
the need to add DNS records as computers are added to the network.

Things to note:

* DNS server integration with Active Directory Domann Services automatcally repicates DNS data

mmmmmmmnmmwm

kmf‘ y Ox Senvices requires a DNS server 10 be mitalled on the network If you are
d tier, you can also mstall the DNS Server role using Actve Directory Doman

mmmnmwmm«mwmm

Confirm installation selections

DESTINATION SERVER
[ .

To install the following roles, role services, or features on selected server, click Install.

Before You Begin
Instaliation Type [[] Restart the destination server ically if required
Server Selection Optional features (such as administration tools) might be displayed on this page because they have

been selected automatically. If you do not want to install these optional features, click Previous to clear
Server Roles their check boxes,
Features
DNS Server DNS Server

Remote Server Administration Tools

Role Administration Tools
DNS Server Tools
Export configuration settings
Specify an alternate source path
- -
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Step 8 : Wait until installation bar is complete

DESTINATION SERVER

Installation progress —_—

View installation progress

o Feature installation
1 —) 1
Installation started on  server.evamplec

DNS Server
Remote Server Administration Tools
Role Administration Tools
DNS Server Tools

You can close this wizard without interrupting running tasks, View task progress or open this
page again by clicking Notifications in the command bar, and then Task Details.

s

| < Previous | | Next > |

Export configuration settings

Cancel

| Close
mm————

Once the installation is finished, click on Close .
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16. WindowsServer 2012 PrimaryZones

To manage DNS , we havetocreate a primary Zone because by default , thereareno zones
in order to manage the records.

Step 1: To manage DNS, goto Server Manager A Tools A DNS A Rightclick onfiFor war d
Lookup ZoNew done .

Component Services
Computer Management
Defragment and Optimize Drives

| DNS
Event Viewer
iSCSI Initiator

| Local Secunity Policy

| ODBC Data Sources (32-bit)
ODBC Data Sources (64-bit)
Performance Monitor
Resource Monitor

| Secunty Configuration Wizard

File Action View Help
e 2m = Hm § @S
2 DNS Name Type Status DNSSEC Status
4 ir@{@’ﬁﬂm* - _msdcs, EXAMPLE.COM Active Directory-Integrated Pr...  Running Not Signed
p (] Fo w1 EXAMPLE.COM Active Directory-Integrated Pr..  Running Not Signed
b ] Rer New Zone..,
b ;j Tﬂ. View »
b [ Co
b Gl Refresh
Export List...
Help
<| n >
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Step 2: Sel ect A Pr i naadthen ciod n Medt .

Zone Type
The DNS server supports various types of zones and storage.,

Select the type of zone you want to create:

(®) Primary zone
Creates a copy of a zone that can be updated directly on this server,

() Secondary zone
Creates a copy of a zone that exists on another server. This option helps balance
the processing load of primary servers and provides Fault tolerance,

() Stub zone

Creates a copy of a zone containing only Name Server (NS), Start of Authority
(SOA),mdpossﬂywoma(A)mwds A server containing a stub zone is not
authoritative for that zone,

[ Stare the zone in Active Directory (available only if DNS server is a writeable domain
controller)

Step 3: Enter the name of the primary Zone for which you want to manage the records

Zone Kame
What 5 e name of $e new one?
The 20ne name spedfies the porton of the ONS namespace for which the server 5
authontatve. [t sght be your doman rame (%o exampie, mcoscft com)
o 3 portion of he doman name exampie, NEwONe MC0scft.com). The 200¢ name &
not the name of the DINS server
Zore rame:
| example.com |
< Back l Cancel I
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Step 4: Select iCr eat e a new fil e wdpttom. this fil enamedo

Zone File
You can creste 8 new 2one fie or use & fle copied from another DNS server,

Do you want to create 8 new 2one file or use an existing e that you have copied
from another DINS server?

(®) Create a new fie with this fie name:

e 1

() Use ths existing file:

To use ths existing file, ensure that it has been copred to the foider
%SystemRoot % system32\dng on ths server, and then dick Next.

et o> | [t |

Step 5: If you want to update  the record of this zone  manually , you have to select Do

not all ow dy n a passhowndhe follewiny screenshot.

Dynamic Update
You can specify that this DNS zone accepts secure, nonsecure, or no dynamic
updates.

Dynamic updates enable DNS dient computers to register and dynamically update their
resource records with a DNS server whenever changes occur.

Select the type of dynamic updates you want to allow:

_) Allow only secure dynamic updates (recommended for Active Directory)
This option is available only for Active Directory-integrated zones.

(O Allow both nonsecure and secure dynamic updates
Dynamic updates of resource records are accepted from any dient.

A This option is a significant security vulnerability because updates can be

accepted from untrusted sources.
(®) Do not allow dynamic updates
Dynamic updates of resource records are not accepted by this zone. You must update
these records manually.
< Back Next > Cancel
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Step 6:

Windows Server 2012

Click the Finish button .

Completing the New Zone Wizard

- You have successfully completed the New Zone Wizard. You
specified the following settings:

Name: example.com ~
Type:  Standard Primary
Lookup type: Forward

File name: example.com.dns v

Note: You should now add records to the zone or ensure
that records are updated dynamically. You can then verify
name resolution using nslookup.

To dose this wizard and aeate the new zone, dick Finish.

= =
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17. WindowsServer 2012 ManageRecords

As you know, in DNS you can add re cords according to your need and in Windows server
2012 as wel I . This doesnét change too much from its
2008.

To add or manage records, we have to follow the steps given below:

Step 1: Server Manager A DNS A Right click on the server that has a DNS record , which
in our case is local .

aer » [\M
e JING

i Dashboard
l Local Server
ﬁ All Servers

3 Fide and Storage Services P

St Down Local Server

Computer Maragement

Windows PowerShell
Configure NI Tearmisy

<

Ui . . St | eedtack 4
EVENTS Manage

Al eventy TASKS @
S2art Performance Counters
v Retren o
Copy
SIRVER01Z 438 Warnng  Maorosoft- Windows DNS - Server-Servce  DNS Server 107177201 11:04:482 PV
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Step2: Go torfwvArd Lookup Zoneo

File Action View Help
e 2mRTas Bm i@EQ

2 ons Name

4] — L
t 1 Global Logs
+ [ Forward Lookup Zones "I U5 Reerce Lookup Zones

= || (23 Teust Pomes

4 (3 Reverse Lookup Zones || i Condtional Forwaeden
3 1168.192n-addrarp)| ) Root Hint

» 0 4

+ [ Tt Ponts e s

3 . Condtional Forwardens
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Step 3 : Right Click on the empty Field A NewHost(Aor AAAA) &

File Action View Help

- a[ﬁ]mggq LS

Name 1yw7 Data
[ ] (sarme a3 parent tolder) Start of Authorty (SOA) (1L server hostmaster,
[ ] (same a5 pacent folden) Name Server (NS) server

4 [ Forward Lonkvio Zones
. axampls.com

4 [ Reverse Lookup Zones
(1 1.168.19in-addr.arp

+ 0 Trust Ponts {

+ 0 Condtronal Formarders

Create & new host resoutce record.
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Step 4: Name field and the subdomain name or case is WWW. A IP address we put is
192.168.1.200 . So, w hen we will type -in ou r browser www.example.com , it will redirect
us to 192.168.1.200

&mémmmmr\ndw
www

rmwmm QoN):

| 192.168.1.200

W7 Create assocated ponter (PTR) record

Step 5: To add a Mail Server Record , we add an MX record and then Right click A New
Mail Exchanger as shown in the screenshot given below

VR

[ N 0y
[ _ Rev« Update Server Data File L Zones
. Trust  Reload bongs

b COnGIN e Host (A or ARAA.. larentfolder)  Start of Authority (SO8)
b b Aiss (CNAME.. arentfolder)  Name Server (NS)

New Mail Exchanger (MX)... arent folder) Host (&)

' New Domain.., Host &)

New Delegation..,
Other New Records...
DNSSEC »

All Tasks »
View »

Delete
Refresh
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Windows Server 2012

Step6: At #AFully qualifies domai n maymedgntErGie Name of f
mail serve r A theninthe A Mai | s er v e ryoupentér a numbey 0. The smaller the
number , the higher the priority.

L WA PV TUERA SN VRS VRS WRAVRTAV A

| Mol Exchanger 040) |

Host or chid doman:

.

By deladt, DINS unes the paront doman name when reating a Mal
Excharge record. You can 9eofy 8 host or dhlkd rase, Bt in most
depioyments, e above fiekd u left blark.

S Sl @t aone P

Frully ualfied doman name (FQUN) of mad server:

 Mau axampis.com | [ orome...

&dmamtr
| 0

!
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18. WindowsServer 2012 [ISOverview

The 11 S or Internet Inf ormation  Services role is one of the most important services in
Windows Server 2012 . It has improved features as compared to its previous versions and
it help s us to publish web application or webpages

Letus now see howtoinstallthell S Role forwhich you will have to follow the steps given
below.

Stepl: TolnstallllSrole ,go t o ASer verA themnMamgager A and thento Add
Roles and Features.

Manage Tools View Help

| Add Roles and Features
|| Remove Roles and Features

Add Servers
Create Server Group

| Server Manager Properties

Step 2: Click on Next in the window which pops up.

DESTNATON SERVER

Before you begin

This wizard helps you install roles, role senaces, or features. You determune which roles, role seraces, or
features to mstall based on the computing needs of your ceganization, such a3 sharing documents, ar
nitalavcn Type hosting & website,

To remove roles, role services, or features:
Start the Remave Acles and Festures Wizeed

Before you continue, verify that the foliowing tasis have been completed:

* The Admnastrator account has 8 strong password
* Network settings, such as static IP addrestes. are configured
* The most current security updates from Windows Update are installed

If you must vendly that any of the preceding prerequisites have been completed, close the wizard,
complete the steps, and then run the wizard agamn,

To continue, chick Next

[] Skp this page by default
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Step 3: Select the Role -based or feature - based installation option and then click on
Next .

DESTINATION SERVER

Select installation type

Sefore You Begin Select the instaliation type. You can install roles and features on a running physical computer or virtual
. = maching, or on an offine virtual kard disk (VD).

'® Role-based or feature-based instailation
Configure 2 single server by adding roles, role senvices, and features.
_ Remote Desktop Services installation
Instail required role services for Virtual Desktop Infrastructure (VO] to create 3 virtual machine-based
or session-based desitop deployment.

Server Sesction

Step 4: lwillinstall a Local lISrole as it will Select a server from the server pool A then
clickon Next.

DESTINATION SERVER

Select destination server

Before You Bagin Select a server or a virtual hard disk on which to install roles and features.

Installation Type (@ Select a server from the server pool
3 () Select a virtual hard disk

Server Roles Server Pool
Features

Filter: |

Name IP Address Operating System

192.168.040 Microsoft Windows Server 2012 Datacenter Evaluation

1 Computer(s) found

This page shows servers that are running Windows Server 2012, and that have been added by using the
Add Servers command in Server Manager. Offline servers and newly-added servers from which data
collection is still incomplete are not shown.

|<2tevious|ﬂm>| | Install ||Camel
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Step5: From the Roles | ists, ero(l® Sdvertrdee A Mexth ser v

Select server roles

Before You Begin Select one or more roles 10 install on the sefected server.

instafation Type Rales Description

Server Selection [ - Web Server [IIS) provides a reliable,

R | oy e MasgmentSenices laplatls ol salbla Wi
] Application Server application infrastructure.

[} ORCP Server
Web Server Role (45) [T ONS Server
Aole Services [7) Fax Server
Confirmatice p (& Fle And Stormge Services {Instalied)
[ Hyperv
7] Network Policy and Access Services
7] Prnt and Document Services
] Remote Access
[2] Remote Desktop Services
] Volume Activation Services

Fastures

Step 6: Click Next .

Select features Y om——
Sedore Yo Begin Select one o more features to install on the selected server,
Servar Selection 7 : “A]| NET Framework 45 provides 8
Server Roies P comprehenuve and corsistent
S E T ot Unet ) pregramming model foe quicidy and
— b [ ackground inteligent Transher Service (BTS) | B| | essily building and ropning
Web Server Role (15 [ Bitkocker Drive Encryption puwm w‘""’ "'d:::x"‘”
i 5
Rale Services [T} Bittocker Network Unlock | W\Mpgmlﬂdhm
Confirmation ] BranchCache ‘ and peivate doud.
[ Client for NFS '
[J Data Center Bridging :
] Enhanced Storage
[ Failover Clustering
[ Group Poiicy Management
(2] tak and Handwriting Serices 1
] internet Printing Client ‘
[T 1 Address Management (IPAM) Server }
<] L 1 1]

[boos [ to> | s [Ooa |
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Step 7:  Click Next .

Windows Server 2012

Fezturss

Confirmation

More information about Web Server IS

DESTINATION SERVER
Web Server Role (IIS) _—
Szfors You S0 Web servers are computers that let you share information over the Interret, or through intranets and
Instafation Type disgnostic and administration, 8 unified Web platiorm that integrates IS 8.0, ASPINET, and Windows
Secver Selaction Communication Foundation.
Server Roies Things to note:

* Using Windows System Resource Manager (WSRM) can help ensure equitable senvicing of Web
_ server traffic, especially when there are multiple roles on this computer.
Role Senvices * The default instaation for the Web Server (IS) role includes the instalfation of role services that
enable you 10 serve static content make minor customzations (such as default documents and HTTP

E= W

Step 8: You can choose all the default setting or customize them according to you needs.

Select role services

gefors You Sagn Select the role services to install for Web Server (IIS)
Ingatation Type Role services
Sarver Selection ’
« v e
e - Common KTTP Features

Fooin (V] Detault Decument
Web Server Sole (15) Obrectory o
[ ot servces | & WP Erons
Conirmation [ Static Content

HTTP Redirection

(V] WebDAV Publishing
4 Health and Diagnastics

[ HTT? Logging

¥ Custom Logging

(¥ Logging Tocks

[ ODBC Logging

¥ Request Monitor

<) "

HTML Web sites and optional
support for ASPNET, ASP, and Web
server extensions. You ¢an use the
Web Server to host an internal of
extamal Web site or 1o prowde an
ervironment for developers to
create Web-based appicatons.
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Step 9:  Click Install

Sefore wu 32gn

Ingaflavon Type

Sarver S¢lecton

Server RO

Foaturd

Web Server Role 015)
ROk Services

Windows Server 2012

Confirm installation selections O

To install the following roles, role services, of features on selected server, click install
(1 Restart the destination server automatically if required

Optional features (such as adh tools) might be displayed on thea page because they have
been selected avtomatically, If you do not want 10 install these cp i chick Previous 1o clear
their check boxes.

NET Framework 4.5 Features A
ASPNETAS E
Web Server (IS)
Web Server
Common HTTP Festures
Static Content
Defayit Document
Directory Browsing
HITP Erors
HTTP Redirection

ERL ARt E S LWLA

| <

Export configuration settings
Specity an alternate source path

[<Bevows || nests || e 3[ Concel |

Step 10 : Wait until the Installation Wizard finishes. Once it is done click Close.

\ tutorials

Installation progress | com—

View instaifabion progress

o Festure installation
. ————————————

Installation succeeded on (NG

NET Framework 4.5 Features
ASPNET 45
Web Server (1IS)
Web Server
Common HTTP Features
Static Content
Default Document
Directory Browsing
HTTP Errors
HTTP Redirection
WebDAV Publishing

> |

[<]

You can diose this wizard without interrupting running tasks. View task progress or open this
page again by clicking Notifications in the command bar, and then Task Detads.

Export configuration setbngs

< Prewvious Next > ” Close !I Cancel
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Windows Server 2012

Step 11: Checkif your IIS is installed correctly . Thiscanbe doneby opening yourinternet
explorer and then typing http://localhost and you should be able to see the following
screenshot.

JJE2 hitp//locathost/ | £ 1S Windows Server X l

28 Windows Server

Internet Information Services

Welcome Bienvenue Tervetuloa

£5c# Benvenuto

L 3 ." Bienvenido Hos geldiniz

Bem-vindo ‘ )
KoAtwg
Viteite OpIoOTE Vol ' noxanosars [UAVOZOIjUK
R

Microsoft Velkommen
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http://localhost/

19. WindowsServer 212% [ISSecurity

The 1IS (Internet Information Services ) is facing internet all the time . So, itis
important to follow some rules in order to minimize the risk of being hacked or havin g any
other security issues.  The firstrule is  to take all the updates of the system regularly. The
second one isto  create different application polls to this , which can be done by following

the steps shown below .

Step1: You havetogoto: Server Manager A InternetInformation Services(l1S) Manager
A Application Pulls

File View Help

Q- 1|2 |8, | 0‘, Application Pools

G Start Page This page lets you view and manage the hist of application pools on the server. Application pools are associated with

’ ‘m worker processes, contain one or more applications, and provide isolation among different applications,

b-8) Sites Filter; * ¥ Go - (ghShow All | Group by: No Grouping .
Name Status  NET Framework Version ~ Managed Pipeline Mode  Identity
(4 NET v20 Stated w20 integrated  ApplicationPoolldentit
UFNETV20 Classic  Started  v20 Classic ApplicationPoolldentit
UYNET WS Stated W40 Integrated ApplicationPoolldentit;
U NET 4.5 Classic Stated w40 Classic ApplicationPoolldentit
¥ Classic NET AppPool Stated  v20 Classic ApplicationPoolldentit
(I DefaultAppPool Started W0 Integrated ApplicationPoolldentit:
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Windows Server 2012

Step 2. Click fhASIRi gdhad Cl i ck f De fAa Mdnage Webdits i A é\dvance
Settings .

File View Help

i Default Web Site Home
sy e—
. Start Page . =
i . v ¥ v A
J qa WIN-QOK2)4QOFTH (WIN-QOK2J4QOFT Filter: Go % Show All
-2} Application Pools ASP.NET
4- @ Sites L $ = i@
. e = iy
b @ Default’ ===~ Z o 0
- NET  NETEmor  .NET
Edit Permissions... at.. Compilation Pages Globalizatior
D Add Application... L3 = »
¢ ) ) { = = . ab|
#. Add Virtual Directory... . =
ust  .NET Users Application Connection
Edit Bindings... Settings Strings
I Manage Website > | 2  Restart
X Remove @ Stop
Rename @] Browse

(.= Switch to Content View Advanced Settings...

Authentic... Compression  Default
Document  Browsing
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Step 3: Select the Default Pools

Advanced Settings ? -

ID 1
Name Default Web Site
Physical Path %SystemDrive%\inetpub\wwwroot

Physical Path Credentials
Physical Path Credentials Logon ClearText

Start Automatically True
4 Behavior

Enabled Protocols http
P Limits
Application Pool

[applicationPool] Configures this application to run in the specified

application pool.
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Step 4 Disable the OPTIONS method , this can be done by following the path T Server
Manager A Internet Information Services (IIS) Manager A Request Fil tering .
loix]
6'@ [ODSERVB!vsmes » Default Web Site ]'ﬁ/&’-}lﬂv
fle View Hep
_Q- b2 18 0 Default Web Site Home _opm z
) Feau'e o
Start P, |
g ?gsszvmag(’esmvmw Growby: Area e 5 Exlore
2 Application Pools - = Z| Edit Permissions.
=-8] Sites = _.z L Edit Site
® e Hander ~ HTTPRedrect  HTTP Bindings
Respo (] Basic Settings
LI T
y View Virtual Directories
lISReports IPv4Address ISAPIFiters  Logging -
and Domai... Manage Web Site A
b ol < Restart
11” @?H b Start
MIME Types  Modules B Stop
Browse Web Site
& @] Browse *:80 (http)
SSL Settings Advanced Settings. ..
;‘ Configure
Falled Request Tradng...
‘ [ » [ Features View .- Content View Limits... -
Ready -]
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Step 5: Inthe a ction pane, select "Deny Verb" Alnsert OOPTI ONSA OK.n

9’ Request Filtering
Use the feature to corfigure fiRerng rules.
= Fiie Name Extensons | 1+ Pudes Hadden Segments | O URL 7 HTTPVets & Headers | (D Query Strings
Vet ’ Mowed
oo 7 I
|
Verkx
OPTIONS
oK Cancel
" Festures View (. Content View
Step 6: Enable Dynamic IP Restrictions blocks by goingto 1 IIS Manager A Double click
on "IP Address and Domain Restrictions" A Actions pane .
s ~
' 9 -~ [ru—— ¥ -
n; cG1 o 0 1 é° =P
Authentic.., CGl Compression  Default Directory  Error Pages FastCGI Handler
Document  Browsing Settings Mappings
alF|e & @ » o g
' 4 1S al e « i
HTTP IP Address | ISAPland  ISAPIFilters Logging MIME Types  Modules Output
Respon... Jand Domainjl CGl Restri... Caching
Restrictions
) ¢ £
- - gm ‘8
e » «ty
Request Server URL Rewrite  Worker
Filtering  Certificates Processes
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Step 7: Then select "Edit Dynamic Restriction Settings"
restriction settings according to your needs A press OK .

(¢! Deny IP Address based on the number of concurrent requests

Maximum number of concurrent requests:
b

Maxumum number of requests:
20

Time Period (in milliseconds):
200

[ ] Enable Logging Only Mode

(¥ Deny IP Address based on the number of requests over a period of time

OK

Windows Server 2012

A Modify and set the dynamic IP

] Cancel

Step 8: Enable and Configure Request Filtering Rules

click on "Request Filtering" A Change tothe Rulestab A

- 1 .
¥ Internet Information Services (IS) Manager

, to do this

T IS Manager
Actions Pane.

A Double

() (O ewwmmmmmy i » Defout WebSee » | =% @
file View Hep
o s |
S A b= f I W i H m AL
Q- LJ 7 & | 0 Default Web Site Home Open Feature
3? Start Page Group by: Ares . 2 Explore
——0—-- 1
gl > stion Pooks r Lt =) £ v - A Edat Permissions...
a AppSastion Default  Directory ErrorPages  Failed Handler £dit Site
48] Skes Document  Browsing Request Tra.. Mappings
€ Default Web Ste z " - Bindings...
@ Foo T & L; -3‘;- “ B Basic Setings..
HTTP HTTP  DSReports IPvd Address ISAPI Fiters View Applications
Redirect Respon... and Domai... View Virtual Directories
& X
- « E ) Manage Web Site )
n J’* ‘-?ﬂ #’ o Restart
Logging MIME Types Modules Output
Caching >
8 Stop
& Browse Web Site
SSL Settings [$) Browse 20 (http)
E Advanced Settings...
Manfgcmen( : Configure
" j} sl: Fasled Request Tracing...
Configurat..  Database e
Editor Manager = || @ Hep
Online Help
7 ™ S f'\" Features View . Content View
Ready |

¥
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Step 9:

Windows Server 2012

Then select "Add Filtering Rule" A Setthe required rules A Click OK.

'SQL_Injection_Mitigation

[¥] Scan url

(] Scan query string
Scan Headers
I Header

I

Applies To
' File Extension

-

aspx

*

Deny Strings
| String A
o
drop
update
convert "

) =

Name:

' tutorialspoint

EIMPLYEAEYLEARRMINEG

117



Windows Server 2012

Step 10: Enable logging , to do this we need to follow th is path 7 IIS Manager A select
the specific site you want to configure A Logging .

U'-'q Logging

Use thes feature to configure how ES 50gs requests on the Web server
One log file per
e

w
Leg File
Format:

wac Select Fields.
Duectory:

NSystemDrnve Ninetpublogs\Loghibes
Encoding:
UTF-8

Log Event Destination
Select the destination where £S5 will wrte log events.
@ Log fie only

ETW event only

Eoth log file and ETW event

Log File Roliover
Select the method that IS uses to create s new log file

8 Schedule
Daily v

Manmum file size (in bytet)

Do not create new log files

Use local time for fde naenang and tollover

Features View |, Content View
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20. Windows Server 20EHyperV

Virtualization is one of the most important technology feature and Microsoft has invested
on this and the responsible role is called as Hyper -V.

Let us now see how to install the Hyper -V Role, for doing this we should follow the steps
given below.

Stepl: To I nstall DNS r ol e g o AtManageSA Add Bales did Featiges.r 0

Manage Tools View Help

| Add Roles and Features
’ Remove Roles and Features

Add Servers
Create Server Group

Server Manager Properties

Step 2: Click Next .

DESTINATION SERVER

Before you begin

This wizard helps you install roles, role services, or features. You determine which roles, role services, or
features to install based on the computing needs of your organization, such as sharing documents, or
Installation Type hosting a website.
Server Selection .
To remove roles, role services, or features:
Start the Remove Roles and Features Wizard

Before you continue, verify that the following tasks have been completed:

* The Administrator account has a strong password
* Network settings, such as static IP addresses, are configured
* The most current security updates from Windows Update are installed

If you must verify that any of the preceding prerequisites have been completed, close the wizard,
complete the steps, and then run the wizard again,

To continue, click Next.

[C] Skip this page by default

< Previous Install

119

' tutorialspoint

EIMPLYEAEYLEARMNINEG



Windows Server 2012

Step 3: Selectthe Role -based or feature -based installation option A click Next .

DESTINATION SERViIn

Select installation type

Select the installation type. You can mstall roles and features on a running physical computer or virtual

A R machine, or 0a an offine virtual hard dek (VHD).

. based of feature-based installation

Sarver Selection
o ) Configure a single server by adding roles, role services, and features.

Remote Desktop Services installation
Install required rolle services for Virtual Desktop Infrastructure (VDI) to create a virtual machine-based
or session-based desktop deployment.

Step 4: lwillinstall a Local Hyper -V role as it will Select a server from the server pool A
Next .

DESTINATION SERVER

Select destination server

Before You Begin Select a server or a virtual hard disk on which to install roles and features.

Installation Type (®); Select a server from the server pool
- ) Select a virtual hard disk

Server Roles Server Pool
Faaturss

Filter;

Name IP Address Operating System

192.168.0.40 Microsoft Windows Server 2012 Datacenter Evaluation

1 Computer(s) found

This page shows servers that are running Windows Server 2012, and that have been added by using the
Add Servers ¢ d in Server Manager. Offline servers and newly-added servers from which data
collection is still incomplete are not shown.

p e T
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Step 5: From the Roles lists, check the Hyper -V Server role A click Add Features on the
popup windows  which show up and then A Next.

Select server roles J—

lA The destination server has a pending restart. We recomwmend that you restart the destination server before either instalingo.. X I

Sefore You Begin Select one or more roles to nstall on the selected server.

instaliation Type Roles Description

Ssrver Selection R g ————— TA]  Hyper-V provides the s that

_ [ Actrve Directory Federation Services YOU CaN use tO Create and manage

& Active Direct j ioht Di Services | virtual machines and thewr resources.

Features O & oy :’Mw? o Each virtusl maching s @ virtuskeed
L3 Acove ¥ opswneg Sorvices computer system that operates = a0
[ Application Setver lated execution 't This
[T] DHCP Server sllows you to run multiple opersting
[ ONS Server - systemns simultanecusly.
[ Fax Server

[ File aod Storage Services (2 of 12 installed)

Netwark Policy and Access Seevices
7] Print and Document Senices
[W] Remote Access (1 of 3 instalied)
[] Remote Desktop Servces
71 Vimhime Srtambnn Sandres |w

[<Provous ] [ New> | [ e | [coned ]

Step 6: Click Next.

SETNATION SERVER
Hyper-V
Befors You Begn WVMYN!OMWW ré0ads by g those workioads on wetual mach
? You can vse virtusl mach fple workd *MWDWWMW
Instafation TyoE meum*mnwumm
Server Seiecton
Sarvar Boles Things to moes

Feanures * Before you imstall ths role, you should identify which network connections on this server you want 1o
use for settng up virtusl switches.
_ ¢ After you ingtall Hyper-V, you can use Hyper-V Manager to create and configure your virtus!l
VIrtuai Swinches machines.
Migration
Dafault Siores
Confirmatico

More mformation shout Hyper-V
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Step 7: Choose your server 0s physical net work adapters
virtualization A Next.

. . DESTINATION SERVER
Create Virtual Switches =
Before You Begin vmmmmmmmmmumoumcomwmmmsmwm
role, you can create virtual machines and attach them to a virtual switch.
Installation Type El
3 One virtual switch will be created for each network adapter you select. We recommend that you create
Server Selection at least one virtual switch now to provide virtual machines with connectivity to a physical network. You
Server Roles can add, remove, and modify your virtual switches later by using the Virtual Switch Manager.
Features
Hyper-V
’v“gfat'oﬁ
Default Stores
Confirmation (i) We recommend that you reserve one network adapter for remote access to this server, To reserve 3

network adapter, do not select it for use with a virtual switch.

Step 8: Under Migration , leave the defa ult settings A Next .

Virtual Machine Migration =

Before You Begin Hyper-vfmbeconﬁgtavedwsendandreceiveﬁvenﬁgnuons_olvwmmxhinesom‘hfsu_w:

: Configuring Hyper-V now enables any available network on this server to be used for live migrations. If
Instaliation Type you want to dedicate specific networks for live migration, use Hyper-V settings after you install the role.
SAIVeE.acion [] Allow this server to send and receive live migrations of virtual machines
Server Roles

1~ Authentication protocol
Select the protocol you want to use to authenticate live migrations.

Hyper-V ® Use Credential Security Support Provider (CredSSP)
Virtual Switches This protocol is less secure than Kerberos, but does not require you to set up constrained

Features

_ delegation. To perform a live migration, you must be logged on to the source server.
Use Kerberos

Cefault Stores This protocol is more secure but requires you to set up constrained delegation in your

Confirmation environment to perform tasks such as live migration when managing this server remotely.

A 'f this server will be part of a cluster, do not enable migration now. Instead, you will configure the
server for live migration, including specifying networks, when you create the cluster.

122

' tutorialspoint

EIMPLYEAEYLEARRMINEG



Choose the path where to sa

Default Stores

Before \ou 2egin
Ingtaiiation Type
Server Siection
Server Boles
FRaturet
-
Virtual Switchat
Migration

Confirmaticn

Windows Server 2012

ve the file.

ey

HyperV uses default locations 10 store virtual hard disk files and virtual machine configuration files,
wniess you specifly different locations when you create the files. You can change these default locats
now, Of you ¢an change them later by modifying Hyper-V settingt.

Default location for virtysl hard disk filex
ChAUsers\Public\Documents\Hypee-V\Virtua! Haed Disks

Default location for virtual machine configuration files:
CAProgramData\Microsoft\Windows\Hyper-V

Click Install and wait for the installation bar to finish

Confirm installation selections

Before You Begin
Instalistion Type
Servar Selection
Server Roles
Features
Hyper-V
Virtual Switches
Migration
Dafaylt Stores

To install the following roles, role services, or features on selected server, click Install.

Restart the destination server ically if requiced

Optional features (such a5 ad tools) might be displayed on this page because they have
been selected automatically. If you do not want to install these optional f , click Previous to clear
their check boxes.

Hyper-V
R Server Administration Tools
Role Administration Tools
Hyper-V Management Tools
Hyper-V Module for Windows Pc
Hyper-V GUI Management Tools

Export configuration settings
Specify an alternate source path
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21. Windows Server 2012AdvancedConfiguration

In this chapter, we will see how to create a virtual machine . Firstly, we should open the
Hyper -V manager and then follow the steps given below.

Stepl: Open fiSer ver AMmdteeg eQlick on A Hy p¥ 0

SERVERS

E Dashboard Al arvers | 1 total
§ Local Server = .
filer p gl Rv
@ Al Servers
i# apos Server Name 1A Address  Manogesbidty Last Update Windwes A

'! DHCP ﬁ
Add Roles and Features

& DNS
|
B§ Fle and Storage Services b S D Lack Sepipe
B Hyper-v Computer Management
o s - Poas
Configure NK Teaming

Conth Wind A Eeadbark
7 f

| | Hyper-V Marager |

EVENTS nage A
AT pverts | 1 ot
= Stant Performance Counters
Filker £ ‘ Refresn
Copy
Secves Name 10 Severity Scorce log
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Step2: CIl i ck 0 Nthev®ighbsde Panel or click on Action button in the options as
shown in the screenshot below.

«= 2m Hm
33 Hyper-V Manager
i

s Import Virtual Machine...
<[ £ Hyper-V Settings...

' I3 Virtual Switch Manager...
w | . Virtual SAN Manager...
g Edit Disk..

{5 inspect Disk...

(®) Stop Service

"m < Remove Server

(3 Refresh

View »
Help

Step 3: Double Click on the Virtual Machine option as shown in the following screenshot.

File‘Adionl View Help

& New »| | Virtual Machine...
H ‘ Import Virtual Machine... | Hard Disk...
Bl Hyper-VSettings.. Floppy Disk...
Virtual Switch Manager... = State q
Virtual SAN Manager... l\
| Edit Disk...
Inspect Disk...
Stop Service N
- Remove Server hots
Refresh
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Step 4: A new table will be open A Type the Name of your new machine and then click
Next .

Step 5: A new table will be open where you must allocate the memory . Keepinmi nd that
you can not choose more memory than what you have in your system.

Step 6: Inthe Connection dropdown box, choose yo u physical network adaptor and click
Next .
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